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e Topics to be covered
— Why Awareness is Important?
— What do you use the Internet for?
— Basic Security Concepts
— Advantages and Disadvantages of Internet
— Major common online risks
— Emall Risks
— Social Networking Risks
— Browser Security
— Secure PC
— Parental Control Bar
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 Girl kills self after being dumped on
Facebook

e Techie arrested in raiway e -ticket fraud
e Lottery message through sms
« Many more



 |dentity theft
* Phishing
« Malicious Applications
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It could be you
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Tw1tter Facebook attack targeted one user

v Elinor Mills B Y Fontsize __' Print [38] E-mail "«_a Share G 111 comments

A Georgian blogger with accounts on Twitter, Facebook, Livedournal, and Google's Blogger and
YouTube was targeted in ajdenial-of-senice attackjthat led to the sitewide outage at Twitter and ??D
problems at the other sites on Thursday, according to a Facebook executive. e

digqg it
The blogger, who uses the account name "Cyxymu,” {the name of a town in the Republic of Georgia) g
hiad accounts on all of the different sites that were attacked at the same time, Max Kelly, chief security

officer at Facebook, told CMET Mews.

twas a simultanecus attack across a numboer of properies targeting him to keep his voice from being heard,”
Kelly said. "We're actively investigating the source ofthe aftacks, and we hope to be able to find out the individuals
involved in the back end and to take action against them, if we can.”



Tips

e Check the Processes
e Log off the PC when it is not used



Social Engineering

 Dumpster Diving

e Online

e Shoulder surfing
 Persuasion

e Baiting
 Vishing




TIps

 Don’t dump important documents as it Is
e Don’t respond to unknown calls
 Don’t respond to fake emails



ldentity theft
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Skimming
« Skimming Is the theft of credit card
Information

Hide vour credit card, cyber criminals only a swipe
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Itis a palm-sized, state-of the-art gadget and presently the subject of an alert
issuedto the public by the Moida police.

Call +91 11 40 T-"--HI'DU or
email at inf

According to Koida police, cyvber-savey criminals are now freguently using a
magnetic stripe reader and writer to flesce credit/debit card users.

% mnll ergiff}?ﬁ Itis a computer device that decodes unigue identification data stored on the

K.K. MODI GROUP AunaviEa l'L_: X

to another card.

“The usage of MERW to dupe cardholders is a new-age crime against which we have issued an alert,” said Deputy
Superintendent of Police R.M. Mishra.

Wie have received up to a dozen caomplaints from local residents about the theft of their credit and debit card data. Our

probe revealed this was done with the help of MERW machines,” added Mishra.
The police arrested several peaple for the illegal use of MERWS=s to cheat cardholders.

Ofthem, three names — Shahnawaz Khan alias Tinku, Shaboir Khan alias Praveen and Mohammed Afague alias
Raheesh — stood out.

magnetic strip of a credit or debit card with a swipe and transfers the information



e 14 year jall for mass
Credit Card theft

A 21 year old man received a 14 year prison sentenced on Friday for running an online business that sold
counterfeit credit cards encoded with stolen account information with losses estimated at more than 33

million.

Tony Perez lll, of Hammond, Indiana, pleaded guilty to the charges on April 4. In his plea, Perez said he
sold counterfeit credit cards encoded with stolen account information. Perez found customers through
criminal "carding forums," Internet discussion groups set up to aid in the buying and selling of stolen

financial account information and related senvices.

When the US Secret Senvice raided his apatment in June 2010, they found data for 21,000 stolen credit
cards and equipment needed to encode them onto blank cards. Credit card companies said losses from

the card numbers in Perez's possession topped maore than $3 million.

In addition to the prison term, Judge Liam O'Grady of U.5. District Court for the Eastern District of Virginia
ordered Perez to pay $2.8 million in restitution and a 5250,000 fine.

INnfo




‘ BPO employee arrested for online card fraud

= L7 £ el + I

Express Mews Service

Last Updated : o4 May 2011 o8:32:47 AM IST
HYDERABAD: A BEPO employee at Visakhapatnam was
today arrested for online credit card fraud running into
lakhs of rupees.

The arrested, 25-year P Bala Wamsi Krishna, i1s a customer
service representative in the BPO and a resident of
Satyam Heights at SR Nagar.

He was arrested following a complaint by R Sreekanth, the
general manger of Red Bus.in, an online bus ticketing
agency.

Yamsi Krishna did more than 143 transactions during the
past three to four months using credit card data he had obtained from his friends working in a super market and
a mobile phone outlet at Kothapet on the pretext of doing some research on, irenically, credit card frauds.

He booked tickets worth Rs 66,000 on this website alone and later cancelled tickets worth Rs 53,3584 and got the
amount remitted to his account, police said.

Tickets worth nearly Rs 12,000 were used by him.

He bought seven mobile phones and a Sony ca mera on another website www.

futurebazaar.com and got them delivered at his Pune address.

Further, he took three laptops and six systems on rent and sold them to a shopkeeper as his own.

Police recovered six mobile phones, three laptops, six computers and other gadgets worth Rs 3 lakh from him.

INnfo




TIps

e \Watch out your transactions
 Be aware of skimmers
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Phishing

 E-mall sent by online criminals to trick you
Into going to fake Web sites and revealing
personal information

 In other words It is the criminally
fraudulent process of attempting to acquire
sensitive information such as usernames,
passwords and credit card details by
masqguerading as a trustworthy entity in an
electronic communication.
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Income Tax Departament - Tax Refurd

From: Income Tax Departament <refund{ar@incometarindia qov>  Add to Cantads
Te:

- Man, 15 February, 2010 1143 14 Al

Dear applicant, After the last annual calculation of your fiscal
activity we have determined thét you are eligible to receive atax
refund of 82050 Rupees.

Bank account holders at the Bank of India, will receive the
maoney within 12 hours after filling the form,

ToAccess the formfor your tax refurd please click here

Tax Refund Online Form

Department of Reverue Ministry of Finance Government of India
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Income Tax

Department of Revenue, Ministry of Finance, Government of India

Depariment

Where's My Refund

8 Dear applicant,

bl After the last annual calculation of your fiscal activity we
§ have determined that you are eligible to receive a tax
refund of 820.50 Rupees.

Please submit the tax refund and allow us 3-5 business
days in order to process it.

If you don't receive your refund within 5 business days from the original IRS mailing
date shown on Where's My Refund?, you can start a refund trace online.

To get to your personal refund information, be ready to enter your:
= Full name, Address and the Debit/Credit Card where refunds will be made.

To access the f click on the "Where's My Refund?”

above image off Tax Refund Online Eorm.

Note:
« For security reasons, we will record your ip-address and date.
+ Deliberate wrong inputs are criminally pursued and indicted.
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Income [ax Depai iment

Department of Revenue, Ministry of Finance, Government of India
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Original Site

Income Tax Department

Department of Reverwe, Ministry of Finance, Governmert of India

Visit Field Offices:

Income Tax Retum

Abtmt Us_ Tax Law and Rules. International Taxaﬁop_ Download ITRs and Forms Tenders M

Clarification for deduction in respect of contribution to pension Scheme under Section 80 CCD

Clanfication regarding deduction under Section 80 CCD for contribution made under pension

ﬂ Hindi Version

scheme in the light of Circular No-1 /2010 dated 11th Jan'2010 issued on the subject of —

Deduction of Tax at Source. Clarification

Notification aboul M.f Scm} of Human Geretics and Population Health, Kolkata.

1. . Schoal of Human Genetics and Pﬂpulatlnn Health, Kolkata, has been
approved by the Central ment anhe ‘purpose of clause () of sub-sectien (1) of section
tax (said Act), read with Rules 5C and 5E of the Income-tax Rules,
ssment year 2008-2009 onwards in the category of "Other
search actities. Notification

rilal Jain Charitable Eye Hospital, New Delhi.

The Organization Mfs Sundar Lal Jain Charitable Eye Hospital, New Delhi, has been approved

by the Central Government for the purpose of clause (ii) of sub-section (1) of section 35 of the’
Income-tax Act 1961 (said Act), réad with Rules 5C and 5E of the Income-tax Rules, 1962

(said Rules) from Assessment year m&2ﬂmwgﬁt&gu{y of 'Other Institution’,
partly engaged in research actiities. Motificati

Hotification about "The indian Law Institute, New Delhi™.

| 1962 (said
Institution’, pa

T R
Hotification about Bi/= St

Press Release
r‘xﬁ Educational

Institutions under
sedmn 1023 C)

The Organization "The Indian Law Institute, New Delhi", has been approved by the Central -

Government for the purpose of clause (iii) of sub-section (1) of section 35 of the Income-tax Act
. 1961 (said Act), read with Rules 5C and 5E of the Income-tax Rules, 1962 (said Rules) from
Assessment year 2009-2010 onwards in the category of ‘Other Institution’, partly engaged in
research activities. Motification

Recruitment of Sportspersons 1o the pogis-of Inspector and Tax Assistants

Tax Information

The Chief Commissioner of Income Tax, Delhi-l, New Delhi, invites applications for the,

Recruitment of meritorious Sportspersons in different games, sporis as listed for the posts of
Inspectors and Tax Assistants. Notification in English, Notification in Hindi

Circulsr on FBY Released by the CBDT

@ Tax Calculator
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How to recognize?

Fake website adress

Official Website Address




Beware of phishing expedition in
Hindi

By: Shashank Shekhar Date: 2011-05-24 Place: Delhi

Spam emails in Devanagan script are being Download Software Free Trial

= Write Any Kind of App In the Cloud In
drculated Multiple Languages. Learn More

Microsoft.com/CloudWindows Az
Real estate executive Badal Snivastava (26) was overjoyed after Ry COGS[E
recewving a mail writken in Hindi, which claimed that he had won a
handsome amount in a lottery scheme. But when he looked at it Most Popular
again with some friends, several spelling errors in the mail raised
doubts. Finally, they consulted a cyber expert who told them it is
part of what's popularly known as 'Nigernan spam’. queus
e Salman Khan comes to composer Pritam's
re=cine

e Woman beaten by rail pelice for jumping

& 10-year-old suspected of stealing paraded
naked

Mode! allegedlhy threatened by pimp to meet
clients
o Picture special; Is this an air kiss sone
Download Software Free Trial

Write Any Kind of App In the Cloud In
Multiple Languages. Learn More

Microsoft.comCloud AVindow :JEHEEE - Ie
y Goog

Other Stornes
SRE fan tops CBSE
Icomic Red fort was onpmally white

No game plan on sports quota?

Sachin Pilet held en route to Bhatta-Parzaul

L B e T o T T TR ]



Tips
 Don’t respond to emails received from
strangers
 Don’t click on the links
 Check the URL before proceeding further
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E-mails/chat Risks

e E-malls with attachments
— May have virus
— Fake e-mails
— Spam
— Lottery mails
— Job offers
— Online predators

— Ciberbulliini



Viruses/Worms

Trojans
Software programs _
designed to invade Viruses that pretend to be
your computer, and helpful programs while Spyware
copy, damage, or destroying your data, Software that tracks
delete your data. damaging your computer, your online activities or

and stealing your
personal information.

displays endless ads.



Watch Out for Trojans Circulating in PDFs

Techiree News Staff, Apr 16, 2010 1351 hrs IST

Websense Security Labs warns of Zbot campaign; an information
stealing trojan

= w6

Websense Security Labs has received several reports of a Zbot frojan campaign spreading via email that connects your PC
to @ malicicus remaote senver in China. They have seen over 2,200 messages sofar.

Zbot (also known as Zeus) is an infarmation stealing trojan (infostealer) callecting confidential data from each infected
computer. The main vector for spreading Zbot is a spam campaign where recipients are tricked into opening infected
attachments on their computer.

This new variant uses a malicious PDF file which contains the threat as an embedded file. When recipients open the PDF, it
asks to save a POF file called Royal_Mail_Delivery_Motice pdf. The user assumes thatthe file i1s just a POF, and therefore
safe to store on the local computer. The file, however, is really a Windows executable. The malicious PDF launches the
dropped file, taking control of the computer. At the time of writing, this file has a 20 perecnt anti-virus detection rate (SHA1 :
0710407 c6a08e06bededds7 789776098011

Location of the Zbot;

The Zbot trojan creates a subdirectory under %3Y3STEM32% with the name “lowsec” and drops the “local.ds™ and "user.ds”
files. The “local.ds™ and "user.ds” are configuration files for the threat It also drops an executable "sdrab4. exe” and
modifies the registry entry "% S0OF TWAREYWicrosoftWindows NTCurrenfYersionWinlogon\Userinit” to launch itself during
system startup. When it runs, it injects malicicus code into the Winlogon.exe instance in memory. This Zbot variant connects



w: Your Resume'is selected. Recruitment’ Code - A2045302'- Icedove

Edit Wiew Go Message Toeols Help
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Subject: Fw: Your Resume is selected. Recruitment Code - A2045302

From: simhadri jagadeesh
Date: Monday 26 July 2010 10:23 AM

To: indraveniki@ cdac.in

Foory

It is our good pleasure to inform you that your Resume has been shor-listed online for
aur direct recrutment Campus. Company has short-listed 24 candidates list for IT,
Administration and Production Departments, as well as Company offered you to join
as a Senior Executives and Managers post in respective depatment. You are
selected according to your resume in which Project you have worked on according to
that you have been selected in Company. The Company is recruiting the candidates
for new plants in Pune and Bangalore.

Dear Candidate,

The Company is a leading Electronics manufacturing business (150-9001: 2000
Certified) having a tumover of 8,000 Crores. The Company is manufacturng
Electronics products.

Your Appointment Process will held at Company HR - office - from 2% Auqust
2010.%ou will be pleased to know that Company has advise you inthe selection panel
that your Application can be progressed to final stage. You will come to Company HR
aoffice. Your call letter with Air Ticket will be send to yvou by courer before date of
interview. The Company can be offering you as salary with benefits for this post
30,000/~ to 3, 80,000/- P.M. + HRA + D.A& + Conveyance and other Company benefiis.
The designation and Job Location will be fixing by Company HRD at time of final
process. You have to come with all photo-copies of your qualification documents.

Regarding your coming surety to company on time. You have to deposit an initial
secutty amount in favor of Company HRD forthe sum of R5.8,450/- This is refundable
interview security against your interview management by HRD. Company will pay all
the expenditure to you at the time of facetoface meeting with you In Company. The
Job profile and salary offered by Company will be mention in your call latter. Your call
letter and Air Ticket will dispatch very sholy after receiving your confirmation of
secunty deposited in BANK,. YWe wish you the best of luck for the subsequent and
remaining stage.




e Fake
emails
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Don’t download attachments directly
received through emails

Scan them before you open
Look for extension

Never meet online friend without proper
Information

Check for the SSL certificates
Check for the URLs

WWW. sec .In



Technology Implementation

Encryption
Firewalls
Authentication
Passwords

WWW. sec .In



Mobile Security
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* Mobile viruses
* Bluejacking
* Bluesnarfing

SeC
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Some more attacks
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Clickjacking

« Clickjacking is a malicious technique of tricking
Web users into revealing confidential information
or taking control of their computer while clicking
on seemingly innocuous Web pages. A
vulnerability across a variety of browsers and
platforms, a clickjacking takes the form of
embedded code or script that can execute
without the user's knowledge, such as clicking
on a button that appears to perform another
function

WWW. sec .In
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e Never click on the links recelved from the
unknown users.

 If necessary cross check the target of the
link by placing mouse at the given link and
check the details at bottom left corner
before clicking.

WWW. sec .In



Tabnapping
 Tab napping is a new online phishing

scam to attack your computer and your
finances.

WWW. sec .In



* By replacing an inactive browser tab with a
fake page set up specifically to obtain your
personal data - without you even realizing
It has happened.

e Believe it or not, fraudsters can actually
detect when a tab has been left inactive
for a while, and spy on your browser
history to find out which websites you
regularly visit, and therefore which pages
to fake.

WWW. sec .In



Importance of Copyrights
Copyrights

 |ntellectual Property
e Piracy

e Duplication

* lllegal downloads

* Violating terms and
conditions

WWW. sec .In
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Social Networking Risks

WWW. sec .In
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Browser Security

WWW. secawareness .in



How do you access Internet?

e \Web Browser

— It Is a software application used to trace and
display the web pages.

WWW. sec .In



Web Browsers RiIsks

* ActiveX
* Pop-ups
 Cookies

WWW. secawareness .in
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From Internet Explorer

WWW. secawareness .in



From Moazilla Fire Fox Browser
s.;%%
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TIps
Update Browser
Disable Pop-ups

Delete Cookies
Disable remember password options

WWW. sec .In



Keyloggers

e Software Demo on Software K€glgggess

e Hardware

WWW. secawareness .in



Hardware Keylogger
 Hardware keylogger attached to CPU

WWW. sec .In



* Prevent your self from keyloggers ,Use
Virtual key Board

WWW. secawareness .in



Cyber Crimes
WHAT IS CYBER CRIME?

Cyber Crime may be defined in a general way as an

unlawful act wherein the computer is either a tool or a
target or both.

sec .In



Cyber Crime can be categorized as:- -
Unauthorized access

Email bombing

Data diddling

Salami Attack

Internet time theft

Logic bomb

Virus / worm attack

VWW\. SeC
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rojan attack

Distributed denial of service
Denial of Service attack
Email spoofing

Cyber pornography
Intellectual Property

Crime Cyber Stalking

VWW\. SeC
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Cyber Crimes

Unauthorized access

— Unauthorized access to computer systems or networks means
any person who access or attempts access to a protected
system.

Email bombing

— Emalil bombing refers to sending a large amount of emails to the
victim resulting in the victim's email account (in case of an
individual) or mail server (in case of a company or an email
service provider) crashing.

Data diddling

— This kind of an attack involves altering the raw data just before it
IS processed by a computer and then changing it back after the
processing is completed.

WWW. sec .In



Salami attack

— This attack is used for the commission of financial
crimes. The key here is to make the alteration so
Insignificant that in a single case it would go
completely unnoticed, e.g. a bank employee inserts a
program into the bank's servers, that deducts a small
amount of money (say Rs.5 a month) from the
account of every customer. No single account holder
will probably notice this unauthorized debit, but the
bank employee will make a sizable amount of money
every month.

WWW. sec .In



Intermet time theft
— This connotes the usage by an unauthorized person

of the Internet hours paid for by another person.

Logic bomb

This is event dependent program. This implies that
this program is created to do something only when a
certain event (known as a trigger event) occurs, e.g.
some viruses may be termed logic bombs because
they lie dormant all through the year and become

active only on a particular date (like the Chernobyl
Virus).

WWW. sec .In



Secure your PC

WWW. secawareness .in



Turn on Windows Internet Firewall

An Internet firewall
nelps create a
orotective barrier
petween your
computer and

the Internet

WWW. sec .In



Windows Firewall
e Click start

Control Panel
Windows Security
Center Click on
Windows Firewall

WWW. secawareness .in
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Use Automatic Updates to Keep
Software Up-to-date

Install all updates
as soon as they
are available

Automatic updates
provide the best
protection

WWW. secawareness .in



Install and Maintain Antivirus

Software
« Antivirus software

helps to detect and
remove computer

viruses before they
can cause damage.

For antivirus
software to be
effective, you must
keepit Up-to-gate.

WWW. sec .In



Anti-virus Software

WWW. secawareness .in



Parental Control Bar

« Parental Control Bar is a simple, powerful
tool to help shield your children from
explicit websites.

« Simply activate Child-Mode while your
children surf the internet, and the toolbar
will block access to adult-oriented
websites.

WWW. sec .In



Advantage of Parental Control Bar

 Parental controls will provide you with the
advantage of being able to

— Enforce time limits to child Internet activity set by
parents.

— Block access to materials (pictures) identified as
Inappropriate for kids.

— Monitor your child’s activity on the Internet by storing
names of sites and/or snapshots of material seen by
your child on the computer for you to view later.

— Set different restrictions for each family member.

— Limit results of an Internet search to content
appropriate for kids.

WWW. secC .In



K9

WWW. secawareness .in



Usage of K9
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