
www.www.www.www. infoinfoinfoinfo secsecsecsecawarenessawarenessawarenessawareness .in.in.in.in

Information Security Awareness

ISEA TEAM
HYDERABAD



www.www.www.www. infoinfoinfoinfo secsecsecsecawarenessawarenessawarenessawareness .in.in.in.in

• Topics to be covered 
– Why Awareness is Important?
– What do you use the Internet for?
– Basic Security Concepts
– Advantages and Disadvantages of Internet
– Major common online risks
– Email Risks
– Social Networking Risks
– Browser Security
– Secure PC
– Parental Control Bar
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Basic security concepts
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Latest News 
• Girl kills self after being dumped on Girl kills self after being dumped on Girl kills self after being dumped on Girl kills self after being dumped on 

FacebookFacebookFacebookFacebook
• Techie arrested in railway eTechie arrested in railway eTechie arrested in railway eTechie arrested in railway e ----ticket fraudticket fraudticket fraudticket fraud
• Lottery message through sms
• Many more 
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• Identity theft 
• Phishing
• Malicious Applications 
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Tips

• Check the Processes
• Log off the PC when it is not used
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Social Engineering 
• Dumpster Diving
• Online 
• Shoulder surfing
• Persuasion
• Baiting
• Vishing 
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Tips
• Don’t dump important documents as it is
• Don’t respond to unknown calls
• Don’t respond to fake emails
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Identity theft
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Skimming
• Skimming is the theft of credit card 

information



www.www.www.www. infoinfoinfoinfo secsecsecsecawarenessawarenessawarenessawareness .in.in.in.in

• 14 year jail for mass 
Credit Card theft
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Tips

• Watch out your transactions
• Be aware of skimmers
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Phishing
• E-mail sent by online criminals to trick you 

into going to fake Web sites and revealing 
personal information

• In other words It is the criminally 
fraudulent process of attempting to acquire 
sensitive information such as usernames, usernames, usernames, usernames, 
passwords and credit card detailspasswords and credit card detailspasswords and credit card detailspasswords and credit card details by 
masquerading as a trustworthy entity in an 
electronic communication. 



www.www.www.www. infoinfoinfoinfo secsecsecsecawarenessawarenessawarenessawareness .in.in.in.in

Example of Phishing e-Mail
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Original Site
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How to recognize?
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Tips
• Don’t respond to emails received from 

strangers
• Don’t click on the links
• Check the URL before proceeding further
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E-mails/chat Risks 
• E-mails with attachments

– May have virus
– Fake e-mails 
– Spam 
– Lottery mails
– Job offers
– Online predators
– Cyberbullying
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How Malicious Software works?

Viruses/WormsViruses/WormsViruses/WormsViruses/Worms
Software programs 
designed to invade 
your computer, and 
copy, damage, or 
delete your data.

TrojansTrojansTrojansTrojans
Viruses that pretend to be 
helpful programs while 
destroying your data, 
damaging your computer, 
and stealing your 
personal information.

SpywareSpywareSpywareSpyware
Software that tracks 
your online activities or 
displays endless ads.
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• Fake
emails
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• Don’t download attachments directly 
received through emails

• Scan them before you open 
• Look for extension
• Never meet online friend without proper 

information
• Check for the SSL certificates
• Check for the URLs
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Technology Implementation

• Encryption
• Firewalls
• Authentication
• Passwords
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Mobile Security
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• Mobile viruses
• Bluejacking
• Bluesnarfing
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Some more attacks
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ClickjackingClickjackingClickjackingClickjacking
• Clickjacking is a malicious technique of tricking 

Web users into revealing confidential information 
or taking control of their computer while clicking 
on seemingly innocuous Web pages. A 
vulnerability across a variety of browsers and 
platforms, a clickjacking takes the form of 
embedded code or script that can execute 
without the user's knowledge, such as clicking 
on a button that appears to perform another 
function 
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• Never click on the links received from the 
unknown users.

• If necessary cross check the target of the 
link by placing mouse at the given link and 
check the details at bottom left corner 
before clicking. 
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TabnappingTabnappingTabnappingTabnapping

• Tab napping is a new online phishing 
scam to attack your computer and your 
finances. 
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• By replacing an inactive browser tab with a 
fake page set up specifically to obtain your 
personal data - without you even realizing 
it has happened.

• Believe it or not, fraudsters can actually 
detect when a tab has been left inactive 
for a while, and spy on your browser 
history to find out which websites you 
regularly visit, and therefore which pages 
to fake.
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Importance of Copyrights
Copyrights
• Intellectual Property 

• Piracy

• Duplication

• Illegal downloads

• Violating terms and 
conditions



www.www.www.www. infoinfoinfoinfo secsecsecsecawarenessawarenessawarenessawareness .in.in.in.in



www.www.www.www. infoinfoinfoinfo secsecsecsecawarenessawarenessawarenessawareness .in.in.in.in

Social Networking Risks
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Browser Security
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How do you access Internet?

• Web Browser
– It is a software application used to trace and 

display the web pages. 
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Web Browsers Risks
• ActiveX
• Pop-ups
• Cookies
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Tips
• Update Browser
• Disable Pop-ups
• Delete Cookies
• Disable remember password options
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Keyloggers

• Software

• Hardware

Demo on Software Demo on Software Demo on Software Demo on Software KeyloggersKeyloggersKeyloggersKeyloggers
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Hardware Keylogger 
• Hardware keylogger attached to CPU
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• Prevent your self from keyloggers ,Use 
Virtual key Board
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Cyber CrimesCyber CrimesCyber CrimesCyber Crimes
WHAT IS CYBER CRIME?WHAT IS CYBER CRIME?WHAT IS CYBER CRIME?WHAT IS CYBER CRIME?
Cyber Crime may be defined in a general way as an 
unlawful act wherein the computer is either a tool or a 
target or both.
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• Cyber Crime can be categorized as:Cyber Crime can be categorized as:Cyber Crime can be categorized as:Cyber Crime can be categorized as:- ---
• Unauthorized access
• Email bombing     
• Data diddling
• Salami Attack             
• Internet time theft 
• Logic bomb                 
• Virus / worm attack 
•
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• Trojan attack             
• Distributed denial of service
• Denial of Service attack             
• Email spoofing  
• Cyber pornography                 
• Intellectual Property 
• Crime Cyber Stalking
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Cyber Crimes
Unauthorized accessUnauthorized accessUnauthorized accessUnauthorized access

– Unauthorized access to computer systems or networks means 
any person who  access or attempts access to a protected 
system.                  

Email bombingEmail bombingEmail bombingEmail bombing
– Email bombing refers to sending a large amount of emails to the 

victim resulting in the victim's email account (in case of an 
individual) or mail server (in case of a company or an email 
service provider) crashing.                              

Data diddlingData diddlingData diddlingData diddling
– This kind of an attack involves altering the raw data just before it 

is processed by a computer and then changing it back after the 
processing is completed. 
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Salami attackSalami attackSalami attackSalami attack
– This attack is used for the commission of financial 

crimes. The key here is to make the alteration so 
insignificant that in a single case it would go 
completely unnoticed, e.g. a bank employee inserts a 
program into the bank's servers, that deducts a small 
amount of money (say Rs.5 a month) from the 
account of every customer. No single account holder 
will probably notice this unauthorized debit, but the 
bank employee will make a sizable amount of money 
every month. 
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Internet time theftInternet time theftInternet time theftInternet time theft
– This connotes the usage by an unauthorized person 

of the Internet hours paid for by another person.               

Logic bombLogic bombLogic bombLogic bomb
– This is event dependent program. This implies that 

this program is created to do something only when a 
certain event (known as a trigger event) occurs, e.g. 
some viruses may be termed logic bombs because 
they lie dormant all through the year and become 
active only on a particular date (like the Chernobyl 
virus).     
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Secure your PC
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Turn on Windows Internet Firewall

An Internet firewall 
helps create a 
protective barrier 
between your 
computer and 
the Internet
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Windows Firewall
• Click start �

Control Panel �
Windows Security 
Center� Click on 
Windows Firewall
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Use Automatic Updates to Keep 
Software Up-to-date

• Install all updates 
as soon as they 
are available

• Automatic updates 
provide the best 
protection
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Install and Maintain Antivirus 
Software

• Antivirus software 
helps to detect and 
remove computer 
viruses before they 
can cause damage.

• For antivirus 
software to be 
effective, you must 
keep it up-to-date.

DonDonDonDon’’’’t let it expiret let it expiret let it expiret let it expire
Use MaliciousUse MaliciousUse MaliciousUse Malicious Software Removal Tool regularly for scanningSoftware Removal Tool regularly for scanningSoftware Removal Tool regularly for scanningSoftware Removal Tool regularly for scanning . . . . Get Free PC Safety scan Get Free PC Safety scan Get Free PC Safety scan Get Free PC Safety scan 
http://onecare.live.comhttp://onecare.live.comhttp://onecare.live.comhttp://onecare.live.com
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Anti-virus Software
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Parental Control Bar

• Parental Control Bar is a simple, powerful 
tool to help shield your children from 
explicit websites. 

• Simply activate Child-Mode while your 
children surf the internet, and the toolbar 
will block access to adult-oriented 
websites. 
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Advantage of Parental Control Bar
• Parental controls will provide you with the 

advantage of being able to 
– Enforce time limits to child Internet activity set by 

parents. 
– Block access to materials (pictures) identified as 

inappropriate for kids. 
– Monitor your child’s activity on the Internet by storing 

names of sites and/or snapshots of material seen by 
your child on the computer for you to view later. 

– Set different restrictions for each family member. 
– Limit results of an Internet search to content 

appropriate for kids.
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K9
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Usage of K9 
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