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on the initiatives by CERT-In’ in Cyber security Training and Awareness.

 � Trends & Technologies of Cyber Security in India  
 --- Rama Vedashree 

 � Cyber Security Research and Development in India – Present Scenario and Future Direction
  --- Arvind Kumar

 � The role of Open Source in Cyber Security 
  --- Sitaram Chamarty

 � Beyond Lectures: CERT-In’s Approach to Active Cybersecurity Training and Awareness
 --- Ashutosh Bahuguna, Savita Utreja

 � Internet Safety : Ignorance Is Not Bliss
  --- Deepak Maheshwari

 � Online Digital Signing Service: eSign A New Paradigm
  --- N Subramanian

 � Cyber Security implementation trends across enterprises in 2019
 --- Sanjay Kumar Vyas, Ch A S Murty

It is more than a well-established fact now 
that the global Cyberspace is maturing 
everyday with continuous churning out of 
novel technologies and with the rapid pace 
societies are inching towards sophisticated 
digitization in various walks of life. 
Countries are waking up to the fact that this 
digital behemoth which affords plethora 
of options and hyper connectivity, has its 
very fundamental and formidable ask of 
ensuring a robust Security architecture 
which keeps the miscreants and nefarious 
elements at bay and doesn’t let the situation 
spiral out of control. This ask is prompting, 
on an everyday basis, the various Cyber 
Security stakeholders to come up with 
effective capabilities, technologies and 
skills upgrade. 

India does have a rather critical role to play 
in this whole scenario and is on its way to 
becoming a global hub for Cyber Security 
products, services and talent. This is making 
India the partner of choice for collaboration 
and partnerships in this realm. This piece 
makes an attempt to capture some of the 
trends, both from technological standpoint 
and from the point of view of regulatory and 
policy landscape. It also sheds light on how 
Industry and enterprises are embracing 
this and contributing by developing niche 
capabilities and nurturing workforce to 
take on the challenges of today’s and future 
Cyberspace.

A great focus has been put around digitizing 
various facets of the economy including, 

but not limited to, financial transactions & 
delivery of services to citizens. The push for 
adoption of digital payments and platforms 
has led to seamless transaction processing 
experience of end users and has allowed 
several players and innovators to become 
an integral part of the whole ecosystem. 
Another major force that is emerging in the 
country is that of Internet of Things which 
is an attempt to connect virtually everything 
to the information superhighway and with 
it the no of devices available will surpass 
the no of people on this planet by a large 
margin. The advancements in Information 
& Communication Technologies are the 
driving force for the country to envision 100 
smart cities and an IIOT based economy in 
all sectors.

Trends & Technologies of 
Cyber Security in India

Rama Vedashree
Chief Executive Officer

Data Security Council
 of India (DSCI)
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From the perspective of the Industry, 
the story varies with the industry vertical 
but given the ubiquitous nature of Cyber 
Security, every sector has started charting 
its own story and journey of Cyber Security. 
Agreed that some verticals such as BFSI 
& Critical Information Infrastructure have 
been a little ahead of others in the adoption 
of new technologies but this fact can’t 
be used to undermine the importance 
of Security for other sectors such as 
Healthcare, Manufacturing et al. Adoption 
of Cloud is happening at a pretty rapid 
pace and organizations are optimizing 
costs by moving various workloads to 
cloud platforms. Let’s not forget about 
the experimentations and innovations in 
Machine Learning & Artificial Intelligence 
that are leading to development of 
solutions to counter various kinds of Cyber-
attacks, crimes and frauds. Almost every 
cybersecurity solution being developed 
by Indian start-ups and fintechs are 
leveraging these capabilities to come 
up with fascinating products as well as 
services. E.g. one’s credit card usage 

pattern is being monitored in real time and 
in case there is a deviation in the user’s 
behaviour, the user is alerted immediately. 
Deep Learning technologies are mimicking 
human like thinking capabilities and 
taking the automation in every section 
to the next level. These, along with other 
advancements in the field of computer 
vision, image processing, robotics, AR & VR 
are the foundation stones for Industry 4.0. 
It is imperative to think about security & 
privacy challenges (and also their possible 
solutions) due to confluence of all these 
next generation technologies as they bring 
together humungous volumes of digital 
information from multiple sources.  At the 
same time, emerging technologies like 
Blockchain and Quantum Computing are 
becoming the stepping stones for designing 
advanced cybersecurity solution e.g. 
Quantum cryptography algorithms, newer 
trust models for database transaction etc. 
Security rather than an afterthought is 
now getting integrated into the complete 
software development lifecycle. This whole 
phenomenon of Security moving towards 

left is now becoming a predominant trend. 
Also, India is seriously considering coming 
up with its own framework for safeguarding 
the data of its citizens which is being 
collected and processed by businesses. 
This would be a major step forward in 
India’s data protection journey.

It must be remembered that India becoming 
a Cyber Security hub is predicated to a 
great extent on the quality of talent that 
gets nurtured by various stakeholders. 
With companies moving their Security 
operations to the country, it becomes all the 
more imperative for us to invest in capacity 
building at all levels. As the nodal body on 
Cyber Security, DSCI has been implementing 
a few initiatives to nurture Cyber Security 
talent. The CyberShikshaa project which 
DSCI has been executing in partnership 
with Microsoft with support from the ISEA 
initiative of the Government of India and 
CDAC is aimed at creating a pool of Industry 
ready women professionals. Efforts must 
focus on scaling up such initiatives and 
commence others to widen the net.

•	 Segment	and	segregate	networks	and	functions
•	 Limit	unnecessary	lateral	communications	
•	 Harden	network	devices	
•	 Secure	access	to	infrastructure	devices
•	 Perform	Out-of-Band	network	management	
•	 Validate	integrity	of	hardware	and	software

Security tips for Infrastructure Management

For more details visit : www. isea.gov.in
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The path breaking technology development 
in computing devices, communication 
and convergence technologies have 
resulted in quantum jump in the growth 
of connected cyber space.  Innovations in 
technology development and applications 
in cyberspace has proliferated to such 
an extent, that it has become inseparable 
part of our everyday lives. Government 
and industry are leveraging capabilities of 
digital technologies for delivering services, 
improving performance and for many other 
inherent benefits of cyber technologies. 
India has made accelerated strides in 
Internet usage and only second in world 
in terms of Internet users. India, through 
its several initiatives such as Digital India, 
Make in India, Start-up India - Stand-
up India is also stimulating the pace of 
development and adoption of technologies. 
Such innovations, while opening plethora 
of opportunities on one hand, also open 
the avenues for illegitimate elements in the 
ecosystem to exploit them for malicious 
purposes. Therefore, with our growing 
dependence on networked digital systems, 
the multitude and scale of threats from 
cyber-attacks is also increasing rapidly. 

Considering the criticality of services 
being delivered & the sensitivity of the 
data being involved, severity & scope 
of the impact in case of any breach or 
attack in cyberspace could be immense. 
Strengthening the cybersecurity posture of 
the nation as a whole is certainly need of 
the hour. This includes building capabilities 
and capacities of individuals, industry and 
government. Considering the importance, 
MeitY has already taken several initiatives 
to strengthen the cyber security posture 
of the nation and ensure protection of the 
sovereignty of the nation in the cyberspace 
and also protect the rights of the citizens.

Cyber Security R&D is one of the major pillars 
identified for securing Cyber space, with 
focus on promotion of R&D, demonstration, 
proof of concept and establishment of test 
beds for enhancing skills and capabilities in 
the country in this critical domain. The major 
building blocks of the MeitY’s Cyber security 
R&D programme are (i) Making Technology 

Stack of Security Products contemporary 
& cutting edge (ii) Development of critical 
and strategic technologies for indigenous 
products and reduce dependency 
international players , (iii) Ecosystem of 
Cyber Security Technology Development 
and entrepreneurship promotion (iv) Market 
adoption of developed products  and finally 
making India a  destination for Cyber 
security R&D & product development.

Under the Cyber Security R&D Programme, a 
large research base involving top academic 
institutions and research organization 
have been nucleated and several key 
technologies have been developed. Some of 
key technologies are Cyber forensics tools, 
Network security solutions, social media 
analytics tool, Secure Communication 
systems and several others. Some of these 
technologies have already been deployed by 
several law enforcing agencies and defence 
organizations.

In recent areas Cyber security research 
has undergone a paradigm shift world-
wide. Several new discoveries in the areas 
of Quantum Computing and Artificial 
intelligence have completely changed the 
computing and its security applications. 
Major examples are development of 
cryptographic algorithms and mechanisms 
to withstand the quantum computing 
challenges. The other important emerging 
areas are Block-Chain technology and 
Artificial intelligence (AI) techniques for the 
intelligence generation of threat perception 
of a cyber network. The use of Block-Chain 
technologies are presently exploited world-
wide in several application domains namely 
citizen-centric e-governance applications 
and Fintech sector.

Cryptography and Encryption algorithms 
have also become another focus area, 
which has generated renewed research in 
light of securing the data and ensuring the 
privacy of the data. Cyber Forensics and 
development of Cyber Forensics tools with 
new embedded algorithms have regained 
its focus due to requirements in strategic 
and law enforcing agencies.

The latest entrant to the digital space is 
the Internet of Things (IoT). IoT can also be 
defined as interplay for software, telecom 
and electronic hardware industry and 
promises to offer tremendous opportunities 
for many industries. Internet of Things 
(IoT) has revolutionized the ubiquitous 
computing with multitude of applications 
built around various types of sensors and 
devices. Simultaneously the  evolution  of 
5th generation wireless systems (5G) are 
on the horizon and IoT is taking the center 
stage as devices are expected to form a 
major portion of this 5G  wireless network. 
The emergence of cloud computing and its 
extension to fog-computing paradigm with 
proliferation of intelligent smart devices 
is expected to lead further innovation 
in IoT. The IoT - 5G wireless-Cloud–Fog 
computing has posed several challenging 
problems for researchers, scientists and 
solution developers for cyber security.

The Cyber Security R&D Programme is 
aligned with the National Cyber Security 
Policy which envisions to build “a secure, 
resilient cyberspace for citizens, businesses 
and Government” and constantly moves in  
the direction according to the new areas and 
challenges in cyber security domain as per 
national  strategic policies and international 
scenario.

India needs to build a robust research base 
for technology and product development, 
testing, evaluation and certification 
framework and standardization to enhance 
cyber security posture of the country in a 
well-rounded fashion. The Cyber Security 
Strategic Research programme should 
be based on the following 4 principles, 
“Detect  , Deter  , Protect and Adapat”. We 
should now work more closely with a strong 
collaboration with academia and R&D labs 
and pursuing research and development 
work which is suitable to meet the security 
challenges faced in various cyber security 
domains of future world.

Cyber Security Research 
and Development in India 
– Present Scenario and Future 
Direction
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The role of Open Source in 
Cyber Security

Sitaram Chamarty
TCS Innovation Labs

Hyderabad

There has always been debate about wheth-
er open source is more secure than closed 
source/proprietary software. The intensity 
of this debate has varied somewhat over 
time, but it has never gone away. At the 
present time, there are still some questions 
about this, due to an apparent increase in 
the number of high-profile security adviso-
ries against open source software stacks.

We will examine this question in a while, but 
first we will lay out some fundamental ideas 
and thoughts that inform this subject.

In cryptography, which is closely connected 
with security, there is a well known principle 
called Kerckhoff’s Principle, which essen-
tially states that a cryptosystem should be 
secure even if everything about the sys-
tem, except the key, is public knowledge. 
The well-known cryptographer and secu-
rity consultant Bruce Schneier, says: “In 
the cryptography world, we consider open 
source necessary for good security; we have 
for decades. Public security is always more 
secure than proprietary security. It’s true for 
cryptographic algorithms, security proto-
cols, and security source code. For us, open 
source isn’t just a business model; it’s smart 
engineering practice.”

There have been several examples to high-
light this over the years. Some years ago it 
was revealed that the NSA had quietly in-
serted a weak cryptographic algorithm into 
a public standard, and then bribed RSA (a 
well-known security company) to include 
that algorithm in their hardware security 
products, thus silently compromising every 
customer who purchased those products.

More recently, there have been several 
questions raised about hardware from Chi-
na. These were allegations that, in the end, 

could not be definitively proven either way, 
simply because it was physically impossi-
ble to verify either the claims or the coun-
ter-claims.

All of this has a common thread: without 
openness, there can be no trust. And at the 
end of the day, security needs trust. Code 
needs to be, at the very least, publicly audit-
able, in order to engender the required trust.

Several years ago, someone coined a law 
that has since come to be known as “Linus’s 
Law”, which said: many eyes make bugs shal-
low, meaning that the more people review a 
piece of code, the more bugs can be found 
and fixed. In the recent past, there have been 
questions about the validity of this idea, due, 
as mentioned at the top, to the larger num-
ber of security issues affecting widely-used 
open source stacks.

However, that is not the right way to look at 
it. One needs to remember that every single 
one of the issues that came to public atten-
tion were found by what are called white hat 
hackers – the “good guys”, so to speak. As 
such, this actually proves that Linus’s Law 
is working. Now, if they had been found only 
after attacks were already “in the wild”, and 
impacted thousands of people around the 
world, that would have been a different mat-
ter.

In contrast, the most damaging ransom-
ware attacks seen in recent times – Wan-
naCry and NotPetya – were both dependent 
on a specific vulnerability in Microsoft Win-
dows code named “Eternal Blue”. Worse, it 
turned out later that this was a vulnerability 
that was discovered by the NSA, and inten-
tionally kept secret so that the NSA could ex-
ploit it for their own purposes. Unfortunately, 
the exploit was leaked to a malware group 

called “Shadow Brokers”, with predictable 
results.

So it is not only that source code needs 
to be open, thus maximising the chances 
of someone finding bugs, but information 
about issues should also be open. If the 
NSA had reported the bug to Microsoft, 
they would have fixed it long ago, saving 
hundreds of millions of dollars in damages 
to thousands of individuals and companies 
worldwide.

It must also be kept in mind that when there 
is a security issue in an established product, 
the priorities of the entity that is responsi-
ble for that product is an important factor in 
how promptly people are informed of it, mit-
igation strategies developed, and so on. An 
open source group will choose to be as open 
as possible, with no thought to anything 
except their users’ security. A commercial 
enterprise has to think about other things 
– they have a fiduciary duty to think about 
their share holders as well, and sadly this 
often is prioritised higher than the security 
impact on their users. This can be judged 
by comparing not just number of security 
issues but by other factors like time taken to 
fix, number of critical/high severity issues left 
unpatched for more than some duration, etc. 
Invariably, open source software has better 
numbers here.

Software is a bit like a restaurant: you’re al-
ways more comfortable if you’re able to see 
the kitchen, and judge for yourself how clean 
it is. And while not all of us are capable of 
judging the security of software as intuitive-
ly as we can judge a kitchen’s cleanliness, 
there are other people in the world who can, 
and do, do that. Enabling them to see into 
the kitchen, so to speak, is a good thing for 
all of us.

•	 Keep	an	Open	Source	Inventory	-	An	inventory	provides	a	measure	of	control	over	what’s	installed
 
•	 Patch	management	-		Patch	management	for	open	source	software	can	be	tricky,	but	it’s	crucial.
 
•	 You	should	change	all	default	security	settings	as	soon	as	any	open	source	software	is	installed

Open Source Security
Guidelines
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With the gradual penetration of Information 
and Communication Technology (ICT) in all 
facets of life, Cyber threats pose key chal-
lenge for Government & organisations to 
securely operate and deliver the ICT based 
services to the citizens. Large scale studies 
reveal that 95% of all the security breaches 
are result of human error. So, the Human el-
ement is a crucial vertical to enable as part 
of cybersecurity program of an organisa-
tion.  Unsuspecting or ignorant employees 
are easy target of malicious attackers and 
hence humans are considered as a weak-
est link in securing the organisation from 
cyber-attacks. 

Cybersecurity training and awareness of 
employees is crucial for securing the infor-
mation infrastructure of organisation from 
the malicious actors. Awareness programs 
nurtures novice people to avoid getting 
tricked or manipulated by the attackers 
whereas cybersecurity trainings build ca

pacity within the organisation to counter 
cyber-attacks. Traditional Classroom based 
trainings having limitations primarily due to 
one-way communication in which instruc-
tions are passed from trainer to partici-
pants. Most participants are usually passive 
in such trainings. Success of these training 
programs is dependent on absorption of 
learnings by participants as well as their ac-
tive participation.

Indian Computer Emergency Response 
Team (CERT-In) [1], National Nodal agency 
for Cyber Security in India developed and 
adopted different exercises and teaching 
methods which overcomes limitations of 
the traditional classroom based trainings 
by enabling active participation of the target 
participants. This article provides glimpse of 
CERT-In’s “active learning” [2] cybersecurity 
training & awareness methods.

Keywords — Cyber Security Training ; 
Information Security Training; Training 
and Awareness; Cyber exercises; Capacity 
Building

Limitations of Traditional classroom 
teaching methods
Traditional classroom based approach hav-
ing limitations mainly because of passive 
role of participants which make it difficult 
to transfer critical skill sets required for cy-
bersecurity domain. Lectures i.e. theoretical 
sessions are static and can also become 
boring to participants.

Dr. Brent D. Ruben in his paper titled 
“Simulations, Games, and Experience- 
Based Learning: 
The Quest for a New Paradigm for Teaching 
and Learning” [3] listed seven limitations of 
the traditional teaching-and-learning para-
digm. Keeping in view applicability to this 
article, 5 key limitations of traditional class-
room based teaching as presented by Dr. 
Ruben are listed below:
• Whereas traditional school-based 

teaching and learning emphasize 
knowledge transmission from an ac-
knowledged expert to individuals in 
isolation, teaching and learning outside 
the classroom are most often social, 
collaborative, and peer based.

• The ultimate test of the knowledge and 
skills gained is usually not in the know-
ing but in the ability to use knowledge 
and skill sets appropriately—in the 
translation of knowledge into behavior.

• Learning what the teacher intends is 
not the only, nor always the most desir-
able, outcome in a teaching-and-learn-
ing environment.

• The structure of traditional classes has 
little to promote active learning.

• Traditional teaching is predictable, stat-
ic, unchallenging, and boring.

Cert-In’s approach to Cyber Security 
Training and Awareness
Indian Computer Emergency Response 
Team (CERT-In) adopted and developed 
range of active learning methods for the 
propose of cybersecurity training & aware-
ness in Indian constituency. Following are 
brief of the activities carried out by CERT-In 

periodically to enhance capacity & aware-
ness in cybersecurity domain:

Cyber Security Exercises
National Cyber Security Exercise, Indian Cy-
ber Crisis Exercises (ICCE) and Sector-spe-
cific Cyber security exercises are conducted 
by CERT-In on regular basis for the entities 
operating in Indian cyberspace. These exer-
cises are confidence building and learning 
exercise based on simulated cyber securi-
ty attacks or hypothetical crisis scenarios 
that resemble occurrence of real life cyber 
security crisis situations.  These exercises 
require active involvement of participants 
in responding and resolving the simulated 
incidents, hence enabling them to acquire 
knowledge and skillset required for incident 
detection, analysis, response & mitigation in 
interactive manner. [4]

Table Top Exercises (TTX)
TTX are discussion-based exercise, with a 
facilitated discussion of a cyber-security 
scenario in an informal, stress-free envi-
ronment. These Table Top Exercises are 
designed for constructive discussion as 
participants examine and resolve problems 
based on provided cybersecurity knowledge 
& plans and identify where cybersecurity 
strategies and plans need to be refined. 
These exercises also enable peer learning 
of the participants through discussion with 
participants from heterogeneous sectors.

Red Team – Blue Team Exercises
This type of exercises is conducted in con-
trolled isolated environment in which typ-
ical organisation network is created utiliz-
ing virtualization technologies. Red team 
launches the attack on the virtual network 
whereas blue team defend the network 
against the attacks. Blue team participants 
gain knowledge and skills on defending the 
network against the adversaries (red team). 
Red team participants are also able to un-
derstand the concepts of penetration test-
ing and are better equipped to protect their 
real working environment.

Beyond Lectures
CERT-In’s Approach to Active 
Cyber Security Training and 
Awareness

Ashutosh Bahuguna
Scientist ‘D’,  

Indian Computer Emergency 
Response Team (CERT-In)
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Indian Computer Emergency 
Response Team (CERT-In)
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Workshops & Moderator-driven Self-Reali-
zation Sessions
Cyber Security Posture Assessment work-
shops are conducted in moderator-driven 
sessions. Assessment on cyber security 
posture is conducted on various parameters 
of cybersecurity such as Technical meas-
ures for ICT protection, Incident response 
plan, Information sharing and others. Out-
come of such sessions is self-realization of 
current threat landscape and cybersecurity 
posture by the participants. This approach 
is also effective in providing directions to 
organization to improve the cyber security 
maturity of their own entity.

Gamification of Cyber Security Training & 
Awareness
Games using Social Engineering Toolkit 
(SET) for creating different set of plays such 
as spear phishing attacks and malicious QR 
code for cyberattacks by participants help 
raise the awareness and understanding 
of attacker modus-operandi. Similarly in 
card-based cybersecurity games, partici-
pants are exposed to the cyber-attacks by 
playing the attacker-cards and participants 
respond to the situation by playing the de-
fender-cards.

Conclusion
Active training methods such as exercises 
and workshops are useful tools for deliver-
ing effective training & awareness in cyber-
security domains. Scenario based hands-on 
session are far better in transferring knowl-
edge & critical skills to the participants. 
CERT-In will keep on exploring and devel-
oping tools of active learning for enriching 
effectiveness of the cybersecurity trainings 
& awareness programs. We also believe 
that training institutes in India should adopt 
such training methods with assistance 
from CERT-In especially in domain of cyber-
security.
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India: At The Cusp Of ICT Revolution
India is adopting Information and 
Communications Technology (ICT) rapidly 
thanks to availability of low cost devices, 
almost ubiquitous mobile network coverage 
and availability of a myriad of digital services 
being provided by government as well as 
private entities. 

Native support for Indian languages and 
scripts by major operating systems and 
popular apps with intuitive menus have also 
enabled broader, deeper and more frequent 
usage even by those who are not much 
literate or lacking proficiency in English. The 
youth bulge in our demographics is another 
positive with half of the population below 
25 years and two-third below 35 years, 
respectively.

Thanks to initiatives like the JAM (Jan-
Dhan, Aadhaar and Mobile) under which 87 
crore bank accounts are already liked with 
Aadhaar; and, more than 2.5 lakh Common 
Service Centres (CSC) number of digital 
transactions went up to 2430 crores in 
2018 from just 250 crores four years ago. 
E-Government transactions alone are in 

the range of 10 crores per day1. And, this is 
the situation when we have only about 50 
crore Internet users!  Thus, it is clear that 
ICT is indeed a tool for empowerment and 
inclusion. 

With Great Power Comes Great Responsi-
bility
Just like a knife can be used to cut fruits, 
it can also inflict injury to the user, if not 
handled properly. Likewise, it can also harm 
others whether due to malicious intent or 
sheer ignorance or carelessness. Likewise, 
we need to ensure that ICT ecosystem and 
its usage are both safe and secure.

Internet Safety Is A Global Challenge…
With more than half the global population 
online, cyber security challenges are only 
on the rise, as succinctly enunciated in 
the annual Internet Security Threat Report 
(ISTR), Volume 242 published recently 
by Symantec, the global leader in Cyber 
Security. In 2018, one in ten URLs was 
malicious; mobile ransomware and web 
attacks went up as compared to 2017 by 
33% and 56%, respectively. Incidentally, 
formjacking was the newest trend observed 

where the cyber criminals hijacked the 
payment data filled up online and siphoned 
off money subsequently.

Then, there were numerous data breaches 
like Marriott3, Exactis4, MyFitnessPal5 
besides revelations around Cambridge 
Analytica. With the imminent growth in the 
Internet of Things (IoT), these challenges are 
only becoming bigger and more menacing.

…And, India Is Not Immune
Since the Internet is a global system 
transcending national borders, it comes as 
no surprise that India had its own share of 
challenges. According to the government, 
15,779 websites had been hacked from 
January to November 20186 and Cosmos 
Bank lost 94 crore rupees within two days 
to fraudsters7.

According to the ISTR, in 2018 every other 
email in India was spam and India was 
second most affected country on account 
of ransomware. In addition, India was the 
third most affected country by mobile 
malware, accounting for one fourth of all 
global infections.
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However, besides such macro news and 
numbers, there are a myriad of challenges 
and incidents being faced by individual 
users. These include but are not limited to 
unauthorized payment from a bank account, 
card or mobile wallet; ponzi schemes; fake 
news; or, cyberbullying and cyberstalking. 
Most of these may not even be being reported 
due to lack of awareness or evidence; or, 
even social stigma, notwithstanding the 
legal provisions.

A Chain is Only as Strong as its Weakest 
Link
When it comes to Internet safety, even a 
small chink can provide an entry for the 
criminals. Hence, it is of utmost importance 
that every device and service; every node 
and network, is secured properly.

A Stitch in Time Saves Nine
It is extremely important to be vigilant all the 
time and avoid procrastination. For example, 

the crippling WannaCry ransomware attack 
in 2017 succeeded only because many users 
had not updated their software against a 
particularly debilitating vulnerability even 
though the patch had been available for 
almost two months before the worldwide 
attacks commenced8.

Prevention is Better Than Cure 
This age-old proverb about healthcare is 
also apt for Internet safety. Just like the 
vaccination schedule (pre-natal and post-
natal) with proper nutrition and hygiene 
enhance our immunity and also help us 
respond better to medication and recover 
faster and better, use of security software 
and proper usage of ICT devices and 
services ensures that we would have better 
immunity against malicious software 
(malware), viruses and worms as well as 
interact and use various services safely. 

In fact, according to Onine Trust Alliance, 

nine out of ten Internet breaches could be 
easily avoided9 by simple tips like keeping 
your software updated; using a quality 
security software; using difficult passwords 
and using different passwords for different 
services and devices; use of encryption; and, 
avoiding insecure Wi-Fi hotspots.

Last but not the least, whether it is a mobile 
device or a toy, do change the default 
password immediately and please, I repeat, 
please don’t use passwords like ‘password’ 
‘12345678’. In addition, if you keep backing 
up the files, you won’t fret in case of a 
ransomware.

Ignorance Is Not Bliss!
Just like the dacoits and other rogue 
elements of the yore, most cyber criminals 
often continue to live off the land, only 
because we let them do so due to our 
apathy or ignorance. Obviously, ignorance is 
not bliss when it comes to Internet safety.

References:
• http://meity.gov.in/writereaddata/files/india_trillion-dollar_digital_opportunity.pdf 
• https://www.symantec.com/content/dam/symantec/docs/reports/istr-24-executive-summary-en.pdf
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• https://www.wired.com/story/exactis-database-leak-340-million-records/ 
• http://fortune.com/2019/02/14/hacked-myfitnesspal-data-sale-dark-web-one-year-breach/ 
• http://164.100.47.194/loksabha/Questions/QResult15.aspx?qref=73726&lsno=16 
• https://economictimes.indiatimes.com/industry/banking/finance/banking/cosmos-banks-server-hacked-rs-94-crore-siphoned-off-in-2-days/article-

show/65399477.cms 
• https://www.symantec.com/blogs/feature-stories/wannacry-lessons-learned-1-year-later 
• https://www.hipaajournal.com/9-out-of-10-data-breaches-can-easily-be-avoided-8285/
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Digital Signatures are synonymous to 
hand written signature or a stamped seal. 
Digital Signatures based on asymmetric 
crypto systems have been recognized as 
legally acceptable form of signing under 
the Information Technology Act, 2000. An 
electronic document signed using digital 
signature has the same acceptance as a 
handwritten signature. 

Digital Signature provide a mathematical 
framework for assuring authenticity and 
integrity of a message, software or a digital 
document. The content to be signed is 
converted to Digital Fingerprint by hashing 
mechanism. Hash is then signed by a secret 
number known as Private Key to create the 
signature. A number known to everyone as 
Public key is used to verify the signature. 
Digital Certificates that establish an identity 
to the key contain the Public key and can 
be used to verify the signature. Certificate 
is to be issued from a trusted party. Thus 
Cryptography hash function, Asymmetric 
Cryptography and Public Key Infrastructure 
provide the necessary building blocks for 
recognized and acceptable usage of Digital 
Signatures.

Hashing, Asymmetric Cryptography and 
PKI
Cryptographic hash function is used to 
map digital content of arbitrary size to a 
fixed length string. It is a one way process 
with the characteristics of infeasibility to 
generate a message from its hash, difficulty 
to find another message with same hash 
and non-occurrence of same hash for two 
given different messages. It is a widely 
used method in Digital Signatures and 
Hash Based Message Authentication Code 
(HMAC) creation.

Public Key Cryptography employs 
asymmetric keys for the purpose of 
encryption and decryption. The keys exist in 
a pair known as Private-Public key and are 
mathematically related. RSA and ECDSA are 
common examples of Asymmetric Key. The 
key used to encrypt a text is different from 
the one used to decrypt. Digital signature use 
Private Key for signing purpose and Public 
key is used for verification of the signature. 
Strength of Public Key Cryptography lies in 
computational impracticality in deducing 

Private Key from Public Key and Security 
lies in protecting Private Key. Computational 
complexity limits the usage for short 
messages for example, data only as large 
as RSA key length can be encrypted using 
RSA key.

Public Key Infrastructure defines the 
comprehensive system required to manage 
digital signature certificates and public key 
infrastructure. The ecosystem recognizes 
Certifying Authority (CA) as a trusted 
party to verify the identity of a person/
organization requesting for certificate, 
issue certificate, revoke the certificate and 
maintain certificate database. Increasing 
usage of Digital Media for data exchange 
has necessitated adoption of mechanisms 
to exchange information in a safe way. PKI 
system has been evolved and adopted by 
various countries over the last few years.

Some of the salient features of digital 
signature are:
• Non-repudiation : Digital signature 

is done using the unique key of the 
signer and thus ensures that the signer 
cannot deny later regarding signing the 
information.

• Integrity : Cryptographic message 
digest provides unique thumbprint of 
the data and provides an assurance of 
the data integrity during transmission.

• Authenticity : Digital signatures 
are unique to the key used for 
signing and the ownership of key is 
established based on the certificate 
issued by a trusted authority. Thus 
digital signatures provide a unique 
mechanism of authenticating the 
source of information.

Current Method of Issuing Digital Signa-
tures
Cryptographic tokens are a widely used 
method for issuing Digital Signatures. In 
India PKI, a three-level hierarchy namely 
root CA as Controller of Certifying Authority 
(CCA), CAs with authorization from CCA for 
issuing certificates and Users is followed. 
The Root Certifying Authority of India 
(RCAI) established under section 18(b) 
of the IT Act has the authority to digitally 
sign the public keys of CAs in the country 
and is operated as per the standards laid 

down under the Act. The root certificate is 
a self-signed certificate, based on the ITU-T 
X.509 standard. All certificates below the 
root certificate inherit the trustworthiness 
of the root certificate. The license issued 
to a CA is digitally signed by the CCA. The 
CCA also maintains the Repository of 
Digital Certificates, which contains all the 
certificates issued to the CAs in the country. 
CAs are required to maintain Certification 
Practice Statement (CPS) which is a 
statement of the practices a certification 
authority employs in issuing and managing 
certificates. Based on the CPS, CAs are 
required to change their key pair every 3-5 
years. Currently length of CA key is RSA 
2048 bits. 

Issuance of a token requires verification of 
the user based on class of the certificate 
being applied for. Verification can include 
Proof of Address, Proof of Identity and 
Physical verification. Digital Certificate 
issued corresponding to the token has a 
validity of 1-2 year. The holder of the token 
is required to maintain the same during the 
validity of the certificate. In case of loss of 
token or any other compromise, the token 
holder is required to inform the issuing CA 
for the revocation of the key.

The current system of token based Digital 
Signature is not scalable to billion people as 
it requires various levels of verification, cost 
and limited validity of certificate. For mass 
adoption of Digital Signature Certificate, 
a simple online service is desirable that 
allows one to have the ability to sign a 
document with ease. 

eSign Approach: A new Paradigm
In the traditional Digital Signature system, 
an individual is responsible for applying 
for a Digital Signature Certificate to 
a CA for key pair generation and for 
safe custody of the keys. Issuance of 
certificate requires verification of Proof 
of Identity (PoI) and Proof of Address 
(PoA) beside other necessary information. 
The Certifying Authorities issue Digital 
Signature Certificate (DSC) to individuals 
after verification of identifications. Such 
Digital Signature Certificates are valid for a 
fixed duration, normally two to three years. 
The current scheme essentially has two 
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drawbacks – scalability of digital signature 
service and security of the private key.

The Government has introduced Electronic 
Signature or Electronic Authentication 
Technique and Procedure Rules, 2015 
in which the technique known as 
“e-authentication technique using Aadhaar 
e-KYC services” has been introduced to 
eliminate stumbling block in the widespread 
usage of Digital Signature. This service is 
termed as “eSign Service”. The service can 
be offered by Trusted Third Parties (TTP) 
or eSign Service Provider (ESP). Currently 
only licensed Certifying Authorities (CAs) 
can operate as ESP [7][14]. This mandates 
that the authentication issued by CCA 
must be followed for operating as ESP. 
These e-authentication guidelines are made 
available by CCA [11].

eSign is an online service that can be 
integrated within various service delivery 
applications via an open API to facilitate 
digitally signing a document by an Aadhaar 
holder. It is designed for applying Digital 
Signature using authentication of signer 
through Aadhaar authentication and e-KYC 
service. The various benefits that eSign 
provides include convenience and ease 
of operations to the signer, streamlined 
processes and reduction in the costs of 
operations largely associated with handling 
and storage of paper.

eSign leverages the e-KYC service of 
Aadhaar for authenticating a signer. In 
the process, signer performs Aadhaar 
authentication using One Time Password 
(OTP) or Biometric data and authorizes 
UIDAI on successful authentication to 
provide demographic details along with 
photograph to eSign Service Provider only 
for the purpose of eSign. The details of the 
signer are used for generating certificate. 
The real-time e-KYC service makes it 
possible for service providers to provide 
instant service delivery to residents, which 
otherwise would have taken a few days for 
activation based on the verification of KYC 
documents, digitization, etc.

Once the signer is authenticated using 
Aadhaar service, a unique key pair is 
generated on behalf of the signer on a 
backend server, signing is carried on the 
hash of the document using RSA 2048/ECC 
256 key and Certificate Signing Request 
(CSR) is generated for the eSign CA. eSign 
CA issues DSC for the signer. The key pair is 
deleted after one time usage. eSign CA can 
offer two classes of certificates: Aadhaar-e-
KYC–OTP and Aadhaar-e-KYC–BIO based 
on the authentication mechanism used for 
authenticating a document signer.

Stakeholders and their Roles
In the eSign workflow, following are the 
main entities -
ASP – Application Service Provider: 
ASP must ensure the security of the 
application as per the procedures defined 
by Controller of Certifying Authority (CCA) 
and Indian Computer Emergency Response 
Team (ICERT). ASP facilitates and provide 
necessary Interface/Application and 
infrastructure to an applicant for eSign. 
ASP is also required to sign contract and 
integrate Application with ESP to use eSign 
service.

ESP– eSign Service Provider. 
ESP provides eSign service to the document 
signer by facilitating subscriber’s key-pair 
generation, storing of key pairs on Hardware 
Security Module (HSM) and creation of 
digital signature. ESP is required to be a 
registered KYC User Agency (KUA) with 
UIDAI. As is necessary under the guidelines 
of CCA. 

UIDAI – Aadhaar Authentication and e-KYC 
interface: 
UIDAI provides unique identity to residents 
as per the authority established by 
Government of India for that purpose and 
runs the e-KYC authentication service for 
the registered KYC User Agency (KUA).

Document Signer: 
Document Signer represents himself/
herself for signing the document under the 
legal framework. The document signer shall 
also be the ‘resident’ holding the Aadhaar 
number and should have a registered mobile 
number with Aadhaar. For the purposes of 
DSC by the CA, the document signer shall 
also be the ‘applicant/subscriber for digital 
certificate’, under the scope of IT Act and 
provides the correct Aadhaar Number for 
eSign and will not impersonate anyone else.

CA - Certifying Authority: 
CA is licensed by the CCA for issuance of 
Digital Signature Certificate and carries out 
allied CA operations such as maintenance 
of CRL etc. As is necessary under the 
guidelines of CCA, an eSign service provider 
must also be a CA.

The request for signing a document is given 
by the ASP to ESP. ESP uses the service 
of UIDAI for authenticating the document 
signer through its e-KYC mechanism. Upon 
successful authentication, it generates a 
key pair, computes the digital signature 
using the hash provided and returns to ASP 
the digital signature and digital signature 
certificate (DSC).

Recent Developments
Currently eSign utilizes online mechanism 
for authenticating a signer in real time. 
Recently, UIDAI has provisioned Offline 
Aadhaar e-KYC mechanisms using digitally 
signed XML. An Aadhaar holder can 
generate his/her digitally signed Aadhaar 
details by accessing UIDAI resident portal. 

Advantages of eSign
eSign as an online Digital Signing service 
offers various advantages including:
I. Saves Time: Use of eSign saves the 

time and can be easily accessed if 
needed at the remote location.

II. Legally Recognized: The electronic 
signature is legally recognized by the 
Government of India.

III. Managed By Licensed CAs: Only 
Certifying Authorities (CAs) issues 
Digital Signature Certificates (DSC) 
only after electronic authentication 
of user.

IV. Eco Friendly: eSign is a great initia-
tive to go paperless and saves the 
paper and helps the business to sus-
tain in the industry
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The details shall include mandatory and 
optional fields including Name, Address, 
Gender, DOB, Registered Phone Number 
(hashed), Registered Email Address 
(hashed) and Photograph. Digital signature 
of UIDAI on the data provides authenticity 
and integrity of the information. The data 
is downloaded as a zip file with share 
code. This file can be shared to any service 
provider as a proof of identity. The service 
provider is required to have the mechanism 
for verifying the digital signature on the file 
and use the credentials.

As a way forward, this new offline e-KYC 
mechanism shall be utilized for Identity 
and Address Verification by eSign Service 
Providers.

Use Cases
Presently, C-DAC offers its eSign service, 
named e-Hastakshar [14][15], to Aadhaar 
holders with registered mobile numbers 
using Aadhaar based e-KYC services to 
authenticate the document signer. A number 
of agencies are leveraging eHastakshar 
services in various citizen centric services 
and work flow based applications in 
Government and Private domains using 
authentication services of UIDAI such as
• Financial Sector
• Government agencies for internal 

office uses
• Legal Document Signing
• Direct Benefit Transfer
• Self-Attestation of documents
• GST Enrolment
• Citizen centric services

In the past 3 years’ experience, we have 
analyzed that online Digital Signature 

method has been widely adopted in 
Financial, e-Governance, Administrative 
areas and Work-flow based applications. 
The ease of signing has enabled paperless 
Bank Accounts Opening, eMandates 
filing, Rent Agreement Registration, Home 
Loan Approval, Issuance of Birth/Death 
certificates, eOffice and Self-Attestation. 
The advent of Mobile applications providing 
services on-a-click, Digital India Initiative of 
Government of India for adoption of Digital 
services across the country/sectors, large 
user base in the above applications and 
desire to provide seamless services to 
the customers must have influenced early 
adoption of technology in these domains. 

More than 5 core signatures have been 
issued in India till date. Integration of 
eSign in above mentioned applications has 
enabled paperless systems to function and 
help in saving time and paper.

Challenges
Despite availability of such a convenient, 
secured and time saving methodology of 
digital signing since a long time, following 
are the reasons that seem to deter its mass 
adoption:

Lack of awareness
A digital signature has the same function 
as that of a handwritten signature. Some 
of its salient features are non-repudiation, 
integrity and authenticity. The Information 
Technology Act 2000 provides the required 
legal sanctity to digital signatures based on 
asymmetric crypto systems.

There is however a lack of awareness 
regarding this concept it seems, as despite 

availability of such a convenient and easy 
tool, most of the business establishments 
as also, Government departments still 
prefer manually signed documents and 
stamp paper based agreements while they 
have moved on to IT based solutions for 
their other day-to-day operations.

Scalability
eSign requires a unique key pair generation 
for each transaction. Performance 
limitation of eSign system depends on 
the key generation speed as it is a non-
deterministic process in nature. Impedance 
on scale cloud based HSM architecture 
could be a suitable solution in large scale 
applications, may to be evaluated.

Conclusion
e-Sign framework has evolved as part of 
Government of India’s Digital India Initiative. 
The e-Sign service makes governance, 
national programs and information simpler 
for India’s citizens. By using e-Sign in an 
application we can save time and make 
life simpler for the citizens. Past 3 years’ 
experience has shown a good acceptance 
of the new technology in the domains legal, 
e-governance, financial and administration. 
Offline e-KYC mechanism provides a way 
forward to integration of new authentication 
methods in eSign Architecture. The 
technology scope needs to be expanded 
in various other fields like healthcare and 
education. Taking in account the increasing 
need and demand of the eSign we should 
look forward for the approach like cloud 
based HSM which is highly scalable, cost 
effective, time saving and secured.
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HyderabadIndia today stands at the turning point of a 

transformative phase. The world’s largest 
democracy has taken a definite step to 
usher a digital revolution. Since the launch 
of the ‘Digital India’ Programme, several 
initiatives have been taken for empowering 
the common man in areas relating to 
health, education, skill development, labour 
and employment, commerce etc.  These 
initiatives are targeted to prepare India for 
becoming a knowledge economy and for 
bringing good governance to citizens through 
synchronized engagements. The ‘Digital 
India’ programme is being coordinated by 
the Ministry of Electronics and Information 
Technology (MeitY) in collaboration with 
various Central Ministries/Departments 
and State Governments. The Digital India 
vision will endow the 1.2 billion citizens of 
India with the power of technology.

However, there is a need for an 
unprecedented level of innovation to deliver 
products and solutions. In this context the 
digital transformations in India is ushering a 
rapidly changing paradigm where traditional 
business models are being augmented 
for better customer experiences and 
streamlined operations so that products/
services can be delivered at lower costs. 
To achieve this, organizations are getting 
increasingly dependent on Social Media, 
Mobility, Analytics, Internet of Everything 
technologies for digitizing products; 
services; operations; & workforce – all at 
the same time.

With a sharp increase in the use of digital 
technologies the number of endpoints and 
potential ways for cybercriminals has also 
surged for gaining access to enterprise 
networks. As a result, the entire cyber 
battlefield has evolved and has become far 
more complex than ever before. 

Digital transformation is also helping cyber 
criminals get smarter and more dangerous. 
For example, when a ‘breach’ occurs, 
increased automation in the enterprise 
can actually make it easier for such a 
compromise to spread faster. Such security 
breach or attack can significantly impact 
business performance, brand perception 
and also financial performance. Thus, Cyber 

Security is now an enterprise-wide issue 
that requires to be dealt with on priority. 

Nowadays, the cyber-security measures 
being adopted by organizations are of 
paramount significance, and some of the 
emerging cyber-security trends in 2019 
are connected with Data Analytics; Zero 
Trust Policy; Hardware Trojans; and Security 
over Cloud and Open-Source Intelligent 
technologies.

The trends in 2019 suggest that data-
breaches would continue to grow. As 
complex and voluminous data are getting 
shared across organizations for analytics 
and with the adoption of emerging 
technologies, such as Machine Learning 
(ML) /Artificial Intelligence (AI), block 
chain techniques etc., the probability of 
data-breaches is also getting stronger as 
attackers are also constantly updating their 
skill-sets and using these new technologies 
to sharpen their attack. Machine learning / 
Artificial Intelligence is being used by hackers 
to learn from successful social engineering 
efforts, and their victims’ responses, to 
trigger for the next phase of data-breaches 
by analysing the data collected from an 
organization. Data Analytics is also helping 
criminals sharpen and accelerate their 
social engineering and phishing attacks 
and Blockchain technologies is expanding 
the reach of organized criminals to more 
legitimate businesses that are beginning 
to use the technology to automate and 
disintermediate value chains.

“No Trust on anything” or in other words 
“Zero Trust” is also one of the trends that 
enterprises are implementing as part of 
security. This trend emerges from the 
ideation that the organization should not 
trust anything or anyone as security based 
measures gets implemented on trusted 
devices, rather than users.

In an interconnected world, global 
boundaries are diminishing and with the rise 
of emerging markets, many enterprises are 
recruiting virtual workforce. Thus employees 
remotely need access to systems and 
data from a wide range of devices such 
as laptops, tablets, smartphones, etc. 

Access to these devices is granted based 
on intelligent/automated devices deployed 
by the organization. While it may not be 
true that organizations have removed trust 
with its users, the trust-policy is increasingly 
getting shifted to user-devices so that the 
devices can authenticate users. However, 
authenticating devices (rather than users) 
may lead to greater data-breaches as 
vulnerabilities of devices; vulnerabilities 
in authentication & authorization; and 
not adhering to best practices in patch 
management may result in a goldmine for 
attackers.

Ideally, organizations should implement a 
trust-policy based on a centralized single 
sign-on authentication which combines 
core directory services and access 
management with both cloud and on-
premises authentications. Multifactor 
authentication such as what you know, what 
you have, what you are etc., can also be used 
to authenticate a device in implementation 
of a “zero-trust” framework. In nutshell, 
single sign-on authentication helps to keep 
a single view of multi-device authentication 
of a user and their accountability with 
a particular user. Also, the metadata of 
authentication should be kept in a secured 
place to avoid data-breaches.

Security operations on multi-cloud 
deployments are also gaining traction, which 
is particularly true for large organisations. 
Monitoring, Managing and Measuring 
performance of security features across 
all devices and multi-cloud infrastructure 
would increase to build threat intelligence, 
which in turn is not without challenges. The 
container adoption will also increase, as 
application mobility across environments 
becomes more popular in 2019.

Further, Internet of Things (IoT) will also 
add to cyber-security challenges as 
businesses continue to combine IoT with 
ML to strengthen their positions. For a 
competitive edge, the focus is shifting 
through aggressive use of IoT devices, 
which by far was mostly on the consumer 

30



INFOSEC DEPOT - 2019 FOREFRONT

www.infosecawareness.in | www.isea.gov.in

side. Also, the focus is now on cloud 
services and APIs that enables the large 
proliferation of new applications and data-
gathering methodologies.

Cloud based applications are convenient 
for many businesses as it facilitates 
security for data management and access 
from anywhere, anytime – also helping 
businesses in their legal obligations to 
keep the client data secure. Thus, Security 
over Cloud, which refers to a wide range of 
strategies and policies formulated to provide 
controls to protect data, applications and 
the cloud system applications is also 
gaining popularity.

“Big Data”, i.e., the data collected from 
all devices, applications to create threat 
intelligence is also being heavily relied upon 
for monitoring, managing and measuring 
Security over Cloud, IoT and other 
interconnected devices. However, the need 
of the hour is to create huge computing and 
storage facilities for calculating real-time 
analytics where the attackers are targetting 
cloud and IT security operations to exploit 
the data, so that these can be countered 
effectively.

Internet or even private cloud is now an 
inevitable and unavoidable part of our lives. 
Every sector like manufacturing farms, 
traffic controls, real-time environment 
monitoring, security systems, health-
care, e-agriculture etc. are being governed 
by IoT as the backbone. The growth of 
technologies for open-source intelligence 
has also spurred the need for effective 
cyber-security measures as the openness 
in Internet is leading to emergence of newer 
things of Internet as practically each and  
‘everything’ is possible to be connected 
through a network controllable from any 
remote station – thus also opening-up 

newer vulnerabilities. To overcome such 
threats, enterprises and even individuals 
needs to limit the data at rest i.e., the idle 
data in systems, mobiles, and other Internet 
devices.

IoT mobile devices like smartphones, tablets, 
and wearables things are already ubiquitous. 
With the expansion of the IoT market, it is 
expected that non-mobile IoT systems will 
outnumber the current IoT-enabled mobile 
devices that we are familiar with. However, 
their security may get neglected as we 
strive to fit more functionality in smaller 
embedded systems. The security issues in 
systems, network devices, IoT devices are 
not bounded only with software issues like 
data authentication, access control, client 
privacy, and other attacks like data leakage. 
Hardware level insecurity is also grabbing 
the attention of researchers in 2019 as 
attacks on or through hardware is growing 
by the hour.

During the design and the fabrication 
process, Hardware Trojans may get injected, 
which are malicious circuit or modification 
of the hardware of the IC (Integrated 
Circuits). Hardware Trojans getting injected 
during the VLSI design life cycle is also a 
distinct possibility and sometimes these 
Trojans are almost impossible to detect. 
Some trojans start working when the ICs 
start functioning after fabrication. They 
are designed to work all the time. Basically 
their task is to monitor the activity of the 
chip and work accordingly. They can leak 
information, bypass instruction, control the 
whole chip, or damage the system. In IoT 
enabled systems these Trojans can be used 
by hackers to constantly monitor a system’s 
activity. Most of the Hardware Trojans 
may remain inactive (sleeping mode) and 
become active only at certain points of 
time. Trojans can be triggered internally 

or externally and their working activity can 
also be controlled by some predefined 
conditions embedded in it or from outside 
using the network.

Thus to obfuscate such threats, more 
emphasis and security measures are 
required to be put in place during the 
specifications, design, fabrication, and 
packaging stage of ICs/ Hardware. Such 
counter-measures assumes greater 
significance as many IC/ Hardware 
enterprises tend to depend on vendors due 
to high cost of fabrication. Also, use of third 
party Intellectual Property (IP) core and 
other design tools (CAD tools) make the 
situation more complicated.

While enterprises must guard against a wide 
range of threats, including extortion attacks 
and hardware vulnerabilities that have the 
capacity to destabilize the digital world 
and put a spanner in India’s digital growth 
story,  it is equally essential that citizens are 
empowered to take ownership in protecting 
their assets from cyber threats.

Continuous awareness on the significance 
of cyber-security measures would help us 
to move forward and besides consistent 
data protection policies and backup 
mechanism across multiple cloud services, 
enterprises must also institutionalize an 
Incident Response plan to counter any data-
breach/ compromise. Penetration testing 
on regular basis should also be an integral 
part of security policy.  2018 was rocked 
by a number of high-profile data breaches 
and ransomware attacks in the corporate 
world and 2019 looks to be a challenging 
year where enterprises must change gears 
to completely inventorize devices with 
emphasis on managing both managed as 
well as unmanaged devices so that threats 
are minimized.
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