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Critical Infrastructure 
Security
Creating awareness among the critical infrastructure industries is important to make 
them future ready for any form of cyber threats that they may face. This section briefs 
about all necessary measures to be taken to facilitate safe, secure, and resilient Critical 
Information Infrastructure in the country. It also discusses about the use of emerging 
technologies to secure Critical Information Infrastructure.

 f Fixing the Fragile Backbone of the Global Internet Infrastructure 
 --- R S Mani

 f Critical Information Infrastructure Protection
 --- S K Bhalla 

 f Security threats to Communication network ecosystem : Vulnerabilities and Solutions
 --- Naveen Jakhar, I.T.S.

 f An Application of Blockchain Technology and IoT in Agriculture Sector
 --- Pranav Kumar Singh

 f Blockchain based Proof of Existence as a Service (PoEaaS)
 --- C Sireesha

It’s been over 3 decades, since the internet 
came into existence. Initially, the internet 
was confined within Government, educa-
tional institution and corporate organiza-
tions. But, during the past decade, there has 
been a rapid penetration and growth of in-
ternet across the nook and corners of the 
world. In the Indian context, the advent of 
smartphones and 4G networks have played 
as a vital catalyst in driving the internet user 
base across the nation. The Digital India 
programme of our Government rides on the 
back of the internet and targets digital in-
clusion for the citizens. Not to mention the 
digital payments which has gained more 
impetus during the last few years. As per 

TRAI report, the total internet connections 
witnessed a 17% growth in 2018. As of 
march 2017 there were 420 Million internet 
users in India, this figure has grown up to 
560 Million as of September 2018.  Out of 
this total internet connections, 36% were 
from rural areas. In the next two years, it is 
estimated that around 315 million Indians 
living in rural areas are expected to be con-
nected to the internet. These figures repre-
sent how deeply the internet has penetrated 
into the nook and corners of the country 
and with the rapid development of technol-
ogy, the internet has now silently sneaked 
into our household items through smart 
lights, smart air conditioners, smart televi-

sions, smart speakers…etc., paving way for 
a whole new ecosystem called “Internet of 
Things (IoT)”.

The Internet has evolved over the years, 
it has undergone many technological de-
velopments and innovations, yet there are 
certain crucial components of the internet 
which has not changed during the past 3 
decades. One such crucial component is 
the ‘Border Gateway Protocol (BGP)’.

The Border Gateway Protocol
The BGP is the main routing protocol, which 
is widely used by the independent networks 
that connect with each other to form the 
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global internet. The internet backbone con-
sists of multiple large Internet Service Pro-
viders (ISPs) connecting/peering with each 
other. These large ISPs and other big enti-
ties like some corporate organizations, Gov-
ernments, educational institutes...etc., may 
have many subnetworks and they may also 
have multiple upstream connections from 
their networks to other ISPs. Such 

kind of large networks managed by a single 
entity is known as ‘Autonomous System’’. 
Each Autonomous System in the internet 
is assigned a unique Number known as ‘Au-
tonomous System Number’ (ASN), which is 
used to identify them.

Each Autonomous System (AS) in the in-
ternet broadcasts the IP Prefixes that are 
owned by them. The other Autonomous 
Systems, just blindly trusts the broadcasts 
made by one AS and they update their 
routing tables accordingly. Also, in BGP 
the routing takes place dynamically, purely 
based on selecting the shortest path (with a 
smaller number of hops) from a Source A to 
a Destination B. Initially, when BGP was con-
ceptualized there were only a handful of or-
ganizations who connected to the internet 
and there was mutual trust amongst these 
organizations and hence they blindly ac-
cepted the routes broadcast by any one of 
them. But now, the internet has grown into 
massive proportions, that its no longer safe 
to trust all routes broadcasted by all AS.

BGP Hijacking : Eminent Threat to the In-
ternet Infrastructure
BGP Hijacking is one of the most prevalent 
threats to the internet, that has remained 
unfixed since the inception of BGP. To ex-
plain BGP Hijacking, let us consider an ex-
ample. Lets assume that you are traveling 
by car from Delhi to Agra. Before you take 
the shortest route to Agra, on the way a road 
sign board directs you to take a left turn for 
an even much shorter route to Agra. You 
inadvertently, believe what the sign board 

says and you take that alleged shorter 
route and finally you may or may not reach 
Agra, and the route was neither the shortest 
nor the actual route to Agra.    
 
This is precisely what happens in BGP Hi-
jacking. Normally, an AS will only broadcast 
the IP Prefixes owned by them. But in the 
case of BGP Hijacking, an AS may deliber-
ately or by mistake broadcast the IP Prefix-
es owned by some other AS. Since in BGP, 
each AS trusts other AS blindly, they accept 
the fraudulent broadcasts and update their 
routing tables accordingly. 

Instances of BGP Hijacking
For long BGP Hijacking has been exist-
ent only as a theoretical possibility. But in 
recent times, there have been multiple in-
stances where this possibility became a 
reality. In 2008, Pakistan Telecom an ISP in 
Pakistan with ASN -AS17557, in an attempt 
to block YouTube within their country, con-
figured a static route for the Youtube’s IP 
prefix (208.65.153.0/24), pointing to null. 
But the Pakistan Telecom also started to 
announce the YouTube’s IP Prefix to their 
upstream ISP PCCW Global and it was fur-
ther propagated by PCCW to their peers. So 
within an hour, most of the YouTube traffic 
which were originally destined to reach you-
tube’s servers, started getting sinkholed by 

the Pakistan Telecom. As a result, Youtube 
was not accessible to majority of the people 
across the world.

Impending Threats to the National and 
Global Internet Infrastructure 
The case of Pakistan Telecom, cannot be 
just dismissed as a case of casual mistake 
in configuration. In As per reports, Novem-
ber 2018, the traffic of US based internet us-
ers who were trying to access Google were 
routed through Russia and China, where the 
Google’s IP was sink holed. In another case, 
between 2017 to 2018, a gang of cyber crim-
inals dubbed as ‘3ve’ used BGP Hijacking to 
generate over 29 million dollars through ad 
revenue, by generating fraudulent traffic. So 
the possibility of BGP Hijacking is very real 
and it could pose grave dangers. Imagine if 
the traffic from the internet modem at your 
home is hijacked by a third party sitting 
somewhere in Europe or Africa. Imagine if 
the same hijacking happens to the critical 
and sensitive traffic of the nation. The third 
party can literally see through all your com-
munications if it is not encrypted. Also the 
metadata of your traffic can throw more 
light upon your browsing habits, preferenc-
es…etc, which can be used in user profiling. 

National Level the National Internet Ex-
change of India (NIXI) was established to 
have peering with almost all major ISPs. 
NIXI’s exchange points handles all traffic 
which originate from India and are destined 
within the country, this will ensure that our 
local traffic doesn’t go outside India. Now 
NIXI, can also take up the matter with all the 
major ISP to start implementing RPKI and 
also create a test bed for BGP monitoring 
from various parts of the globe. At the glob-
al level, to secure BGP the BGP Route Origin 
Validation (ROV) is being implemented with 
Resource Public Key Infrastructure (RPKI). 
To authenticate a prefix, the BGP router 
queries the database of validated prefix-to-
AS mappings, which are downloaded from 
the RPKI cache server, and ensures that the 
prefix originated from an expected AS. The 
implementation of BGP ROV and RPKI are 
still in their infancy stages with about 40-50 
ISP implementing the same. Implementa-
tion of BCP 38 in various ISPs in the country 
should be made mandatory to reduce the 
spoofing attacks. The momentum is slowly 
picking up, once all ISPs across the world 
start implementing the BGP ROV, then BGP 
Hijacking can be prevented to the maxi-
mum extent. Thereby, eliminating one of 
the oldest threats to the internet backbone 
infrastructure.
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In today’s age of ever-increasing dependence 
on cyber infrastructure, be it business, 
government service delivery framework or 
individuals, any failure can have devastating 
effect depending on the duration of failures 
and affected stakeholders. While, there is no 
standard definition of Critical Information 
Infrastructure, Information Technology Act, 
2000 of India defines Critical Information 
Infrastructure (CII) as those facilities, 
systems or functions whose incapacity 
or destruction would cause a debilitating 
impact on national security, governance, 
economy and social well-being of a nation. 

By this definition, any activity such as 
public utility services viz. power, finance, 
transportation, education, water, industrial 
manufacturing, scientific research, medical 
and health communications, broadcasting 
and television transmission, information 
networks etc. would qualify to be considered 
as CII. We all can easily imagine the impact 
of a long failure of power, transportation or 
banking systems in our day to day life.

CII protection legal framework in India :
In 2014, Government of India created 
an agency “National Critical Information 
Infrastructure Protection Centre” (NCIIPC) 
under section 70A of the IT Act 2000, as the 
National Nodal Agency in respect of Critical 
Information Infrastructure Protection. The 
key Critical Sectors identified are Power 
& Energy, Banking, Financial Services & 
Insurance, Telecom, Transport, Government 
and Strategic & Public Enterprises. Cyber 
Security Policy 2013 along with Information 
Security Practices and Procedures for 
Protected System Rules, 2018 provide 
the framework for protection of critical 
information assets. The Rules elaborate 

the concept and role of CISO, Cyber Crisis 
Management Plan, The Information Security 
Steering Committee, ISMS implementation 
etc. for protection of CII.

CII protection-key agencies in India:
Protection of CII requires a robust IT 
architecture built on certified hardware 
and software with service levels in terms 
of business continuity/disaster recovery 
assured through ISMS implementation 
aligned with NCIIPC guidelines to take 
care of CII in an effective and efficient 
manner by taking proactive as well reactive 
steps depending on the situation in 
collaboration with various regional, national 
and international agencies. While, CERT-
In is the apex forewarning mechanism 
for threat alerts and vulnerabilities for all 
sectors, NCIIPC specifically examines 
and issues alerts & guidance concerning 
CII. CERT-In has MoU with its counterpart 
in many other countries. National Cyber 
Security Coordination Centre under CERT-
In is also functional which scans internet 
traffic to detect real-time cyber threats. ICT 
equipment has to conform to Common 
criterion (CC) standards or as defined by 
Telecom engineering Centre of government 
of India. 

STQC under MEITY has setup CC testing 
labs under Indian Common Criteria 
Certification scheme (IC3S) and Department 
of telecommunications has setup Telecom 
testing and Security Certification Centre. 
Sectoral CERTs are also being setup to 
address the concerns specific to a sector 
in a focused manner. Four power sector 
CERTs for Transmission, Thermal, Hydro & 
Distribution Power are already operational. 
Financial sector (CERT-Fin) and Telecom 

CERT is also being setup.  NIC being the 
main IT service provider for central and state 
governments also operates its NIC-CERT. 
Ministry of Home Affairs (MHA) takes steps 
to proactively identify information security 
vulnerabilities in government setup and 
facilitates corrective steps by concerned 
organizations. MHA has also released 
National Information Security Policy & 
Guidelines (NISPG) and all government 
organizations need to have their ISMS 
aligned to NISPG.

Way forward:
Strengthened collaboration of government, 
private and academia for sharing threat 
feeds, developing new security approaches 
and solutions through R&D is need of 
the hour. Mere identification of threats, 
vulnerabilities and plugging the loopholes is 
not a solution. Conviction of cyber culprits 
is essential to act as a deterrent. Indian 
Cyber Crime Coordination Centre being 
setup by government of India is steps in 
this direction. Further, huge requirement 
for skilled IT professionals in field of cyber 
security and cyber forensics offers a big 
opportunity, at the same time, shortage of 
manpower poses a major threat. Ordinary 
cyber users are equally responsible in 
securing CII. With millions of zombie/botnet 
infected individual machines across the 
world, threat to CII gets multiplied manifolds 
and it is imperative to educate common 
cyber users to exercise best practices on 
cyber security. Cyber Swachhata Kendra 
and Information security awareness portals 
by government of India are encouraging 
steps which need to be popularized.

Secure your Internet Connectivity with
strong password

Always read carefully about “Terms &
Conditions” before confirming 
anything over Internet

Follow the best practices in
using Internet browsers
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As per Department of Telecommunications 
(DoT) network reports ending July 2018, 
there are approximately 1179 million tele-
phone connections (mobile plus fixed) in 
India, which is second highest in the world.  
The end user device, the user, the telecom-
munication network, content providers and 
applications/software are integral compo-
nents of any telecommunication network 
ecosystem. The rogue devices, hidden vul-
nerabilities in applications/software, lack of 
awareness on the part of the end user and 
malicious applications implanted in end 
user devices pose threats of ever-increas-
ing magnitude to the telecommunication 
network ecosystem and security. Round 
the clock traffic analysis for any suspicious 
activity and end device user awareness are 
two major tasks which will bolster the tel-
ecommunication network ecosystem. This 
article talks about various vulnerabilities 
and highlights the importance of strength-
ening different components of telecommu-
nication network ecosystem. 

Fixing the gap and Strengthening the com-
munication network ecosystem nodes: 
• Considering the security gaps and 

threats, DoT has made it compulsory 
that all telecom equipment used by 
telecom service providers (TSPs) shall 
undergo mandatory testing and get 
certified by authorised agencies as per 
specified norms and thus bars TSPs 
from using untested and uncertified 
equipment.

• International Mobile Equipment Iden-
tity (IMEI) is the unique identity of any 
mobile device and DoT has framed 
rules in 2017 for making it a punishable 

offence to tamper with IMEI. IMEIs are 
changed using applications and flasher 
devices, which results in cloned IMEIs 
being used in networks.  For tackling 
such reprogramming and counterfeit 
mobiles, a special node called Central 
Equipment Identity Register (CEIR) has 
been deployed in Indian telecommu-
nication network. This node connects 
with EIR of all TSPs and helps in shar-
ing information related to rogue devic-
es with black listed, cloned and IMEIs 
across networks so that such devices 
are blocked across all networks.

• DoT’s License Service Area (LSA) Field 
units are carrying out traffic analysis 
for unearthing devices with non-gen-
uine IMEIs, illegal telecom setups and 
auditing TSPs networks for vulnerabil-
ities and security assessments. The 
traffic analysis gives various insights 
related to suspicious communication 
events and illegal use of telecommuni-

cation network.
• In India, presently 447 
million subscribers are hav-
ing access to broadband 
services and due to lack of 
awareness, they install un-
trusted applications which 
steal their Personally Iden-
tifiable Information (PII) 
and results in identity theft, 
financial loss and damag-

es to societal reputation. The end user 
falls prey to fraud calls, SMSs, emails, 
Spoofing, Phishing, Social Engineering, 
Vishing, SIM swapping etc. Third Party 
Applications and over-the -top services 
must be brought under regulations for 
keeping a check on malicious appli-
cations and softwares. Presently, the 
applications seek n number of permis-
sions but considering the security as-
pect, only essential permissions must 
be provided to any application. Giving 
more than required permissions may 
result in metadata leakage with respect 
to access behaviour of end user.

• Rogue wi-fi hotspots pretending to be a 
genuine node may intercept the unen-
crypted data which is being shared on 
the air interface between the end user 
device and it.

• The public wi-fi hotspots also get a dy-
namic IP for a fixed interval of time and 
it is simultaneously used by n number 
of devices using NATTING (using IPv4 
addressing scheme) and port mapping. 
The authentication token is MSISDN 
and the OTP. For all such public wi-fi 
hotspots, the trail of such authentica-
tions, the NATTING, port mapping, ses-
sion details and traffic must be stored 
for atleast 12 months for security and 
investigation purposes.

• The end user device awareness is one 
of the most critical aspect of telecom-
munication network ecosystem secu-
rity.  The end device users must not 
install untrusted applications and care-
fully check the permissions sought by 
an application.

Solutions developed by DoT Haryana LSA 
and their impact on end users & strength-
ening components of telecommunication 
ecosystems: 
• EIR node has been designed to restrict 

the rogue mobile devices to access 
the Indian telecom network. The traffic 
reports are checked through an indige-
nous and automated tool designed by 
DoT Haryana LSA. The tool is capable 
of checking 2.5 crore IMEIs – cases 
of invalid IMEIs and cloned IMEIs, in 
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Fig 1. Different threats to a telecommunication network ecosystem
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less than an hour. If any discrepancy 
is found in EIR implementation, the EIR 
is strengthened through feedback pro-
cess. 

• DoT Haryana LSA has formulated and 
implemented a PAN India awareness 
programme for telecom subscribers 
related to Spoofed calls and illegal tele-
com setups. One quarterly basis, SMSs 
are broadcast to 1.2 billion telecom 
subscribers in English and regional lan-
guages. 

• DoT Haryana LSA has also success-
fully implemented a pilot project with 
Vodafone-Idea and Airtel for safe-
guarding the telecom subscribers from 
International missed calls, premium 
rate missed calls and balance deduc-
tion issues arising thereof.  Whenever 
any telecom subscriber of these TSPs 
dials any ISD number, the audio tone 

“You are dialling an International num-
ber; high call rates may apply” is played 
in regional and English language as 
pre-call announcement so that the sub-
scriber can disconnect such call if he/
she wishes to do so. In this case, no 
balance is deducted if the subscriber 
disconnects the call during this pre-
call announcement phase. This pre-call 
announcement initiative is benefitting 
approximately 1.5 crore telecom sub-
scribers of Haryana LSA.

• The empowerment of end device user 
is the most critical activity. They must 
know whether the device they have pur-
chased is a genuine one or not. For this 
purpose, CDOT has developed Know 
Your Mobile (KYM) App which tells the 
details of any device against the IMEI. 
The awareness SMSs related to this 
app are also sent to telecom subscrib-

ers on regular basis. 
• The existing vulnerability Assessment 

and Penetration Testing tools like 
Nmap, Nessus etc. are used for scan-
ning the telecom networks and open 
ports. The future work should focus 
on how any untrusted third-party appli-
cation interacts with telecom network 
and end user and extracts PII without 
his/her consent, for proactively restrict-
ing such applications.

References:
• http://www.dot.gov.in/sites/de-

fault/files/Network%20Status-Ju-
ly%2C2018.pdf?download=1 

• http://www.dot.gov.in/sites/de-
fault/files/ceir.pdf?download=1

The number of devices communicating with 
the internet is increasing every day.  It is es-
timated that by 2020 there will be around 
30.7 billion devices connected to the inter-
net[5].  Traditional IoT infrastructure relies 
on a centralized client-server architecture 
that makes the entire system dependent on 
the server. Moreover, the way the data are 
stored and utilized in the current IoT sys-
tems makes it vulnerable to a number of 
attacks.

Blockchain technology[3] with the help of 
smart contracts can help address many of 
these issues. Unlike client-server architec-
ture, blockchain supports the idea of de-
centralization, where data is not under the 
control of a single entity. Each node on the 
network maintains a copy of data on the 
chain.  In blockchain, the data is stored in 
blocks, which are linked with their previous 
block with the help of hashes. These hash-
es make the blockchain immutable. With 
the addition of each block on the chain, 

the immutability property of the blockchain 
increases. For authentication, Public Key 
Infrastructure (PKI) is used. A node on the 
network sends a transaction signed with its 
private key, which is verifiable by others with 
the known public key. A collection of these 

transactions forms a block. There are spe-
cific nodes on the network known as min-
ers, which tries to add a block in the chain. 
The miners need to solve the certain cryp-
tographically complex problem to add their 
blocks. Once, they solved the problem they 
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have to make the other nodes on the net-
work aware that they have found the block. 
The miner broadcasts his mined block 
along with the proof, which the other nodes 
on the network verify. If the block is found to 
be valid, every node adds the block to their 
local blockchain. Thus at the end of the 
round, a block is added in the blockchain.

Smart contracts are a bunch of self-execut-
able code placed on a blockchain, which is 
executed whenever certain conditions are 
met.

How it can be implemented in IoT ?
The best way of explaining the application 
of blockchain technology in IoT will be con-
sidering a use case. Let us take the use case 
of the application of blockchain technology 
in Agriculture. Say, there is a community of 
farmers doing the wheat plantation. Since 
it is an economical production, it needs 
a lot of care and attention from the farm-
ers growing the crop.  These farmers can 
deploy certain sensors in their field, which 
take the readings of the moisture content in 
the soil from time to time. The community 
can set up a blockchain, which can store the 
transactions generated by the sensors; the 
community can collaboratively make some 
agreement, which they can place on a block-
chain such as Ethereum[4] in the form of a 
smart contract[2], say the agreement can 

be to release water to their fields whenever 
they need. The sensor placed in the fields 
sends a transaction to the smart contract 
whenever the moisture content goes down 
a certain threshold limit. The community 
can decide their miner nodes, which will be 
mining these transactions. These transac-
tions may trigger an event say instructing 
the smart irrigation system to release water 
to the field where the moisture content has 
got low. As there will be more than one min-
er nodes, it is for sure that no particular can 
stop the transaction from being added into 
the chain. Thus making the supply of water 
available wherever desired.

This will not only let the farmers utilize the 
resources on time but at the same time will 
also save the wastage of resources. Thus 
leading towards the sustainable develop-
ment of the society.

We can take an example of Pradhan Mantri 
Fasal Bima Yojana (PMFBY) [1], which is an 
agricultural insurance scheme in India. The 
objective of the PMFBY scheme is to help 
farmers cope with crop losses due to natu-
ral calamities and unseasonal and extreme 
weather like droughts and floods. However, 
PMFBY is facing many problems in recent 
days because its implementation has not 
been taken seriously. Blockchain technology 
is one of the promising technology and has 

great potential to address the issues related 
to insurance schemes. It has also opened a 
new door for developers to develop more se-
cure and smart applications. We can consid-
er the notion of a smart contract as a means 
of decentralizing the process of an insur-
ance scheme in a fast, fair and secure man-
ner. The Proof of Work (PoW) and hashing 
provides more security than a conventional 
network system. We can use a blockchain 
and IoT based mechanism to implement 
PMFBY scheme so that related issues can 
be resolved.  The figure illustrates steps in 
deployment to address the problems related 
to the scheme.

References:
• https://pmfby.gov.in/
• Formalizing and Securing Relationships 

on Public Networks, Nick Szabo,1997.
• Bitcoin: A Peer-to-Peer Electronic Cash 

System, Satoshi Nakamoto : https://bit-
coin.org/bitcoin.pdf

• A Next-Generation Smart Contract and 
Decentralized Application Platform, Vita-
lik Buterin, https://github.com/ethereum/
wiki/wiki/White-Paper

• https://www.forbes.com/sites/louisco-
lumbus/2016/11/27/roundup-of-inter-
net-of-things-forecasts-and-market-esti-
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• http://gauss.ececs.uc.edu/Courses/c653/
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Blockchain technology is becoming more 
popular with its features of immutability, 
trusted, shared and distributed ledger. In 
each transaction, verification of data for the 
transactional records is cryptographically 
secured against tampering and stored in 
chained blocks. Each block contains signed 
transactions, hash of the previous block, 
timestamp that enables verification, validity, 
and tamper proofness of recorded trans-
actions. The chained blocks form a ledger 
which is stored at every node in the network, 
thus providing high-availability and avoiding 
single point of failure. This also enables 
transparency and gives unique solution to 
the problem of trust in digital world, leading 
towards decentralized trust. Blockchain has 
a wide range of utilities and use cases. One 
of the potential use case is Proof of Exist-
ence (PoE).

PoE calculates the cryptographic digest of 
any digital artefact including documents 
and stores in the Blockchain along with the 
timestamp. It helps to verify the stored hash 
of the document at any point of time and 
ensures that the document existed at that 
particular instance when it was recorded on 
Blockchain. 

PoE give many advantages like proves doc-
ument ownership without revealing actual 
data ensures anonymity and privacy, times-
tamp verification of documents when it is 
recorded on Blockchain & proves certain 
data exists at a particular instance of time, 
permissioned verification of the data to cer-
tify the existence of your record without the 
need of central authority and decentralized 
proof fortify that timestamp and hash of the 
documents cannot be tampered.

While there are many use cases of PoE, 
some of the potential use cases are

Governance: 
Government authorities issued legal doc-
uments like sale deed, birth / death certifi-
cates,etc can be stored and verified by third 
parties and so on

Education: 
Issuing / storing of educational degrees and 
certificates on PoE would make verification 

easier for employers/embassies and other 
authorities where they can verify existence 
of certificate from the PoE Blockchain 

Enterprise: 
Recording important documents generated 
over the time in an enterprise and its verifi-
cation during the audit.

C-DAC Hyderabad has developed a Block-
chain based PoE as a Service (PoEaaS) for 
offering services to educational institutes, 
enterprises, Government and end users. 
PoEaaS is implemented using Hyperledg-
er Fabric platform which is one of the dis-
tributed ledger solutions underpinned by 
a modular architecture delivering high de-
grees of confidentiality, resiliency, flexibility, 
and scalability.

C-DAC is offering PoEaaS in three different 
models suitable to the organization needs.

Managed Service Model :
C-DAC develops the application based on 
intereseted organizations requirements. 
C-DAC maintains the required infrastructure 
for that application and provides dashboard 
of application to the interested organiza-
tions where they can seamlessly manage 
and use the PoE service

How to Use :
User who wishes to store the 
proof of existence of any docu-
ment can upload the document 
to the PoE application. The appli-
cation automatically calculates 
the hash of the documents and 
stores in the PoE Blockchain. 

Upon successful keeps on to the PoE Block-
chain, a receipt will be generated and pro-
vided to the user. The PoE receipt is embed-
ded with a QR code, Transaction Id, Hash of 
the document and metadata about the doc-
ument. To prove the existence of document 
the user can scan the QR code or search the 
document by Hash or Transaction Id in ap-
plication dashboard.

Third party Integration APIs
Organizations who wish to harness the ben-
efits of PoE for their existing mobile, web or 
desktop applications, can easily integrate 
by calling REST APIs while C-DAC would 
maintain all the required infrastructure.

How to Use:
User who wishes to store the proof of exist-
ence of any document, calls the REST API 
by providing the input in JSON format which 
includes hash of the document, metadata 
of the document like document type, docu-
ment owner name, etc.. that stores the hash 
of the document in PoE Blockchain. Upon 
successful stores on to the PoE Blockchain, 
Blockchain Transaction Id along with docu-
ment details are send to the user as a re-
sponse to that REST API. User can search 
the document by calling the REST API by 

providing the input as Transaction Id or 
Hash of the document in JSON format.

On-Premises PoE Setup
Organizations willing to host and manage 
their own private PoE can use this service 
model. C-DAC would provide the consultan-
cy in architecting, designing, and hand-hold-
ing for a full fledged on-premise deploy-
ment.

In all the service models, the user can op-
tionally store the document along with the 
hash of the document.

CRITICAL 
INFRASTRUCTURE SECURITY

Blockchain based Proof 
of Existence as a Service 
(PoEaaS) 

C Sireesha
Senior Technical Officer

Centre for Development of 
Advanced Computing (C-DAC), 
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