




From the Desk 

Children are now growing up in an internet connected world enjoying the 
benefits of being a part of cyber world. Considering the risks involved while 
using cyber space makes it important to educate children about cybercrimes 
and what they should do to protect themselves from the dangers of internet 
while being online. As part of Information Security Education & Awareness 
(ISEA) Project Phase II, under Ministry of Electronics and Information Technology 
(MeitY), many initiatives were undertaken to create cyber awareness among 
children.  Keeping in view of the increased number of cybercrimes towards 
children, ISEA has created this handbook to help younger children to understand the various types 
of cyber-crimes that can happen to them and various ways cyber criminals may try to fraud them 
making them a victim of cyber-crimes. We hope that this handbook could be of use to children to 
make them a responsible cyber user and also help them to understand the cyber world in a better 
way. With immense pleasure we release cartoon handbook for children on cyber security awareness 
and congratulate the whole team of Information Security Education & Awareness Project for coming 
up with such a venture to promote cybersecurity awareness.      
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Avoid Bad Language

Some of you may have a habit of using foul /bad language just to have fun 
or to show your anger to your classmate whom you don’t like. The words 
you use and the images you post may retaliate and also have consequences 
in the real world.  Let’s check what happened with ‘Bablu’ when he used 
bad language with his class mate….

Hii Bunty!!

Hii Bablu!! What’s up buddy!!! It’s really boring today.. I 
just turned on my computer Oh Cool!! Then lets 

have some fun Online..

So, What shall we 
do Online!??

Lets play with our classmate 
Geetha and make fun of her!!!

Bablu typing....

You are such a 
DUMB Geetha!!! Who is this??

After a while.....

You shameless...I have 
seen you in the morning...
what kind of dress you 
wore!!!

Avoid Bad Language

For more details visit: www.infosecawareness.in
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1. Avoid use of rude or bad language 

2. Do not use computers to harm others

3. Be polite and kind during your chat sessions

4. Respect others views and Interests while using Social networking sites

5. Avoid chatting with Strangers

Whats going on!?...who and why are they 
speaking such foul language with me...

Yaa..Its really bad!!!

Now...Did you understand 
how bad it feels when anyone 
criticizes you and makes fun 
of you...

You should never use such 
rude and bad language. 
Always be polite and 
respect others and their 
views....

What is this message!!! Who is Raju? 
I don’t know anyone by that name!!

Tips:

IDIOT!! CRANKY MONSTER!!! 
BLOODY FOOL!!

At the same time, Bablu gets an 
unknown message and opens it

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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One day, Meena turns on the computer and starts 
creating her User ID for Facebook

Her brother Nikhil enters the room and said....

I want to share and upload 
my pictures and share my 
interests...

By the way...why do you 
want to use facebook 
now??

Fine...But you have to 
take mom’s permission Then can I use mom’s 

account and login??

No Nikhil!!

Do you know what’s the 
minimum age required 
for creating account in 
facebook?

Yes Nikhil!!

Hey Meena, So you are creating 
an account in facebook!!!

Its 16yrs and you 
are still 14yrs dear...

Many of you may get excited to post your personal photos and other personal 
information about yourself in social media.  But these personal information, if 
it reaches wrong hands can put you in trouble.  Let’s check how Nikhil explains 
to his sister to be cautious about sharing her personal information

HIDE PERSONAL INFORMATION

For more details visit: www.infosecawareness.in
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Someone may save your photo 
and details...

When you share your photos in 
public..Its visible to all. 

Then the stranger may morph the 
photo and later may share it publicly

Oh Is it!!...I will hide 
my personal information 
from unknown people 

1. Strangers may use your profile and misuse your Information without your knowledge

2. Always take advantage of the privacy settings available in Social Networking websites

3. Don’t give or post any personal information like your name, address of the school / 
home, phone numbers, age, sex, credit card details

4. Be aware that the information you give in the sites could also put you at risk of 
victimization

5. Never meet in person with anyone whom you met on Social Networking site because 
some of the people may not be who they say they are

Tips:

For any queries on Information Security Call us on Toll Free No. 1800 425 6235

Let me explain!!But how?!!

Cool!! But you have to maintain 
privacy while sharing your personal 
Information or else your personal 
stuff might be at risk

www.isea.gov.in
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Online chatting is great fun but it also has a negative side. Chatting can lead 
to misunderstandings. Think about how a text message might be read and 
understood before sending it. Email etiquette and safety rules apply in online 
chatting as well.

One day..Ravi chats with his Online friend

Hey Joe!! whom are you 
chatting with??

Hey Julie!! I am chatting 
with my Online friend Nick

Meanwhile...His sister Julie comes there

Oh Good!! Since when are you 
both chatting with eachother?

Since an year Julie!!

Have u met him?
No!! I am busy with school.... I 
may meet him in this vacation

But...How do you know that 
he is of your age group??

While chattingWhile chatting

For more details visit: www.infosecawareness.in
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Oh God!! I don’t know this!!

Should I meet him or not!?? Ofcourse you can!! But Invite him home or 
take us with you...we all will go and meet him!! 

Tips:

1. Ignore text messages from people you don’t know

2. Avoid sharing your personal details during online chat sessions.

Look here!! There is a picture of him and 
details like his age and date of birth

Oh Joe!!! See here you can upload 
any picture and change your age 
here..  I can change your age to 
35Yrs and update a fake picture..

So, Don’t get fooled!!

For any queries on Information Security Call us on Toll Free No. 1800 425 6235

www.isea.gov.in
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Copyright is a law that protects someone’s original work .This includes literary, 
dramatic, musical, artistic and certain other creative works. We have to give 
credit to where ever it s due. Copyright law applies to you no matter what age 
you are. It’s quite easy to break the law without knowing, let’s see how chintu 
explains and make his friend understand about copyrights.

Chintu is typing something in his computer...

CHINTU!! CHINTU!!!!

Chintu!! Please help me.. I need 
to prepare an assignment for 
working of simple pendulum

Multiple site links opens...

Ya sure!! Lets check it on 
the Internet

Chintu opens a link....

This seems to be apt 
for your assignment

GREAT!! Shall I copy this
and submit for my 
assignment

What?!! I thought you will study 

And copying others content is like 
STEALING it!!

STEALING??!

CopyrightsCopyrights

For more details visit: www.infosecawareness.in

www.isea.gov.in

10



Tips:
1. Be sure that you are not breaking the law.

2. Always mention the credits to the owner of the content

3. Don’t steal – ask permission 

4. Read Terms and conditions before use.

5. Respect the rights of the author

Yes!! You can only use the copyrighted content 
by mentioning the credits to the creator

Ohh!!

Look here!! Here is the 
creator’s name and reference 
link..

Giving this link helps your 
friends to learn too!!

Great bro!! I will give the 
credits for this content 
which is very useful for my 
assignment

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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Culture shapes our identity and influences our behaviours, and cultural diversity 
makes us accept, and even to some extent understand other cultures. It is 
extremely important for kids to accept different cultures as it can lead to 
issues at school and can even lead to bullying. Let’s see how Mahesh makes her 
sister understand the value of understanding and respecting others culture.

What? How does that 
happen??

Then sharing your 
opinions and beliefs 
may hurt them right!??

Are they from 
the same place??

Haha.. Are you joking?? Not at 
all, some of them stay in other 
countries too..

Around 400 
friends Mahesh..

But Minnu!! How many friends 
do you have on Facebook??

Hey Mahesh!! I just opened my Face-
book to share this quote on beliefs and 
facts to my facebook friends...

Minnu opens her Facebook as she wants to 
share a quote related to her belief

Her brother Mahesh comes there...

Hey Minnu!! What 
are you doing??

CULTURESCULTURES

For more details visit: www.infosecawareness.in
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Right Mahesh!! I will think 
before posting such posts on 
beliefs..Thank you 

Internet access being a privilege and right for everyone, we need 
to respect others values, their beliefs while being a part of this 
globally connected network.

Tips:
1. Accept that there are many different cultures other than your own. 

2. Be open to learn about different cultures 

3. Try to make friends from different races, ethnicities and religions.

4. Accept only positive aspects from others culture.

5. Avoid forcing your opinion or belief upon others

We interact with people around the world who have 
their own traditions, religions, cultures & beliefs as 
part of our work, study or while using Internet

We are blessed to live in a world with rich 
diversity in terms of culture, traditions, 
religion & beliefs

For any queries on Information Security Call us on Toll Free No. 1800 425 6235

www.isea.gov.in
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Rita was in 7th grade, she met a stranger in an 
online chat room....

She chatted with him several times for an year and 
shared her personal information, photos and videos 
with him....

An year later, the man contacted her on 
Social Networking site

Meet me alone without informing to your 
parents or else I will release your private 
pictures to everyone online.

I know your personal details, your home, your 
school and your friends.

Her classmates and other 
friends started bullying, 
ignoring and talking about 
her

She was severely 
depressed and was left 
alone

Online predators are internet users who exploit children and teens for 
sexual and violent purposes. This may include child grooming, engage in 
sexual activities, unwanted exposure of materials and pictures, online 
harassment, threats to cause fear or embarrassment. Let’s check how Rita 
was harassed by an online predator.

When she refused to meet him, he shared her photos 
over Internet

Online PredatorsOnline Predators

For more details visit: www.infosecawareness.in
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Tips:

1. Have frank, open conversations with your parents about your online experiences

2. Don’t talk to anyone who wants to get too personal.

3. Keep in mind that people are not always who they say they are.

4. Never post phone numbers, addresses, school name or any other details 

5. Never accept any kind of gift or present from a stranger.

She revealed her inner feelings by posting a 
video and how her friends criticized her

Girls from her previous school came to her new school and 
beat her while fellow students watched and filmed it....

she was managed to find her way to the 
road, where she lay down beside road 
side and her father found her there 

After returning home... 
she explains everything 
to her dad

Let’s file a complaint 
against this to the 
cyber police...

Later, Rita and her father approached 
Cyber police and filled a complaint

The stranger was traced out and filed for 
his offence....

For any queries on Information Security Call us on Toll Free No. 1800 425 6235

www.isea.gov.in
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Rosy

You are such a 
good girl!!

You are such a 
good girl!!



Instant messaging (IM) allows you to ‘chat’ in real time over the internet. 
It is a great tool to speak with friends and family far away, but you must 
always be careful. Let’s check what happened with chintu when he chatted 
with strangers through an Instant messaging App.

One fine morning after football training 
was over, he was waiting at the bustop

Chintu was very active  in sports and used to play 
football regularly in the school ground

Suddenly a man came up and started talking to 
him..The man asked him if his name was Chintu and 
he answered yes and Chintu asked him....

The man replied....

How come you 
know my name?

Aren’t you the same Chintu from the 
team & you are about to go to the 
training camp in two weeks?

After short time, the man got very close & suddenly 
started asking his mobile number & personal 
information

Chintu was puzzled, but he started discussing about 
football with the man

INSTANT MESSAGINGINSTANT MESSAGING

For more details visit: www.infosecawareness.in
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For any queries on Information Security Call us on Toll Free No. 1800 425 6235

Luckily, Chintu’s school bus arrived and went to board 
the bus, the stranger ran away seeing the bus

Chintu explained his parents what happened...While 
talking he also remembered  that few days back he 
had been chatting with another boy who was also 
interested in sports..

They have been discussing about football and have 
been in touch with each other. They wanted to know 
how they looked like, so that they might be able to 
recognize each other at the camp 

Together Chintu and his parents realised that the chat 
session must have been the reason that the man was 
at the bus stop.They reported the offence to police.

Tips:

1. Never disclose private and personal information to anyone..

2. Be wary about who you are ‘chatting’ to online.

3. Don’t open attachments or click on Web links sent by someone you don’t know. 

4. Update your Instant messaging App Regularly

5. Better to keep the profile picture option  blank 

www.isea.gov.in
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email account hacking

Today everyone has an email account. There are no clear age minimums 
for creating an email account. Most of you might have entered the world 
of Internet by creating an email account. But it has many risks which you 
ought to be aware of. Let’s see what happened with Sony and her email 
account.

Sony was a school teacher in 
a famous International school

She used to regularly monitor all the 
school related documents, children 
progress sheet and she also has the 
habit of learning new technologies

One fine morning, she downloaded 
a testing software that tracks 
the school progress reports 
automatically in a single click.

Sony received many calls from her 
relatives, friends about her monetary 
need

One day she got a 
call from her friend

Hi Sony! I got a message from you 
seeking financial help & requesting 
to deposit into a specified bank 
account 

She was shocked after checking her 
email account

Then she immediately registered a 
case with the cyber police about the 
issue 

She then consulted their 
IT Support team about this issue

The IT team has closely monitored 
for any suspicious process running in 
system. They found that her Antivirus 
software & desktop firewall were 
disabled

For more details visit: www.infosecawareness.in
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Did you install 
any software?

I have installed an automatic 
tracker software in my machine 
and then these things happened

He immediately uninstalls the software and 
run system scan with updated antivirus. A 
keylogger was identified in the system which 
was sending information to the attacker.

Madam, You have downloaded the 
software from a fake website, 
never download any software from 
unknown source

Ok Sir!!

Tips:
1. Never share your email account details to strangers

2. Make a habit of logging out after you finished checking your email

3. Don’t reply to spam or forward chain emails.

4. Be suspicious of emails from strangers

5. Check the reviews of app before you download an app and be cautious on downloading 
apps from third party store

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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For more details visit: www.infosecawareness.in

Wonderful...Now 
let me type..

I know your fate...Your 
name is as ugly as your 
face...

Meanwhile, Chintu’s 
mother comes there..

What  are you doing? Oh my goodness!! I didn’t 
except my son would be so naughty and you Pintu, 
I thought you were a good boy

O Ma! You know.. Tara is a 
new girl who came to our class 
stood first in the class and now 
the teachers adore her like a 
princess

Oh! stop talking nonsense, those who are good are always 
be loved and cared. You study hard and secure more than 
her, but not this way. I didn’t expect this from you. Do you 
know what were you doing? This is called Cyber bullying.

Remember! It is not only 
an ethic but also a criminal 
offence as per IT act 2000

Oh

Cyber bullying is the use of technology to harass, threaten, embarrass, or 
target another person. In simple words, it’s anything that is done online 
and is meant to hurt, harass, or upset someone else. Now let’s check how 
chintu’s mother explains him about cyber bullying.

CyberbullyingCyberbullying

You are an ugly girl 
and you can never 
be a beautiful one

www.isea.gov.in
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Moreover It may cause harm 
to her entire family...

You may also be a victim for 
such cases....Whenever you face 
such situations...Please discuss 
about it with your family

Sorry

Okay! Now lets go to Tara’s house...
both of you will apologise and assure 
her that such things will not happen 
again

Yes.. we will 
surely do..

Tips:
1. Don’t respond or retaliate in the same way.

2. Save the evidence.

3. Be confident to say No to make the bully understand that you will not stand for this 
treatment any more. 

4. Talk to a trusted adult

5. Don’t be a cyber bully by joining the bullying gang.

For any queries on Information Security Call us on Toll Free No. 1800 425 6235

www.isea.gov.in
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cyber stalking

For more details visit: www.infosecawareness.in

cyber stalking

Juveriya is an NRI, completed her 
schooling from U.S and now in india 
to pursue her engineering. she lived 
her life to the fullest 

whatever she did, had to get uploaded 
on social media. Oh yes, she had more 
than 10k followers

she used to check in feature  
on facebook to inform her 
friends and followers  about 
her whereabouts her life and 
minimum privacy

one day, she decides to go on a 
solo trip to goa. she updates her 
plans on her wall with itinerary

Kiran, a stalker used to keep track 
of all her details. he was a habitual 
offender and was out bail recently 

after checking out his profile, 
Juveriya blocks him unaware 
about what fate had planned 
for her shortly

Juveriya feels terrible and regrets 
for not limiting her images, check in 
details and other related posts on 
social  media

As kiran had her itinerary, he 
follows her to the beach and molests 
her when there is no one around and 
kiran escapes

He takes a bus to goa and texts 
juveriya from his hotel room and 
expresses his desire to meet her

Cyber stalking is defined as online stalking. It involves the repeated use 
of the internet or other electronic means to harass intimidate or frighten 
a person or group. Cyber stalkers may use email, instant messages, phone 
calls, and other communication modes to stalk you. 

www.isea.gov.in
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Tips:
1. Review what online information exists about you and keep it to a minimum

2. Review all your privacy and security settings

3. Be wary about publicly sharing details of events you will attend 

4. Report the stalking to your parent and ask them to report to police

5. Use updated antivirus software at all times. 

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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Mobile phone security

For more details visit: www.infosecawareness.in

Mobile phone security

Nowadays it’s difficult to find a kid who doesn’t know how to use a mobile 
phone.  You need to know that, apart from the features, capabilities and 
entertainment it provides you need to be responsible and follow certain 
rules and safety measures to remain safe. Let’s see what happened to 
bunny when he installed many unknown apps in his new mobile phone.

Bunny and Sunny reached to the bakery nearby while 
Bunny got a call from a friend asking him what food are 
they enjoying at the Bakery

Bunny was shocked to hear from his friend telling 
their present location

Hi Bunny how 
are you? 

I am fine Sunny and Iam 
planning to give you a party...

Ohh really!! But 
what’s the reason??

My dad brought a new 
mobile for me which has 
many features...

Wow nice!!
Ok then!! Let’s 
go to the bakery 
nearby..

What features 
does your phone 
have Bunny? It has all the latest 

features with 16GB 
RAM, 64GB Internal 
Memory and 21MP 
Camera

Oh!! very nice 

I will install all the 
required applications

Bunny installed all the apps and 
also battery optimizer software 
from some unknown source ...

www.isea.gov.in
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For any queries on Information Security Call us on Toll Free No. 1800 425 6235

Tips:

1. Update the mobile operating system regularly.

2. Upgrade the operating system to its latest version.

3. Always install applications from trusted sources.

4. Consider installing security software from a reputable provider and update them 
regularly.

5. It’s always helpful to check the features before downloading an application. Some 
applications may use your personal data.

6. If you’re downloading an app from a third party, do a little research to make sure 
the app is reputable.

No, I don’t think so...

Let me check your mobile 
what applications have 
you installed..

Battery king app & another app 
Installed have been tracking 
his location

You need to check what type of settings 
are available within your apps and on your 
device..

Bunny now you please 
uninstall that app...

Ya.. I have uninstalled 
the app

Bunny cross verified from his friends whether it is 
updating any information about his location to the list of 
friends from the  mobile contacts

I have confirmed 
with my friends 
that its not giving 
any location on the 
Information

What’s the matter, Any 
problem with your mobile?

www.isea.gov.in
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Safety tips for Smart Phone Safety tips for Smart Phone 

For more details/ queries on Cyber Security, Call us to our toll free number

Keep track of 
Permissions granted 

for the Apps

Ensure that 
Bluetooth is turned 
off when not in use

Install antivirus to 
secure your 
Smartphone

Use a
screen lock

Download software 
updates regularly

Turn on location 
services only 
when required

Beware of using 
public Wi-Fi

Make sure you turn 
off ‘Geotagging’

Use a 
SIM card lock



For more details visit: www.infosecawareness.in

Mobile phone addiction

When you spend more time with your mobile for using social media or playing 
games instead of interacting with real people, you can’t stop yourself from 
repeatedly checking texts, emails, or apps—even when it has got negative 
consequences in your life, this is called mobile phone addiction. Let’s check 
what happened to sunny when he got addicted to mobile phone.

Sunny Sunny!!!
Sunny I called you 
several times. Are you in 
some kind of  trouble?

No! No! Tony Tony

Oh!! Comeon Sunny tell me... We 
are best friends right!?!

Ok! I will 

My Cellphone bill is 
2000Rs/- My Mom 
is going to kill me!!

I think your previous month’s 
Cell phone bill was the same. 
Was you mom upset then?

Ya, She was! What can I do?
What if my mom 
takes my cell phone?

What exactly have you 
done with your mobile? 
Is something wrong?

I only use for texting, listening 
songs and watching movies

That’s all and I 
connected to a wireless 
Internet connection

You look so nervous....
What are you going to do?

Why can’t you live 
without your cell phone?

Mobile phone addiction
www.isea.gov.in
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Tips:

1. Set limits to use your mobile phone

2. Turn phone off before going to bed

3. Remove unnecessary apps

4. Focus on the person you’re talking to

5. Avoid using mobile while eating

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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For more details visit: www.infosecawareness.in

Ransomware

Ransomware is a type of malicious software, designed to deny access to 
a computer system or data until a ransom is paid. Ransomware typically 
spreads through phishing emails or by unknowingly visiting an infected 
website. Let’s check how ransomware affected Alisha’s laptop.

Ransomware

Alisha is an entrepreneur. Her 
company has 50 employees & 
60 systems

One day, she receives an email from 
her vendor having an attachment

Alisha downloads the attachment. 
her antivirus was not updated, so 
no alerts

Upon opening the file, her system gets 
locked and all files are encrypted. 
unable to access

An alert message on screen  demands 
Rs.One lakh to be paid in bitcoin to 
unlock the screen

Alisha makes payment to the bitcoin 
wallet address mentioned

The hacker didnt send the private 
key. the files remain encrypted and 
inaccessible

Her company’s manager tell alisha 
that the received mail was a phishing 
email with ransomware

Alisha regrets for not deleting 
the email and for not updating the 
antivirus and operating system

www.isea.gov.in
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Tips:

1. First and foremost, be sure to back up your most important files on a regular basis. 

2. Refrain from opening attachments that look suspicious.

3. Think twice before clicking.

4. Use strong passwords that cannot be brute-forced by remote criminals.

5. Keep the Windows Firewall turned on and properly configured at all times.

For any queries on Information Security Call us on Toll Free No. 1800 425 6235

www.isea.gov.in
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For more details visit: www.infosecawareness.in

Meeting strangers 
online

Strangers are always a danger. This might be the first safety rule taught 
to you by your parents. But Internet & Social media has torn down some 
of the barriers that used to protect us. Let’s see what happened to raju 
when he wanted to meet his online friend

In a Jungle...One day Raju enters near the door He then calls his friend...

Suddenly, door opens 
and a stranger pulls 
him in..

And the 
door shuts...

He was dreaming all this and 
suddenly starts yelling loudly...

His Sister Lilly comes to him

Are you day dreaming??

Yes Dad!! I went to meet 
my Online friend Raghu

I knocked the door... 
Someone grabbed me 
in...Its so scary!!

He was actly going to 
meet his Online friend 
today...

I stopped him and 
told him to seek your 
permission before going..

Leave me!!!

Leave me!!!

Please Leave me!!!

Helloo!! Anybody 
in there??

Raghu!!! Are you 
there?!!

Raghu!!! Open the 
door...its me Raju!!!

No!!! Leave me!!!

Please Leave me!!!

Raju!! Wakeup..
What happened?!!

Raju...what happened..Did you 
have a nightmare!??

Meeting strangers 
onlinewww.isea.gov.in
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For any queries on Information Security Call us on Toll Free No. 1800 425 6235

I waited for you Dad!! 
I got into a small nap 
and dreamt this!!

So, you were going to 
meet your Online friend

Did you think of talking your 
parents or elders along with you!??

No Mamma!!

Then you are making 
a mistake Raju...

Tips:
1. Take your parent’s permission if you want to meet the person whom you met in the 

networking site

2. Only add people as friends to your site if you know them in real life

3. If anyone annoys you, screenshot the messages for proof and report the profile

4. Be aware that the information you give in the sites could also put you at risk of 
victimization

5. Change your password frequently

www.isea.gov.in
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For more details visit: www.infosecawareness.in

oNLINE GAMING

Some Internet users may develop an emotional attachment to on-line friends 
and activities they create on their computer screens. It can destroy a 
healthy balance of interests and activities in your life. Let’s see what 
happened to Vijay who was very interested in using Internet

Hey Bunny!! I will talk later... 
I have to go home quickly

Why Vijay whats the matter..
Is everything alright?

Ya all good!! I just have 
to play Online games 
and chat with my other 
friends

Yes!! Class is over
No one is Online...I 
will start playing the 
game

Ohh they already 
hosted the game... 
I will join the game!!

Vijay, Dinner is 
ready come and 
join

Oh!! its already 
dinner time..I will 
join later mom

Eat first and 
complete your 
homework

Sure mom..

Vijay!! You wokeup 
late, you will be late 
for the class 

You are on Internet 
everyday and now you have 
got an “F“ grade

Now, Stop using Internet for 
passing time/playing Online 
games...

I missed the class today 
because of playing Online 

games till late night 
and getting addicted to 

Internet..

oNLINE GAMING
www.isea.gov.in
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Tips:

1. Limit the Hours You Spend Online

2. Do not download games or apps without parent’s/ elders permission, even if they are 
free of cost. The games or apps may have inappropriate content

HOW TO STOP TEXTING ADDICTION

www.isea.gov.in
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Social Networking

Social networking sites play an important role to connect with friends and 
family, share media content, and form social networks with people who 
share similar interests. But like any other online activity social networking 
also has associated risks. Let’s see how lily saves her friend pinky from 
the trap of a cyber fraud.

Social Networking

Hii Pinky.. how 
are you??

Who are you? I 
didn’t recognize you

I am Bobby, I am your 
friend(Lilly)’s friend. I 
added you recently in my 
friend’s list

Ok!! You are Lilly’s friend 
Bobby..She told me about 
you once

Ohh!! That’s 
nice..

What’s your full 
name and what 
are you doing??

My name is Bobby raj and I am 
studying 8th standard and your name 
is Pinky Ray right??

Yes..How do you 
know??

Its mentioned Ray 
as your surname and 
Pinky as your first 
name...

So you read all my 
personal details??

Not completely!! 
But the mentioned 
details in your 
profile only...

So be aware!! Never specify all 
your personal information and use 
all the privacy settings in Social 
networking sites. 

Ohh thankyou 
Bobby...Thanks for 
suggestion 

Its my pleasure...Can 
we exchange our photos

Just forwarding my 
photo.. what about you??

Sure...Why not?
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Just check it..

Yaa....I got it

Hey Pinky!!

Hey Lilly..I am just 
speaking with your 
friend Bobby

Bobby!! My 
classmate Bobby?? Yep! check the photo 

he just forwarded

He!? He is not my 
classmate Bobby!! 
I do not know who 
is he..

Really!? Somebody 
is spoofing me..
Wait I will ask him

No!! not now..simply log off, 
we will take guidance from 
parents or we may check it 
in www.infosecawareness.in 
for some tips

I thought he was saying all the good 
things for trapping me.. I must teach 
him a lesson...

Sure..but first we will 
read the tips from www.
infosecawareness.in and 
after taking guidance from 
parents, we will do it

Tips:

1. Never add strangers Online

2. Do not post your friends information in networking sites, which may possibly put 
them at risk. Protect your friends by not posting the group photos, school names, 
locations, ages, sex etc.,

3. Avoid posting the plans and activities which you are going to do in networking sites

www.isea.gov.in
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IDENTITY THEFTIDENTITY THEFT

Identity theft is stealing other’s Personal information.Using others identity 
is considered as crime. Identity theft can also happen from close friends 
and family members.Lets see how raju tried to take revenge of his classmate 
by getting hold of her personal Information.

Raju was a very naughty boy in his class One day, his teacher scolded 
him as the class leader 
complained about him

Raju felt that his class 
leader was the reason 
for all this and he stole 
her ID card and took the 
details on it

He created a fake account in fb & 
added all the classmates

He started scolding & bullying them 
through that account

Her friends came to the class 
leader and asked her why she 
behaved in such a way, she then 
told that she never had an account 
in FB

She immediately approached her 
teacher for help 

Later, it was found that the account 
was created by Raju

The account was deleted and his 
teacher gave him a strict warning 
for his behaviour

www.isea.gov.in
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Tips:

1. Limit writing your personal information on books. 

2. Take care of your belongings.

3. Avoid talking to strangers

4. Limit personal information shared on social media

www.isea.gov.in
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Hii Meena.. Can I 
use the computer

One day Meena was using computer, 
then her brother comes to her

Raju!! Why have you 
created a new account ??

One of my classmates 
make fun of me everyday. 
so I want to fool him 
by hiding my Identity & 
pretend as his friend...

Hi friends!! Hiding your 
identity and pretending 
to be someone else is 
against Ethics..

Look here:
This young girl meets someone 
online and starts chatting with him.

Yes!! Let me 
explain....

Can you share
your picture?

Yes!! ofcourse

Wow...he is so 
cute!!

The girl thinks this 
young guy is the one with 
whom she was chatting...

The use of someone else’s name to send email, post material, create 
social networking accounts, or contact other people in any way is called 
online impersonation or e-personation. Lets see how Raju realised that 
impersonation is a crime

ONLINE impersonation

Suddenly Cyber kid appears 
infront  of them and says...

www.isea.gov.in
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Pretending  also comes under 
purview of IT ACT 2008 and is 
considered as Cyber Crime...

Ohh!!

I will delete the fake 
profile immediately....

Remember!! Always 
Use  Internet 
Ethically...

Tips:

1. If you are impersonated, then immediately report the account to authorities 
concerned

2. Never share photographs, videos and any other sensitive information to unknown 
persons in Social network sites

3. Check the privacy settings of the Social Networking sites and set the settings in 
such a way that the people can only be added as your friend if you approve
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Phishing attacksPhishing attacks

Phishing attacks are targeted towards young children because they are 
generally more careless and overly trusting; and more over tech savvy and 
can often easily circumvent parental controls and restrictions. Lets see 
what happened how Vicky fell in the Phishing trap

Vicky was very active 
boy in his school

He love to play Online games and felt 
them very challenging

One day, he downloaded a 
game named “Game of kings” 
and completed the game

A popup came on the 
screen with download 
link for the full version 
of game

He felt its true and clicked 
on the download link

It redirected him to a page 
showing a form to fill in the 
details including the credit card, 
so he filled his dad’s card details

Later, he didn’t get any 
upgrade for the full 
version of the game

Meanwhile, his dad got 
a message of amount 
deduction from his 
credit card

He asked Vicky whether he 
used his Credit card without 
his  permission

Vicky apologised and said 
that he used the card 
details in a form online for 
downloading a game

Vicky’s dad called the 
bank customer care for 
blocking the card and 
filed a complaint

The bank official immediately 
responded and blocked the 
card 
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Tips:

1. Never use your parent’s Credit/Debit card details without permission.

2. Don’t reply to an e-mail or pop-up message that asks for personal or financial 
information.

3. Don’t open any spam e-mail.

4. Don’t open attachments especially ZIP files and NEVER run .exe files.

5. Don’t open e-mail that you have any suspicion may not be legitimate. If it is legitimate 
and the individual trying to contact you really needs to, they will try another means.

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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picture morphingpicture morphing

Morphing the face of a person to the body of another and publishing it to 
blackmail or otherwise intimidate the person is one of the ways by which
people who upload photos on social networking sites can be exploited. Lets 
see what happened with Raveena.

Raveena is a high school 
girl who lives in mumbai

She always clicked pictures 
and uploaded on Instagram. 
Also was crazy about Tiktok

She used to get 
thousand likes and 
hundred comments 
for every pic posted

One day, she gets a new friend 
request from a stranger and 
she accepts it

The guy, Aryan follows her everyday while 
she is on her way and finally proposes her 

Raveena outrightly rejects his proposal and shouted 
at him

Aryan couldn’t bear her 
rejection and he was 
very angry

Aryan went back home, downloads her 
pictures from her account and morphs 
them with naked women

He shared those photos with his friends 
and uploaded on random websites with her 
phone number

Raveena went into depression 
and regretted for uploading 
those photos on Social media and  
accepting random requests
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Tips:

1. Only add people as friends to your account if you know them in real life

2. Never share photographs, videos and any other sensitive information to strangers in 
Social network sites

3. You can also set the privacy settings according to whom you want to allow viewing 
your information.

4. Don’t follow trends blindly, be smart with them
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cyber grooming

Cyber grooming is a process where someone builds an emotional bond with 
children through social media or messaging platforms with an objective of 
gaining their trust for sexually abusing or exploiting them. Lets see what 
happened in the case of Rosy.

cyber grooming

Rosy is a 14 year old girl 
& lived in mumbai

She had a social networking  
account and One day she got an 
unknown friend request from a 
girl named Natasha 

She accepted the request 
and started chatting with 
her

Rosy liked Natasha’s friendly 
behaviour and both chatted daily

Rosy also used to share 
her pictures with 
Natasha

Natasha used to give Rosy 
compliments that she was 
very pretty and cute

One day, Rosy was getting 
ready for a function. She 
meanwhile got a text from 
Natasha 

Suddenly, Natasha started 
asking Rosy to send her naked 
picture. Rosy was shocked by 
seeing the message

Rosy got disturbed and told her mother what 
happened

Her mother immediately reported 
about the account 

And the account was blocked...
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Tips:

1. Don’t accept friend request from unknown people on social media platforms. Cyber 
groomer can even create a fake account to befriend victims.

2. Be cautious when your chat partner gives you many compliments regarding your 
appearance in just short span of your acquaintance.

3. Never share your webcam while chatting with unknown persons

4. Do not go to meet a person whom you met online alone. Always take a friend or an  
elder person along with you

5. Never share photographs, videos and any other sensitive information to unknown 
persons in Social network sites
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Fake reviews

Online Product reviews are a way for shoppers to get to know about the 
product and they have a significant impact on decision making of the 
consumers. Most of us check for reviews and ratings of the product before 
making the purchase. But not every review you read online is genuine. Lets 
check what happened to Nikky when she got influenced by a fake review.

Fake reviews

Nikky is an undergraduate student 
and an upcoming model

She used to attend a lot of page 3 
parties to make sure she was in lime 
light

The cosmetics and perfumes that 
she wore were very expensive, which 
last long till the end of party 

As she started attending more 
parties, the cosmetics got over 
soon. she started exploring options 
to buy them online for cheap

She came across a website which 
offers the same products for 50% 
less

Though it looks unbelievable, she 
checks the verified reviews. It was 
4 stars on average

She decides to buy the cosmetics 
and perfume. Pays online and gets 
an SMS for order confirmation

She gets the product home delivered. 
Upon using them, she gets rashes on 
skin, which were acute, she had to 
get admitted in  hospital

Nikky got carried away by fake 
reviews. Many websites are known 
to plant glowing reviews. You take 
care of websites & reviews, else 
would pay for the mistake
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Tips:

1. Consider the length and tone of the review

2. See whether the reviewer has written other reviews

3. Look of other reviews 

4. Go through  the reviews that rated the product middle e.g(3***/5*****)

www.isea.gov.in

53



About ISEA

...................................................................................................................................................................................................

Supported & Reviewed by
K Indra Veni 
M Jagadish Babu   
E Naresh     
M Soumya
T Sandeep  
M Sandeep
Tyeb Naushad
B Nandeeshwar
Y Soumya

T Sushma
T Vishnu Priya
S Priya Darshini
Sheetal Mishra
Danish Inamdar
G Prashanth Reddy
Santhosh
Krapesh Bhatt
Shital Mahajan

S Amani
Ankush Sharma
Pooja Jadhav
U V Sudharshan
K S Jahnavi
Prem Prakash 
P Keerthi Chandana
V Ashishya

Special thanks to

Hon. Prof. N Balakrishnan      
( IISc, Bangalore )

Prof. R. K. Shyamsundar      
( IIT, Bombay )

Prof. Sukumar Nandi      
( IIT, Guwahati )

Prof. V. Kamakoti      
( IIT, Madras )

Manoj Singh Gaur
(Director, IIT Jammu )

Dr. Sanjay Bahl      
( Director General, 

Cert-In )

Arvind Kumar   
( Scientist G, Group 
Coordinator, MeitY )

Rakesh Maheshwari    
( Scientist G, Group 
Coordinator, MeitY )

Shri. Sitaram Chamarthy      
( Principal Consultant, TCS )

Dr. Bishwajit Saha
Additional Director 

(ATR & I), CBSE

Dr. Amarendra Prasad 
Behera (Ph.D.)     

Joint Director, CIET

Shri. U Rama Mohan Rao     
SP, Cyber Crimes, CID, 

Andhra Pradesh

Anil Kumar Pipal
Head, HRD Division, MeitY 

Sanjay Kumar Vyas      
Scientist E & OSD to 

Secretary, MeitY

Surendra Singh  
Scientist “D“

HRD Division, MeitY

Mr Vivek Shetty
Entrepreneur & Social 

activist

Dr Ananth Prabhu G
Software Engineer & 

Cyber Security Expert
...................................................................................................................................................................................................

Multimedia Team Concept by
Indra Keerthi V V L

P S S Bharadwaj
Ch A S Murty

About C-DAC
...................................................................................................................................................................................................

Looking at the growing importance for Information Security, Ministry of Electronics & 
Information Technology has identified this as a critical area. Information Security Education 
and Awareness (ISEA) Project was formulated and launched by Ministry of Electronics & 
Information Technology, Government of India. One of the activities under this programme 
is to spread Information Security Awareness among children, teachers, home users, IT and 
non-IT professionals throughout the country. C-DAC Hyderabad has been assigned the 
responsibility of executing this project. As part of this activity C-DAC, Hyderabad has been 
preparing Information Security Awareness material, coordinating with Participating Institutes 
(PI’s) in organizing the various Information Security Awareness events.

C-DAC established its Hyderabad Centre in the year 1999 to work in Research, Development 
and Training activities embracing the latest Hardware & Software Technologies. The 
centre is a Knowledge Centre with the components of Knowledge Creation, Knowledge 
Dissemination and Knowledge Application to grow in the areas of Research & Development, 
Training and Business respectively. The R & D areas of the centre are e-Security, Embedded 
Systems, Ubiquitous Computing, e-Learning and ICT for Rural Development. The centre has 
developed over a period of time a number of products and solutions and has established 
a number of labs in cutting edge technologies. In line with these R&D strengths, the centre 
also offers Post Graduate level diploma courses. Centre is also actively involved in organizing 
faculty training programs. The centre regularly conducts skill based training and information 
security awareness programmes. 
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