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INFOSEC QUIZ

Itis one of the malware
[a)gossips (blthreat [cjvulnerability [djransocmware

¥We can click on the links recetved from known or mknown emalls ID's
[a}True  [b]False

We can copy the content available over internet and we cannot be sued for
copyright violations
[a)True  [b]False

A Hacked computer can be used to

[a)Infect other systems {b)Harm your system by malware
[c]Help your system with labest updates [d}Bothaandb

My amall Is private and no one can ook into it
{a)True  {b)Falsa

logon to

www.infosecowareness.in
to participate in Infosec Contest and win prizes

INFOSEC CROSSWORD

Arross

3. uses an algorithm that transforms information and making it unreadable &
imaccessible to amyone except for those who have the appropriate
credentials

5. regirict network activity to known applcatons, and prevent maliclous
peuple and programs from exploling holes 1h operating systems and other
software applications

& ensures that the information you need Is there when you need it and it can
recomered Fihe information is damaged In the system.

Dowmn:

1, Itizoneofthe methods of soclal engineering

2. Theinfermation stored on client computer by a webserveris called a

4. Isharmful softwere, ususlly Installed withoutyour inowledps
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Guess the Tip which best suits the cartoon by logging in to
http://www.infosecawareness.in

InfoSecTip
Do not pursue links that offer free Anti-Virus or Anti-Spyware software.

Malware: Malware in short kmown for maliclous software. It 1s 8 software designed to Infikrate a computer system without the
owner's Informed consent.Malware Includes computer viruses, worms, trojan herses, tootldis, spyware, dishonest adware,
crimeware and other maliclous and unwanted software.Around 809 of malware today is designed to find and steal confidential
information stored on your computer. This type of malware is sometimes called “crimewars "Malware can imvade your machine
through infected emall attachments, "bots” that craw] the Imternet looking for unprotected computers, and visits to "hostle” Web
sites.

¥irus: A computer viros is a program which 1= able to replicate and attach 1tself tn a program or fAles infecHng the system without
our knowledge, The software proprams that hide on your computer and cause mischlefordamage.

Spyware: Spyware is a generic term for malicious software which ends up on your computer, and is used to gather information
ghout you and other files on your computer and passes i over internet to others.Genernlly spesking, spyvare is software that
hides on your computer, tracks what you're doing online, and then sends that information over the Internet. Some types of

spryware, called “keystroke loggers” actually record and send everything you type on your computetSpyware softwate can sheak
ontn your compater when you download unsafe software and filexs—or even vixit a hostile Web page Cne major source of spyware

iz the peer-to-peer file sharing software commonty used to share muslc and videos online.

Worm: Worms can replicate themselves from one machine to another without the need of downloading them from the internat
They often send themsetves as attachments in emalls they penerate from thelr infected host computer and K mey do so without amy

user intervention. This Is due to security shortcomings on the target computer or by exploiting vulnerabilities n operating
systems. Worms almostalways cause atleast some barm to the network.

Trojam: It s a non-self-replicating malware that appears to perform a desirable function for the user but nstead facilitaves
unauthorized access to the user’s computer systemn Trojans are backdoors in to your computerin which access is gained by hackers
and gain remote access to a target computer system to perform various eperations. The eperations that a hacker can perform are
Umikted by user privileges on the target computer system and the design of the Trojan horse on the Internet to etther pather
information from your computer orto use Four compuber.
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MOBILE
PHONE
SECURITY

obile phones are bacoming
sver mors popular and are
rapidly becoming atiraciive
fargets for maliclous attacks. Moblls
phones face the sams security
challenges as traditional deskiop
gomputers, but thelr mobllity means
they are also exposed to a set of risks
quibe different to thoss of a computer
In afixed location. Moblle phones can
be Infected with worms, trojan horses
or other virus famllles, which can
compromlse your security and
privacy or even gain complete control
ovar the devics. This guide provides
the necessary steps, do's, don'is &
fips to secure your mobile devices.

Be aware of
soclal engineering
attacks on mobile and
Bluetooth devices.

Mobile Phone Security Threats

Catepories:

= Moblle Device and Data Security
Threats
* Threats related o unauthorised or
intentiemal physical access to mobile
phone and Lost or Stolen moblle
phones.

= Mabile Connectivity Security Threats
= Threats related to mobila phone

connectivity o unknown systems,

phones and networks using
technologies like Bluetooth, WiF,
USBetz
* Moblle Application and Opersting
System Security Threats
= Threats arlsing flrom vulerabilides
in Mohile Applications and Operating
Systems,

Typical impact of attacks

against Mobile Phones:

* Exposure or Loss of user’s personal
Information/ Data, stored Aranymitied
through moblle phone.

* Monetary Loss due to malicicus
software

= wmknowingly utlizing premium and
highly priced SMSand Call Services.

* Privacy atiacks which includes the
tracing of mobile phone location along
with private $MSs and calls without
user's knowledge.

* Loosing control over mobile phone and
unknowingly becoming zomble for
targeted attacks,

Mitigation againstMobile
Device and Data Security

Attacks:

Do’s for Mobile Device

* Recond TMEI number: Record the
unigque 15 dight IMEI number. In case
Mobile phene ig stolen/ lost, this IMEI
number iz requited for reglstering
complaint at Police station and may
help in tracking your mobile phone
through service provider

« Enghle Device locking: Use autolodktn
automatically lock the phone or keypad
lock protectad by paszeode/ security
patterns to restrict acess to your mobile

phone.

= Uge a PIN to lock SIM card: Use a PIN
[Perzonel Identification Number} for
SIM (Subscriber Identity Module) card
o prevent paople from maldng use of it
when stolen. After turning on SIM
security, each time phone starts it will
promptto enter SIM PIN.

= Use password to protect iInformation on
the memory card.

Reportlostor sinlea devices

= Report lost or stolen devices
immediately to the nearest Police
Station and concerned service provider.
Use mobile tracking feature.

= Use the feature of Moblle Tracking
which could help if the mobile phone is

lostfstolen. Bvery time a new SIM card
is Ingerted dn the mobile phone, it would
automaticallysend messagex to two
preselected,phone numbers of your
cholce, sothat you can track your
Mobile device.

Dont'sfor Mobile Device

e Never leave your mobile device
unattended.

» Turn off applications [camera, audio/
video players] and connections
[Bluetgoth, infrared, Wi-Fi] when notin
use. Keeping the connectlons on may
pose security issues and also cause to
drain outthe battery.

Do's for Data Security:

+ Backuop data regularly : Backup data
regularly and set up your phone such
that it backs up your data when you
sync it You can also back up data on a
separate memory card. This can be
done by using the Yendor's document
backup procedure.

+ Reset o ciory settings=Make sure to

reset to factory settings when a phone is
permanently given to anotheruserto on

sure that personal data in the phone is
wiped out,

Providing mobile PL or mobiles
o aocess internet for official
purpnse’s nemoée access to all business
applications may put a personal or
arganization’s viad information af risk.
Far professionals ar individual
users, using mobile or mobie
PL, there are plenty of benafits
such as work from anywihers,
ete.. The mobile devices have
thelr own characteristics but
atlso with securily concerns
such as sensitive Information
acresy with mebfies

Mitigation against Mobile
Connectivity Security Attacks

» Bluetooth: Bluetvoth is a wireless
technology that allows different
devices to connect to one another and
share data, such as ringtones or photos.
Wireless signals transmitted with
Bluetooth cover short distanes,
typically 30 feet [10 meters).

Do's:

* Use Bluetouth in hidden mode so that
even if the device is using Bluetooth itis
notvisibletn oth- ers.

= Change the name of the device to a
different name to avoid recognition of
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your Mobile phone model.

Note: The default name will be the
mobile model number for Bluetooth
devices.

= Puta password while pairing whh other
devices. The devices with the same
password can connect to your
comprtar

= Dzable Bluetooth when it is not acthvely
transmitting information,

+ Ise Bluetooth with temporary time
limit after which it autematically
disables so that the dewice is not
available continuously for others.

+ Newver forward the virus affected data to
other Mobiles.

Mitgation against Moblle Application
and Operating System Attacks

Application and Meblle Operanting

Syabem:
» Updatee the mobile operabing system

e ]

= Upgrade the operating system to s
latestversion.

+ Always inxtall applications from trusted
snUrCes,

= {onsider installmg securlty software
from a reputable provider and update
them regularly

= Check the features before downleading
an appHeation.Somme applications may
use your personal data,

= If you're dovnloading an app from a
third party, do a little research to maka
sure the app is reputable.

Enable Blustooth only
when yoir need it,

= &

<>

Don'te:

* Never aliow unknown devices to
connect through Blustooth,

= Nover put Bluetooth In alwayz
discoverable mode.
Note: Attackers can take advantage of
its default always-on, always
discoverable settings tolaunch attacks.

s Never leave the Bluetooth swich on

contnucusly.

« WI-Fi: Wi-Fi is short for “Wireless
Fidelity."Wi-FI refers to wireless
networking technology that allows
computers and other devices to
communicate over & wireless signal
Many moblle devices, video game
systems, and other standalone devices
alen Incude Wi-Fl @mpahllity, enabling
them to comnect to wineless networks,
Thesw devices may be able to connect to
the Internetusing Wi-Fi.

Do's:

+ Connect only to the trusted networks.

¢+ [Ise Wi-Fl only when required. It is
advigable to switch off the service when
notinuse,

* Beware while connecting to public
networks, as they may notbe secure,

Don'ts:
« Never connecttp unknown networks or
= umiTusted networks.

+ Mohlle ot 11SB: The moblle phonescan
be used as USE memory devices when
connected to a computer. A USB cable is
provided with the mobile phone o
connect to computer. Your mobile's
phone memory and memory stick can
be acresszed az USB devices. Your
maoblle’s phone memory and memory
stick can be accessed as TUSH devices,

Do's:

= When a mobile phone is connected toa
personal computer, scan the external
phone memory and memory card using
anupdated ant vime.

= Take regular backup of your phone and
external memory cand because If an
event like a system crash er malware
penetration accurs, at least your data is
gafa,

+ Before transferring the data to Mobile
from computer, the data should be
scanned with latest Antivirus with all

upidates,

Don'tx
* Hever keep sensittve Information like
user names/fpasswords on mobile

phaones,

Change your default
administrator passwords
and usernames for your
mobile devices and
Wi-Fi devices.

Security Concerns

Exposursof critical Information
Small amounts of WLAN signals can
travel slgnificant distance, and it's
possible to peep into these signals using a
wireless sniffer. A wireless intruder could
expase critical Informaton if sufficlent
security Izn't implementad.

Mohile Virnzes

Mobile Viruses can be major threat,
particularly with devices that have
slgnificant computational capahilities.
Mobile devices, in general are susceptible
to Viruses In several ways, Viruses can
take advantage of security holes in
applications or In applications or In the

underlying Operating System and cause
damage. Applications downloaded to a

mohlle device can be az Virus-prone as
desktop applicatons. In some mobile 08,
malformed SMS messages can crash the
device

Dial 112
Your mobile will search
any existing network
to establish the emergency
number for you

Interestingly this number
112 can be dialed even if the
keypad is locked



E-mafl Viruses

E-mall Viruses affect PDAs In much the
same way regular e-mall Viruses affect
PCs. These Viruses are costly to
enterprises and Interrupt normal
business too, Falm(5 / LibertyCrackisan
example of a PDA e-mall virus. it's a
e Trojan horse that can delete all
applicetions on a Palm PDA

Blussnariing
Bluesnarfing 15 the theft of data from a
Blueteoth phome. Like Bluejacking,
Bluesnarfing depends on the ability of
Blustooth-enabled devices to detect and
contact others nearby. In theory a
Bluetooth user running the right
software on a laptop can discover a near
by phone, connect to it without your
confirmation, and download wyour
phonebook,

pictures of contacts and mlendar. Your
mobile phone’s serlal number can also be
downleaded and used to clohe the phone.
You should turn off Blustooth or set it to
"undiscoverable”. The undiscoverahle
setting allows you to contnue using
Bluetowth producis like headsets, but
means that your phone i= not visible o
others.

Mallcious zoft wares lke Worme,
Spywares and Trojans

Worms may disturb the phone network
by spreading from one mobile to other
moblle through Bluetooth transfer,
Infrared transfer or through MMS
attachiments. Spywate that haz entered

Refect ali the
unexpected pairing
requests for
Bluetooth devices.

A

into the mobile phone through Bluetaoth

E:rtrms&rme thnp#:nllll;l inhmwm m Delete the MMS
outside networ e an

got Inztalled alomg with the game {Mummfdfﬂ Mmﬂgmﬂ
application in the mobile may send SMS Service )Jmessage
messages W expansible members and received m an
mayincreasethe phonabill thﬁu

user without opening it.
Bluejacking is sending nameless,
utwatited messages to other users with
Bluetooth enabled mokile phones or
laptops. Blugjacking depends om the
capability of Bluetowth phones to detect
and contact another Bluetooth enabled
device . The Bluejacker uses p feature
originally proposed for exchanging
comtact detils or electronic buginess
cards. He or she adds a new entry In the
phone's address ook, typesina
meszage, and choozes to send it via
Bluetooth. The phone searches for other
Bluetooth phones and, i K finds one,
sends the message. Despite s namhe,
Bluejacking is essentially harmless. The
Blugjacker does not steal persomal
informaton or take comtrol of your
phone. Bluejacking can be a problem if it
is used to send obsceme or threatening
messages ar lmages, or to send
advertizing, If you want to avoeld such
messages, you can turn off Bluetooth, or
set itto "undiscoverable”

Guidelines for securing moblle devices

= Ba careful while downloading applications through Blustowth or as MMS
attachments.They may comain some harmiul software, which will affect the
meoblle phone.

= Keep the Blustooth connection In an invisible mode, umlezs you need some user to
access your mobile phone or laptops. If an unknown user tries to access the mobile
phone or laptnp through blue tooth, move sway from the covernge area of blue
tooth sothatit automatically gets disconnected,

= Aveld downloading the content into mobile phone or lapbop from an untrusted

ource.

= Read the moblle phone’s operating nstructlons carefully mainly regarding the
security settngs, pin code settings, Bluetooth settngs, Infrared settngs and
procedure to download an application. This will help in making your mobile phone
secure from maliclons programs.

= Activate the pin code request for moblle phone access. Choose a pin, which is
unpredictable and which is eazy to remember for you

¢ UIze the call harring and restriction services provided by eperators, to prevent the
applications thatare not used by you or by vour family members,

= Don't make wou mobile phone as a source for your personal data, which iz
dangerous if it falls in to the hands of strangers. It is advisable not to store
impartant information ke credit card and bank cards passwords, ete In o mobile
phone,

» Regularly, backup mportant data in the mobila phone or lapdop by following the
InstrucHons in the manual.

= Define your own trusted devices that can be connected to mobile phone or laphop
through Bluetooth.

+ Use free cleanxing tools, which are available in the Internet to make your mehile
work normally, when everitls affected by maliclous soft wares.

ISEA-IT Supported by DeitY.Government of India




360 Mobile Security

(Free)

major player in China, developer

fhu burst onto the scene and
claimed the top spot in AV-Test's
September 2013 report with a virtually
flawless detectlon rate of 999 percent,
the blghest of any of the securlty apps
tested. In the latest March 2014 report it
achieved a detection rate of 100 percent
The forus with 360 Mobile Security Is
firmly on detecting and nullifying threats
to your systermn. It has a very sireamlined,
elegant design. It's extremely Hghtwelght,
andit’scompletely free.

A standard real-time scan will safeguard
your device from malware, spyware, and
the threat of infection, It's also capable of
detecting and fixing system
vulnernbilides and cleaning up Idie
background apps to help your phone run
mote efficlently There's a prhvacy advisor
and a tnol to clear your usage history

2%
\J

This app eschews a laundry list of extras
In favar of a light touch. The only
addidonal features you'll find are call
hlocking optivns, some shorzut toggles,
and safe hrowsing protection. There's no
anti-theft component or backup option.

For a good blend of usahility and strong
protection, you should think about 360
Mobils Security. If you're more concerned
about smooth performance than extra
features, it Is bound to appeal

Avast Mobile Security

& a genuinely free app for the
drold platform, AwasHd Mablle
Security Is offering an impressive range
of tools, It has antiwlrus protecton, it
sranxs your apps o provide details on
what they are doing, and K has a Web
ghield that scans URLs for matware,

There are various additional tools in the
package and the best of the bunch is the
antl-theft component. The app Iz actually
based on an old app called Theft Aware
which Avastacquired.

TOP ANDROID
SECURITY
APPS

The anti-theft feature Is hidden and
dllows you to remote control your
smartphone using SMS So if you loze
your phone, you can remotely lock it
locate it, orwipe it. You can make it play a
sirem sound, lock down the SIM card, and
prevent USE debugging as well. It's a
comprehensive solution for theft

protection.

If you have a rooted devies then there's
also a firewall that allows you to centrol
network traffle, You can block access to
Wi-Fi or the network fer specific apps
which iz handy for securlty and
potentially saving onbattery ulce as well.

According to the Istest AV-Test report of Security

31 popular Androdd security apps, Avast
is a solid option with an overall detection
rate of 99.9 percent. Although it ls not top
aof the charts in terms of malware
detection, the extra functlionality
(including the anti-theft tools and a
firewnll for rooted devices) still make it
worth consldering. Ithas alight footprint
with no discernible drain on battery life
ansd ni impeact on general performance. It
alsoreturned no false positves,

The fact this app is completely free, haxa
wide range of features, and offers
protection for rootad devices, makes lta
strong contender. i you're looking for a
securlty solytlon for your Androld
smartphone, and your primary concernls
mahsware and safe browsing, then this
could be the right app for you. Avast
Marketing DMrector; Millos Korenkn, has
assured us that "“Thers might be a paid
version in the future but that won't have
A0 impact on the free version. It will
continue to be avallable and loaded with
features”

ESET Mobile Security
& Antivirus

his is a new entry for

our top flve and it
deserves its place with a
100 percen detection rate
In the latest AV-Test
report and an easy-to-use
interface. The basic app is
completely free and it provides real-Hme
scanning of apps to detect matware and
potentially dodgy apps tying to send
texts or make premium rate calls.

The free version alse includes a suite of
anti-theft tools. You can remotely locate
and lock your smartphone or tablet, and
you can prevent anyone from uninstalling
apps by uzing password protection.

If you want remote wipe or SIM guanrd
capabilities then you have to spring for
the premium version at $20 per year, but
It also delivers antl-phishing protection,
am app audit feature, device monitoring
for unwarranted use of data, and

advanced call blocking,

Avira Antivirus

ith a 100 percent

detaction rate and no
false positives, you can trust the free
version of Avira to keep your Androld
smartphone or tablet safe. It has a light
footprint in terms of performance and a
sleek, minimalist deslpn that fits in well
withthe Andreid platform.

Avira allows you to scan apps for
potential trouble and it scans new apps or
updates automatically There's also the
usual batch of anti-theft tools, to help you
fnd your device remotely, Inck it, wipe it,
or trigger an alarm. There's an addidonal
twol that daims to bhe able to tell you
whether your emall account has been
hacked and tell you what action to take iIf
it has. A decent range of hlacklizting
options rounds oif this app, s0 you can
block problem callers or nuisance spam.

There is a premium version that adds
ant-phishing, more regular updates, and
better support, but the free wersion
covers encugh bases for most peaple.
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AVL

ome of you are probably just looking
for malware protection that's as
harehpnes as possible. If you don’t want
antl-theft tools, or identty protection, or

ary of the other pozsibly superflucus
features that come in many security apps

then AVL will suitvouw.

This app scored a 100 percent detection
rate with no false positives and AV-Test
found performance was good with no
undue fmpact on speed or battery life.
AVL can gcan a varlety of file formats
beyond APKs and it's designed to he fast
and efficlent.

Android Security
Evaluation
Framework: ASEF

Have you ever looked at your Android
applications and wondered if they are

wabchingyou?

Whether it's a bandwidth-hogging app,
agrressive adware or even malware, it
would be interesting to know If they ars
doing more than what they are supposed
to and if your personal Informaton s
exposed. Is thers really a way to
automatically evaluate all your apps, even
hundreds of them, to harvest their
behavioral data, aoalyze their run
pattern, and at the same time provide an
interface to facilitate a vast majority of
evolving securlty tests with most
practical solutions?

Tao answer these questions, | created the
Andreld Security Evaluation Framework
[ASEF) to perform this analysiz while
alerting you ahout other possible issues.
Use it to become awsre of unusual
activides of your apps, expose vulnerable
components and help narrew dewn
suspicious apps for further manual
research,

ASEF Framework

The framework takes a set of apps, etther
pre-installed on a device or as indbvidual
APK flles, and migrates them to the test
suite which runs through test cycles ona
pre-conflpured Androld Virtual Device
[AVD). The technique Is to simulate the
entire lifecyrle of an Android app on an
Androld device (wirtusl/physicsl) and
collect data while triggering behavioral
aspects of it. In simple wonds, downlead
an Android app from an internet, install it
on a0 Android devlce, launch K and mess
with it {eg clicking different buttons,
scrolling up/down, swipe etc.) While
dolng 5o, collect an activity log using adb
(Androld debug bridge utility which Iz
avallable as a part of an Androld SDE) and
network traffic using trpdump [a widely
used packet capturing tool)

Behavioral Analysis

During such a simple yet thorough
approach of performing a behawloral
analysls for varlous apps, Interesting

i 0
@A

enough to detect the default settings of a
vivtual Andreid device and might behave
differently in such settings. In order to
pvercome such limitatlons, a virtual
device can be custom built by Ane-tuning
the kernel and also altering default
settings to exnilate a reql device or Kean
bereplaced bya physical Android device,

Open Source

ASEF 1z now avallable az open source at
http://code google.com/p/asef/. Withit,
users can pain access to securlty aspects
of androdd apps by using this tool with its
default settings. An advanced user can
fAne-tune this, cupand wpon this idea by
easily mtegrating more test scenarios, or
even find patterns out of the data it
already collects. ASEF wlill provide
automated applicatlon testing and
facilitate a plug and play kind of
environment to keep up with the dynamic
fleld of Andredd Security.

AtBlack Hat

results were found about apps leaking [fyoy are at Black Hat USA 2012 and/or
sensitive information lilke IMEL IMSLL 3TM g gidac Las Vegas, come to my talk where
card or a phone number of a device. Some I discuss the test cycles and results so far.
maliclous apps might just send thig data andifnot, read the A S E F Getting Startad
in clear text over the Internet and are guide for an architectural overview of the

much easler to he caught by analyzing frymework and more detalls on the
collected behavioral data, However some  motivationsbehind the project.

mallclous apps can be sophisteated

ASEF

ISEA-IT Supparted by Deit¥Government of india
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Mobile Device Security Solution

Standalone Features

=  Remais WipaiLock
¥ SH3 bastnd

s Track LostBinien Devics Localion
¥ SIS b

«  Bscure Bacinp & Realom
¥ Lotal on SDCa

« §ii Bisding

» Swcume Blormge on Moblla Devics

= Elenapens
# Sacura Livl, White List and Bleck List
«  CARSME Fitor
# Binciing unwarred calls and 3M3
# Sacura slomge of M8
= Pesoword protected Blusiooth & WHR Adcnis

ol '.".-'.l':.' l.'.I I'..||| i ..'|I.'I= E LN B
" Android 4.3 (Jely Boan tn 44 (OHG

Enterprise Feahmes

WipalLock
#Web and 3M3 baced

+  Treck LoalSinien Davice Location

# Wb and 9143 based

+ Bacure Bechup & Reslomn

# Local snd Ramole

# J5 Buard Enoweer Plugin

«  Appication Menspsment
# Sacums List, Yhihe st and Black Liat
«  CANBME Fler

# Blocking urweanted calle and 5443
# Sacurs eiorege of S48

= Pusrond probecied Biaviooth & WA Atcoees
«  Dual fusiheiication © Ussr and Devics

# IMEL, 131, 09 wereion

+  Web-hased Mansgama i Console
+ Enterprize Appilcation Catalog

~
InfoSec Cartoon

from strangers.

Never download/forward
any files received from &
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Android.Adrd

Original Issue Date:July 12, 2013
Virus Type: Trojan

Android.Adrd is a trojan horse that arrives bundled with legitimate Android applications and infects Android based smart phones. The
malware seems to be created by downloading an application from a marketplace, modifying the legitimate application and then
redistributing via marketplace or other separate channels. The Trojan may change mobile device settings and steal device
infarmation.

Aliases
Trojan: Spy.Android0S5.Adrd.a (Kaspersky), Android ADRD.1 {Dr.Web), Android/DRAD (McAfee), Android.Adrd (Symantec),
Android0S_ADRD.A (Trend Micro).

Android ADRD may show these permissions:

Application Info

For more detials visit : Www.cert-in.org.in

Bamital Botnet (Search Hijacking and Click Fraud Scams)

Original Issue Date:February 11, 2013
|

It has been observed that Trejan Bamital is propagating widely. Bamital is a dlick-jacking trojan which medifies the search
results and redirect users to advertisement links. Microsoft and Symantec announced the takedown of Bamital botnet eary this |
month by identifying and shutdown the vital components of the Bamital botnet. |
|
|
Bamital is a malware designed to hijack search engine results. When Bamital infected computer system search, browser
connects to the search engine server receive search results. Clicking on any of the displayed search results redirect user to an
attacker controlled command-and-control (C&C) server (Bamital server). These Bamital servers will then connect to the
advertisement server and redirects these search results to websites of the attackers' choice, resulting unintended website
delivered to user's browser. Bamital also has the ability to dick on advertisements without user interaction. This results in poor
user experience when using search engines along with an increased risk of further malware infections. If the Bamital servers are
unable to serve customized website, tainted search results will be displayed to user's browser.

Bamital also intercepts web browser traffic and prevents access to certain secunity-related websites by modifying the Hosts file.
The local Hosts file overrides the DNS resolution of a website URL to a particular IP address. Malware often modifies a
computer's Hosts file to stop users from accessing websites assodated with particular security-related applications (such as
antivirus for example). Bamital vaniants may also modify certain legitimate Windows files in order to execute their payload.
Bamital has primarily propagated through drive-by-downloads and maliciously modified files in peer-to-peer (P2P) networks.

Users impacted by this botnet, will be notified the next time they try and run a search using their preferred provider. Infected
computers will be redirected to a Microsoft website "https://malwarenotice.microsoft.com/" which provides guidance on how
to dean the system.

In case, if user reaches to this page "https://malwarenotice.microsoft.com/ " while searching, it indicates the positive sign of
Bamital malware infection in their computer. Please read and follow the instructions mentioned. Users can also use free removal
tools provided by Microsoft and Symantec to disinfect their systems from Bamital infection.

ISEA-IT Supported by DeitY,Government of India
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Mobile Threat Monday: The Most
Sophisticated Android Botnet

MNov 24, 2014 3:58 PM EST

Creating a malicdons Android app ls ridiculously simple,
Dizsaggemble a0 exigting app using frecly available toalg, slot
in an open-saurce payload thet, for example, sends texts to
premium numbers, recompile, and upload to a third-party
app soee. Donel A yast mymber of malicdons Andrgid apps
are [nat this simple. However, occaslonally one tnrns up
that's a= sophistHeated as the most complax Windows
mabware. & recent pest from antivirus vemdor  Lookot
detalls what may be the most sophisticated Android bomet
VT

Carmment

The botnet, called NetCompatible.C by Lookont's
ressarchers, hasbeea In the news before. it made thelr listof
the top fno Android threats not long: ags. Howewer, the
current report Is a deep dive thet reveals exactly what sets
this botnet apart.

Malware Evalution

Lookout's axperts have been tracking NotCompatible for
mnrr: thum towa yeaes, which s a lomgs tire for a malicionzs apm
to survive. In the blog post, Lackout’s Tim Straxzere points
put that a threat called SpamSoldier, which debuted about
the same e, was Giken dowt within a few weeslos

NotCompatibls iz a boinet-for-reat, according to Strazzers,
Sparmreers rent i o sperer the Jatest spam, Helert sealpiers use
it to trick online telet sites Into allowing bolk purchases,
backers use It to break loto sites. It's an all-purposs toal,
utferrtonately. At 1t inception, It was oo mwre sophizticatsd
than the now-defonct SpamSoldier. The current edition Ls

quite another story.

Distributed Processing

A boinet congists of twn main parts. One is 2 vast collection
of infected devices, the other 1 the Command and Control
sarver that tells those devices what to do. If you can isolate
and cut off that CE&L server, you've effectively killed the
botmet.

That won't be caxy with NetCompatible To start, Strazzers
reports discowering at least ten gateway C&C servers; it
would be toogh to hit them all atonce. " [nfected devices from
differentt [P address regions are flered and segpmeried
geographicelly” =aid Strazzere, "and only anthenticated
clients are allowwsd o comnect. Not ooly does this model
hring dient wmgs eficiency, our regearch suggmsts that it
ol abds in aveidenee of discovery”

A devic that authensticbes with one GRC servir pets a ligtof
all cormected deviees, meantng Lt can get instructons from
peers, oot just from the server. This raminds me of another
virnlent threat, Gameowver ZeuS, which doepsa't use
centralixed servers at all. All of tta commend and control
traffic uses peer-to-peer connectons.

Stay Alert

There's an old saylng that the most dangerous component of
an aotenmabdke s the not behind the wheel NotCompatible
doesn't attemnpt to expleit Androld vulnerabilities; rather, it
tricks victims Into instaling the malware. According to
Strazzets, one aampile informed victms that they wonald
need to Install @ secority patch [which contained the
mahwars).

A AR AR 1}

The members of the Nigerian gang who weere arrested by the Cyberabad police cover

their faces.
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hitp://epaperdaccanchronide.com /epoper

Nigerian gang cons bizman
over BMW car sale, busted

i A Mumbai-based,

DC CORRESPONDENT
HYDERABAD, MOV, 2T

e
member  gang run by
Nigerinn nationals feeced
& businessman from LB
Kagar by promising o sell
him & BMW car lmpored
fram the US. The lraud
sters, claiming 1o be US
cotisilate offbcials, put upa
car sale advertisement on
quikroom and - convinced
the victim, Sheik Jeelani
Basha, by sending him cus-
woms  recelps, ee A
Mumbal-hass] woman amd
a West Godavar] natkve, o
part of the gang, posed as
Mumbai custom officials
and took lakhs of rupees
from him.

Cybercrime  sleuths of
Cyberabad have busted the
gang in Mumbal, which ks
suspeched 1o be Involved in
a Nigerian lottery  scam.,
REI scam amd othar fraudu-
lent petivities,

The accused have been
identified as Talla Mojesh
allas Venkat, a native of
Westl Godbsvari ad curment
Iy setibod in  Mumbai;
Pascal Emmamuel alios
George Frideric, 34 Paul
Osemweigie, 43 Oluikpe
Sunday Onyeghuola, 28 and
Sajida Abdul Hamid, a
Mumbal nathve.

Cyberalbad Adlelitinnal
DCP of Crime B, Srinivas
Reddy revealed that the
fraudsters hod booded E186
lakh 85 car price, demur-
rape charges, other cus-
toms  clearance charges,
ede, The woman member in
the gang Sajida, pretend
ing ns a oustoms official,
cantscted the victim fre-
quently aver phone and
maide him deposit maney in
various bank accounis.

The buslpessman, Mr
Shaik Jesfanl Basha, who
runs a bullding and interi
or designing firm, jmped
at the opportunity of buy-

ing the car priced at £14
Inkh on the online plat-
form, as the rale appeared
lvwer, “After Mr Baszha
respanded bo e online ad,
Emmanuel contacted him,
introdlucing himsell as o
D George Frideric, work-
ing with the US consulnte
and wanting to sell his car
s hi was leawing for the U5
spon. After elinching the
ideal, B ashosd the victim o
depasit T1.5 lakh in a bank
pecount  as  demurrign
charges and sent some foke
receipts in return. As the
whotim got convinoed, other
gang members, pretending
o b eustoms  alTkcials,
made him deposit mom
maney in varions accounts,
citing different charges,”
sajd Mr Srinivas Reddy.

Basha realised he was
belng duped as they ashed
mare money from hime He
later  approached  ihe
pdiee and lodged o com
plaint
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