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Across
4. _____ is a course of action, 

guiding principle, or procedure 
considered expedient prudent 
or advantageous

7. A computer overtaken by a 
hacker and used to perform 
malicious tasks 

8. This is a malicious technique 
of tricking Web users into 
revealing confidential 
information or taking control of 
their computer While clicking 
on seemingly Innocuous web 
pages.

10. A security tool that protects 
an individual computer or 
even an entire network from 
unauthorized attempts to 
access your system.

Down
1. A form of spyware that enters 

your computer from an Internet 
download.

2. A new term for spam messages 
being sent to lnstant message 
addresses.

3. Forging an e-mail or instant 
message address to make 
It appear as If It came from 
someone or somewhere other 
than the true source.

5. The transfer of data from one 
computer (or server) to another 
computer.

6. A person who enjoys exploring 
the details of computers and 
how to stretch their capabilities.

4. A violation or Infraction, as or 
a law, a legal obligation,or a 
promise.
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1. Which of the following is used for secure exchange of email is 
       a) HTTPS     b) HTTP     c) SSL     d) www
2. Social engineering is a con-artist or some one makes you to reveal 

personal information
      a)true          b)False 
3. Skimming is terminology given to 
    a) Theft of Internet banking information     
    b) Theft of Credit/Debit card information
    c) It is one type of Social Engineering         
    d) Both b & c 
4. ____is an attack which targets the specific high profile executives in the 

businesses or targeting upper management in the corporate. 
      a)Whaling  b)Phishing    c)Baiting    d)Vishing 
5. It is one of the methods of social engineering
       a)baiting     b)Virus    c)Skimming     d)None of the above 

CROSSWORD
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Contest and win prizes

www.infosecawareness.in



TIP

GUESS THE TIP

Be aware of Loan Frauds
• Some of the culprits advertise in the news papers stating that 

they offer loans to the individuals on low rate of interest and 
furnishes a cell number, which is taken on furnishing wrong 
address documents.

• The culprit sends some fake certificates to the individuals stating 
that he has been sanctioned a loan and asks them to deposit 
certain amount in bank account. The individual deposits the 
amount in fake accounts for the purpose of registration, tax’s, advocate fee, etc.,

• So be aware of such fake certificates
• Don’t believe advertisements of finance companies stating that they will sanction loans with low 

interest rate.

FAKE

For more details visit : For any queries on Information Security
Call us on Tool Free No.

Guess the Tip which best suits 
the cartoon by logging in to

http://www.infosecawareness.in

between 10 A M to 6 P M
or give us a missed call, we will call 
back within 24 hrs

1800 425 6235
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Risks in
Social Networking Sites

A social network is a social 
structure made of nodes (which 
are generally individuals or 
organizations) that are tied by 
one or more specific types of 
interdependency, such as values, 
visions, ideas, financial exchange, 
friendship, dislike, 
conflict or trade. 

Social networking is the grouping of 
individuals into specific groups, like 

small communities who share interests and/or 
activities, or who are interested in exploring the 
interests and activities of others.  Although social 
networking is possible in person, especially in the 
workplace, schools, colleges and universities, it is 
most popular online. This is because unlike most 
high schools, colleges, or workplaces, the Internet 
is filled with millions of individuals who are 
looking to meet other people, to share first-hand 
information and experiences about interests like 
cooking, golfing, gardening, developing friendships 
professional alliances, finding employment, 
business-to-business marketing and even groups 
sharing information about baking cookies. The 
topics and interests are as varied and rich as the 
story of our universe

The other side of Social Network is security and 
privacy issues and is entirely treated as two 
different issues. As security issue, the third person 
gains unauthorized access to the information 
of protected resources and the privacy issues 
is someone can gain access to confidential 
information by simply watching you what you type 
your password. But both types of breaches are 
often intertwined on social networks, especially 
since anyone who breaches network and opens 
the door to easy access to private information 

belonging to any user. The reason behind Social 
network security and privacy lapses exist because 
of the amounts of information the sites process 
each and every day that end up making it much 
easier to exploit a single flaw in the system. 
Features that invite user participation - messages, 
invitations, photos, open platform applications, 
etc., are often the avenues used to gain access to 
private information.

Take advantage 
of the privacy 
settings available in 
social networking 
sites

4
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Social networks are fun to use, helpful for job 
hunting, and great for keeping in touch with 
friends, business contacts and relatives

Risks in
Social Networking Sites

Social Networking 
Risks and Challenges
Social networking has become 
most popular activity in today’s 
Internet world, with billions 
of people across the world are 
using this media to meet old 
friends, making new friends, to 
collect and share information, 
social networking while being 
a popular media has several 
disadvantages associated with 
it. These sites can be trapped 
by scammers or hackers leading 
to loss of confidentiality and 
identity theft, of the users. Social 
Networking sites are becoming 
very popular especially among 
the growing kids. These sites 
expose the kids to various risks 
like online bullying, disclosure 
of personal information, cyber-
stalking, access to inappropriate 
content, online grooming, child 
abuse, etc. In addition there 
are many more risks like fake 
profiles with false information, 
malicious application, spam, 
and fake links which leads to 
phishing attacks etc.,

Illegal content:
In General, anybody who access 
social networking or media sites 
may not deliberately seek out 
inappropriate content and may 
inadvertently access content 
while undertaking online access 
or searches or they may seek it 
out or be referred content by 
others. 

The content may include 
sexually explicit messages, 
images, sexual abuse, violence, 
criminal activity or accidents, 
video clips, extreme political 
views, potentially used in the 
radicalization of vulnerable 
members of the community, 
based on race, religion, sexual 
preference or other social/
cultural factors. They may also 
exposes to online advertising 
which promotes adult content. 

The illegal content on the sites  
like, images of child abuse 
and unlawful hate speech, 
pornography or sexual content, 
violence, or other content with 
adult themes which may be 
inappropriate for young people 
may be displayed. They might 
also discover content through 
their smart phones that may 
be blocked by home and school 
internet filters.

Always 
check the 
authenticity 
of the 
person 
before you 
accept a 
request
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Spam
As we all know that spam is usually unwanted 
e-mail advertising about a product sent to list of 
e-mails or group of e-mail addresses. Similarly 
spammers are sending the unwanted mails 
or messages to the billions of users of social 
networking sites which are free to gather the 
personal information of the unsuspecting users.

Malicious links: 
User-submitted comments can include malicious 
links that will inappropriately harm, mislead, 
or otherwise damage a user or computer. These 
links are most commonly found on video enter-
tainment sites, such as Youtube. What happens 
when you click on malicious links can range from 
downloading malware  to your device, to direct-
ing you to sites designed to steal your personal 
information, to drawing unaware users into par-
ticipating in concealed advertising campaigns.  

Social spam is unwanted spam content 
appearing on social networks and any 
website with user-generated content 
(comments, chat, etc.). It can be manifested in 
many ways, including bulk messages, insults, 
hate speech, malicious links, fraudulent 
reviews, fake friends, and personally 
identifiable information. Bulk messages in 
social networking sites are a set of comments 
repeated multiple times with the same or 
very similar text. These messages, also called 
as spam-bombs, can come in the form of one 
spammer sending out duplicate messages to 
a group of people in a short period of time, or 
many active spam accounts simultaneously 
posting duplicate messages. 

Malware can be very dangerous to the user, 
and can manifest in several forms: virus, 
worm,  spyware, Trojan Horse, or adware. 
Malicious application might come through 
different application while using or installing 
software’s. Similarly, the clicking on the social 
networking application starts the application 
installation process or link to view the video, 
etc. In order to fulfill its intended operation 
the application requests for some elevated 
privileges from the user like access to my 
basic information, update on my wall, post on 
my wall, etc 

Abusive, vulgar, or 
irreverent language: 
User-submitted comments that 
contain swear words or slurs 
are classified as profanity or 
abusive or vulgar or irrelevant 
language. Common techniques 
include “cloaking” works by 
using symbols and numbers 
in place of letters. These bad 
words are still recognizable by 
the human eye, though are often 
missed by website monitors due 
to the misspelling. 

Insults:
User -submitted insults are 
comments that contain mildly 
or strongly insulting language 
against a specific person or 
persons. These comments 
range from mild name calling 
to severe bullying. Online 
bullies often use insults in their 
interactions, referred to as 
cyber bullying. Hiding behind a 
screen name allows users to say 
mean, insulting comments with 
anonymity; these bullies rarely 
take responsibility for their 
comments and actions.

Threats:
User-submitted threats of 
violence are comments that 
contain mild or strong threats 
of physical violence against a 
person or group.  It may also 
quickly turn into a stream of 
racism  and provoke to  insulting 
comments, and threats against 
others. This is a more serious 
example of social spam.

Hate speech:
User-submitted hate speech is a 
comment that contains strongly 
offensive content directed 
against people of a specific race, 
gender, sexual orientation, etc. 

Think 
before
you post
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Phishing:
Phishing attack is creation of fake 
site just similar to original site. 
Similarly these days even social 
network phishing has come in dif-
ferent flavors just like phishing at-
tacks on banks and popular trad-
ing websites. Social networking 
phishing has come up with fake 
mails and messages like offering 
some specialized themes, updating 
the profile, updating the security 
application/features etc. In order 
to see the updates the user needs 
to follow a link and log in, through 
which the credentials are taken 
by the attacker. The linked page is 
a fake copy of the original login 
page, focused on stealing user ac-
count credentials

Click jacking: 
Generally, click jacking is a mali-
cious technique of tricking Web 
users like phishing into revealing 
confidential information or taking 
control of their computer while 
clicking on seemingly innocuous 
Web pages. Vulnerability across a 
variety of browsers and platforms, 
a click jacking takes the form of 
embedded code or script that can 
run without the user’s knowledge. 
The same is followed in the social 
networking domain. The objective 
behind such an attack is that us-
ers can be tricked into clicking in 
the links, icons, buttons etc, which 
could trigger running of process-
es at the background without the 
knowledge of the user

Conduct:
This relates to how people behave 
online, this may include bullying 
or victimization (behaviors such as 
spreading rumors, excluding peers 
from one’s social group, and with-
drawing friendship or acceptance) 
and potentially risky behaviors 
(which may include for example, 
divulging personal information, 
posting sexually provocative pho-
tographs, lying about real age or 
arranging to meet face-to-face with 
people whome the previously met 
online) Networking sites are third 
party application program inter-
face (API) which allows for easy 
theft of private information and it 
gives developers access to more in-
formation like addresses, pictures 
than needed to test the applica-
tions.

Malicious 
applications may 
come  in many 
ways... 
never allow them

Fraudulent Reviews: 
Reviews of a product or service 
or movie or story from users 
that never actually used/viewed 
it. These are often solicited by 
the proprietor of the product 
or service, who contracts out 
positive reviews, “reviews-
for-hire”. Some companies 
are attempting to tackle this 
problem by warning users that 
not all reviews are genuine 

Fake Friends: 
Fake friends occur when several 
fake accounts connect or become 
“friends”. These users or spam 
boats often try to gain credibility 
by following verified accounts, 
such as those of popular 
celebrities and public figures. If 
that account owner follows the 
spammer back, it legitimizes the 
spam account, enabling it to do 
more damage. 

Personally identifiable 
information: 
User-submitted comments that 
inappropriately display full 
names, physical addresses, email 
addresses, phone numbers, 
or credit card numbers are 
considered leaks of  personally 
identifiable information. 
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•	 Don’t	give	or	post	any	personal	information	like	your	name,	address	of	the	school	/	home,	
phone	numbers,	age,	sex,	credit	card	details
•	 The information which was posted by you online can be seen by everyone who is online because 

internet is the world’s biggest information exchange tool. Many people who are having access 
to	 the	 site	which	 you	are	 using	 can	access	 your	 profile	 and	get	 all	 the	 information	what	 you	
have	posted.	The	persons	who	is	having	access	to	your	profile	may	include	good	persons	like	your	
friends,	parents,	teachers	and	also	bad	persons	like	strangers/hackers.

•	 Be	aware	that	the	information	you	give	in	the	sites	could	also	put	you	at	risk	of	victimization
•	 Never give out your password to anyone other than to your parent or guardian
•	 Change	your	password	frequently,	and	avoid	clicking	links	that	purport	to	send	you	back	to	the	

social	network	site.	Instead,	type	the	site’s	address	directly	into	your	browser	(or	follow	a	book-
mark	you’ve	previously	saved)	to	get	back	to	your	account

•	 When	you	are	choosing	a	Social	Networking	site,	privacy	issues	should	be	considered
•	 While	accepting	the	friends	on	Social	Networking	sites,	be	selective.	Only	add	people	as	friends	to	

your	site	if	you	know	them	in	real	life
•	 Never	meet	in	person	with	anyone	whom	you	met	on	Social	Networking	site	because	some	of	the	

people may not be who they say they are online.
•	 Take	your	parents’	permission	if	you	want	to	meet	the	person	whom	you	met	in	the	networking	

site
•	 Most	of	the	Social	Networking	web	sites	enable	users	to	set	privacy	controls	for	who	has	the	abil-

ity to view the information. So try to use such facilities
•	 Do not post anything which may harm your family credibility
•	 Never	post	photographs,	videos	and	any	other	sensitive	information	to	unknown	persons	in	Social	

network	sites
•	 If	you	think	that	your	social	networking	account	details	have	been	compromised	or	stolen,	report	

your	suspicions	to	the	networking	site	support	team	immediately.
•	 Never	respond	to	harassing	or	rude	comments	which	are	posted	on	your	profile.
•	 Delete any unwanted messages or friends who continuously leave inappropriate comments and 

immediately	report	those	comments	to	the	networking	site	support	team.
•	 Do	not	post	your	friends	information	in	networking	sites,	which	may	possibly	put	them	at	risk.	

Protect your friends by not posting the group photos, school names, locations, ages, sex…etc
•	 Avoid	posting	the	plans	and	activities	which	you	are	going	to	do	in	networking	sites
•	 Check	the	privacy	settings	of	the	Social	Networking	sites	and	set	the	settings	in	such	a	way	that	

the people can only be added as your friend if you approve them also set the settings in such a way 
that	the	people	can	only	view	your	profile	if	you	have	approved	them	as	a	friend.

Guidelines for Social networking:

Be aware  
Be SecureD
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of children of 8-17 years have an online profile

active 
mobile social 

users are 
added 

per day

2.206 
Billion

1.925 
Billion

1 
Million

active 
users  in  
social
media

users 
utilise 
their 

mobiles 
for Social 

Media 
platforms

365 
Million

active mobile 
social users 
have been 
added in
one year

1/2 
Million
new users 
added in 
facebook, 
and 6 new 

profiles every 
second

51%

63%

59%

36%

43%

of 8 to 17-year-olds use social networks to make new 
friends

of 8 to 17-year-olds with a profile use Bebo

of parents say they set no rules for their children’s use 
of social networks

of children say their parents set no rules for use of social 
networks

http://www.socialmediatoday.com/social-networks/kadie-regan/2015-08-10/10-amazing-social-media-
growth-stats-2015
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Tools

MailWasher
Free Spam Blocker
MailWasher is the ultimate free spam blocker. Not only is MailWash-
er very simple to use, it quickly sorts your spam email from your 
good email so you get only the email you want.

One of the benefits of MailWasher is it lets you view all your email 
on the server before it gets to your computer. This ensures you don’t 
get spam, viruses and other harmful emails on to your computer, 
instead they are deleted off the server so you can download only the 
good remaining email. 

Some of the notable features of 
MailWasher are listed below:

• Delete unwanted e-mails before you download 
to your computer. You’ll be able to see who the 
email is from, the subject, and the attachment. 
This will enable you to decide if you want to 
delete the email or keep it. A great way to stop 
viruses, large attachments or to just delete 
unnecessary emails from getting to your 
computer.

• Preview. Easily preview the message in your 
email to see what the sender has to say before 
downloading it to your computer. This ensures 
you won’t download any nasty emails to your 
computer. Additionally, spam is marked in a 
red color, and your good email is marked as a 
green color for quick analysis.

• Anti spam tools. Comprehensive anti spam 
tools ranging from your personal friends list 
and blacklist, customizable filters, external 
blacklists, bayesian spam filtering which 
quickly learns to distinguish your spam and 
good email and email virus filtering.
• Friends List. Add your friends email 

addresses to MailWasher and they will 
always be recognised. You can even hide 
your friends from the screen so the spam is 
easy to recognise.

• Bounce back unwanted e-mails so it looks 
as if your email address is not valid. This will 

make the sender think your address is no 
longer active so your name can be removed 
from their list. This unique feature is great 
for privacy and it couldn’t be simpler!

• Filtering. Effective filtering to automatically 
spot spam, plus it uses a customisable list of 
blacklisted e-mail senders and/or regular 
expressions to filter out potential spammer 
addresses and messages.

• Bayesian spam filtering. This clever type 
of spam filtering learns which of your email 
is spam and which is not very quickly and 
accurately.

• Recycle bin. If you accidentally delete an 
email, you can restore it back to your email 
account.
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MailWasher is so simple to use, just leave it run-
ning and ‘wash’ your mail when you want to.

MailWasher comes in two versions, a free version 
and a pro version. The two programs are identical 
except the pro version has some extra goodies:

• The free version limits you to using 1 email 
account, where as the pro version lets you use 
unlimited email accounts.

• The pro version lets you auto delete spam, the 

free version does not let you.
• The pro version uses a real time spam block-

ing service called FirstAlert! which helps block 
known spam and trains MailWasher’s spam fil-
ters.

• The pro version includes 7 day a week email 
support, and 5 day a week phone support

• All future updates are free with the pro version
• The pro vesion does not have the advertising 

banner. 

http://www.mailwasher.net/free-spam-blocker

 SpoofGuard is a tool to help prevent a form of malicious attack called “web spoofing” or “phish-
ing.”  Phishing attacks usually involve deceptive e-mail that appears to come from a popular 
commercial site. The email explains that the recipient has an account problem, or some other 
reason to visit the commercial site and log in. However, the link in the email sends the user to 
a malicious “spoof” site that collects user information such as account names, passwords, and 
credit card numbers. Once your user information is collected by a “spoof:” site, criminals may 
log into your account or cause other damage.

SpoofGuard is a browser plug in that is compatible with Microsoft Internet Explore. SpoofGuard 
places a traffic light in your browser toolbar that turns from green to yellow to red as you navi-
gate to a spoof site. If you try to enter sensitive information into a form from a spoof site, Spoof-
Guard will save your data and warn you. SpoofGuard warnings occur when alarm indicators 
reach a level that depends on parameters that are set by the user.

 The toolbar
The SpoofGuard Toolbar has three 
buttons.  The first, the Settings Button, 
brings up the Settings dialog.  The 
second, the Status Button, displays the 
current domain (in case it is otherwise 
obscured) and a brief representation 
of the status (as a green, yellow or red 
light). The Status Button brings up a 
status message when pressed.  The third, the Reset Button, removes all data collected by SpoofGuard 
(image hashes and password hashes), but  will not clear the user’s Internet Explorer History.

https://crypto.stanford.edu/SpoofGuard/



News

In Social Networking always check the authenticity of the person before you accept a request

Think twice before posting pictures of you, or your family members, or your friends on the Internet

Report abuse like spam, harassment, stalking etc., to the concerned authorities.

http://epaper.deccanchronicle.com/articledetailpage.aspx?id=3671890

Congratulates 
Mrs. Swathi Prabhu and Ms. Janani for their 
bold step to complain about the Internet Fraud
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http://epaper.deccanchronicle.com/articledetailpage.aspx?id=3686418

http://epaper.deccanchronicle.com/articledetailpage.aspx?id=3678411

Congratulates 
Mrs. Swathi Prabhu and Ms. Janani for their 
bold step to complain about the Internet Fraud
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NEWS

http://www.tribuneindia.com/news/trends/fb-hole-threatens-data-securi-
ty/136834.html

http://www.tribuneindia.com/news/trends/jailbreak-is-living-dangerous-
ly/136835.html
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ALERTS

http://cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=-
CIVN-2015-0220

http://cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=-
CIVN-2015-0221
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Centre for Development of Advanced Computing (C-DAC), a Scientific Society of Department of Electronics and 
Information Technology, Ministry of Communications & Information Technology, Government of India, is primarily 
an R&D institution involved in design, development and deployment of Advanced Electronics and Information 
Technology Solutions, including the celebrated PARAM series of Supercomputers. The C-DAC, Hyderabad is 
working in R&D with a focus on system level programming, web technologies and embedded programming in the 
application domains of Network Security, e-learning, Ubiquitous Computing, India Development Gateway (www.

indg.in), Supply Chain Management and Wireless Sensor Networks.

Department of Electronics & Information Technology,
Ministry of Comunications &  Information Technology,
Government of India

For more details visit
www.infosecawareness.in

Follow us on facebook
https://www.facebook.com/infosecawarenesss

For any queries on Information Security
Call us on Tool Free No.

between 10 A M to 6 P M
or give us a missed call, we will call 

back within 24 hrs

1800 425 6235

To share tips / latest news mail us to
pmu-isea@cdac.in
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