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It gives me great pleasure to inform you that the ISEA 
Project initiated by MeitY is doing extremely well 
keeping the objectives like capacity building in the area 
of information security, Govt. official training, creating 
awareness to different groups of internet users .

Today internet has become an integral member of the 
family. Everyone old or young are using internet to get 
information, shop online and for entertainment. The 
exponential growth of internet users has also opened the 
threat door and creating awareness on cyber security is 
the only way to safe guard everyone. “Prevention is better 
than cure”.

The topic “Ransomware” is the latest and several attacks 
on critical data infrastructure were reported in India. The 
content covered and the tools provides you an insight of 
Ransomware, types of ransomware and tips to safe guard 
yourselves. Please visit www.infosecawareness.in for the 
more information on information/cyber security.
Happy Reading…. Share and save others also

“let us together create a Cyber 
Aware Society”

Newsletter
 Nov-Dec 2016 
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Crossword

Down
1.   Is a Trojan horse that allows an attacker to log in as any user on the compromised computer without the correct password.
2.   The ________________ worm is released, spreading through Microsoft systems via e-mail and unprotected network shares.
3.   ________is a type of malware that prevents or limits users from accessing their system, either by locking the system’s screen or by locking 

the  users’ files 
5.  _____________ is a ransomware malware  delivered by email (that was allegedly an invoice requiring payment) with an attached Microsoft 

Word document that contains malicious macros. 
7.  ___________specimen were LEAST likely to have been used for sending spam emails?
9.  _____________is a Trojan that targets Microsoft Windows to steal banking information by keystroke logging.

Across
4.     _____________is a term applied to unwanted applications or files that are not classified as malware, but can worsen the performance of 

computers and may cause security risks
6.     What is the name of the viruses that fool a user into downloading and/or executing them by pretending to be useful applications?
8.     _____________ propagated via infected email attachments, and via an existing botnet; when activated, the malware encrypts certain types of 

files stored on local and mounted network
10.  What is the name of first computer virus?

1. What is ransomware based on?
       A) Fear of hackers    B) Fear of losing important files
 
2. What process does a ransomware hacker perform on a user’s system?
       A) Encrypting important files    B) Moving operating system data
 
3. How does a Le-Hard virus come into existence? 
       A) FRIDAY 13                         B) Command.Com
 
4.    A __________is malicious code that combines characteristics of both those types of malware, typically featuring the 

virus ability to alter program code with the worm’s ability to reside in live memory and to propagate without any 
action on the part of the user.

       A) hybrid virus/worm                                   B) Trojan-Skelky 

5. _____________________ major ransomware Trojan targeting Windows in 2014    
       A) Cryptowall                                  B) Cryptolocker              

InfoSec Quiz



Ransomware is a growing trend in malware that not only prevents access to the operating system and/or files, 
but also swindles victims of money. Ransomware is not limited to making the lives of private citizens difficult, 
and it does not discriminate between government entities, nonprofit organizations, or private citizens. Anyone 
with a computer is a target. Getting rid of malware is not an easy task and some users and organizations who 
are desperate to regain access to their data may pay the ransom to avoid the hassle of trying to disinfect their 
systems or worse potentially lose access to their data forever.

What does it look like and how does it work?

Ransomware typically propagates as a Trojan, entering a system 
through a downloaded file or vulnerability in a network service 
or when accessing compromised websites. The program then 
runs a payload, which typically takes the form of a “scareware” 
program. Payloads may display a fake warning purportedly by 
an entity such as a law enforcement agency, falsely claiming that the system has been used for illegal activities, 
contains content such as pornography and “pirated” media or runs a non-genuine version of Operating System.

There are different types of ransomware. However, all of them will prevent you from using PC normally, and it 
will ask you to do something before you can use your PC.

These Ransomware can:
• Prevent you from accessing the operating system services;
• Encrypt files and deny the access and
• Stop certain applications from running (like your web browser).

Ransomware demands like paying the money or complete the survey to get access to your PC or files. We have 
seen the following:

Often the ransomware will claim that you have done something illegal with your PC, and that you are being 
fined by a police force or Government agency.

Ransomware
Ransomware is a type of malware that restricts access to the computer system, 
and demands the user to pay a ransom to the malware operators to remove the 
restriction. 

Some forms of ransomware systematically encrypt files on the system’s harddrive, 
which become difficult or impossible to decrypt without paying the ransom for 
the decryption key, while some may simply lock the system and display message 
for the user to pay for unlocking the system for usage.

Ransomware typically propagates as a Trojan, whose payload is disguised as a 
seemingly legitimate file.
E-mail is the most common delivery mechanism for ransomware, Users fall prey 
to phishing email or clicking a malicious web link.

ISEA,Supported by MeitY,Government of India



Crowti (also known as Cryptowall), and FakeBSOD are currently the two most prevalent ransomware 
families. These two families were detected on more than 850,000 PCs running Microsoft security software 
between June and November 2015.

Crowti is being distributed via spam campaigns with email attachments designed to entice the receiver to 
open these. The following attachment names are frequently used:
• VOICE<random numbers>.scr
• IncomingFax<random numbers>.exe
• fax<random numbers>.scr/exe
• fax-id<random numbers>.exe/scr
• info_<random numbers>.pdf.exe
• document-<random numbers>.scr/exe
• Complaint_IRS_id-<random numbers>.scr/exe
• Invoice<random numbers>.scr/exe

The attachment usually contains a zip archive. Opening and running this file will launch the malware. An 
example of spam email messages is shown below:

The research trends shows that 
Win32/Crowti is also distributed 
via exploits kits such as Nuclear, 
RIG, and RedKit V2. These kits can 
deliver different exploits, including 
those that exploit Java and Flash 
vulnerabilities. Some of the exploits 
used to distribute Crowti are:
• CVE -2014-0556
• CVE-2014-0515
• CVE-2012-0507
In the past, Win32/Crowti being 
installed by other malware, such as 
Upatre, Zbot, and Zemot.

These claims are false. It is a 
“scare tactic “ designed to make 
you pay the money without 
telling anyone, who might be 
able to restore your PC. There is 
no guarantee that paying the fine 
or doing what the ransomware 
tells will get back to your data/
Restore your PC back to the 
normal state.

1. Crowti’s primary payload 
is to encrypt the files on your 
PC. It usually brands itself with 
the name CryptoDefense or 
CryptoWall

Concept
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CryptoLocker

Encrypting ransomware reappeared in 
September 2013 with a Trojan known as 
CryptoLocker, which generated a 2048-
bit RSA key pair—uploaded in turn to 
a command-and-control server, and 
used to encrypt files using a white list 
of specific file extensions. The malware 
threatened to delete the private key if a 
payment of BitCoin or a pre-paid cash 
voucher was not made within 3 days 
of the infection. Due to the extremely 
large key size it uses, analysts and 
those affected by the Trojan considered 
Crypto Locker extremely difficult to 
repair.Even after the deadline passed, 
the private key could still be obtained 
using an online tool, but the price would 
increase to 10 times.

CryptoLocker hijacks users’ documents and asks them to pay a ransom (with a time limit to send the 
payment).
CryptoLocker uses social engineering techniques to trick the user into running it. More specifically, the 
victim receives an email with a password-protected ZIP file purporting to be from a logistics company.

The Trojan gets run when the user opens the attached ZIP file, by entering the password included in the 
message, and attempts to open the PDF it contains. CryptoLocker takes advantage of Windows’ default 
behavior of hiding the extension from file names to disguise the real .EXE extension of the malicious file.

Concept
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Brief Note by Mr.Sitaram Chamarty – TCS India.

Historically, the reaction of many people to the warnings about hacking has been that “I have nothing on my computer 
that they can misuse”, by which they mean nothing of financial or similar importance.  The attacker also needs to 
figure out how to monetise once he had cracked a machine. Even if he had found credit card information, monetizing 
it was never a straightforward thing.

Ransom ware turns those economic imperatives on their heads.  The attacker is not going after something that 
HE would like to gain, but something YOU would not like to lose.  More people are becoming victims and simply 
reformatting and reinstalling, or even just ignoring the problem many not be helpful sometimes.
Another reason for the success of ransomware, is that the money flow has changed drastically, both in direction and 
magnitude.  Now the money flows in, direct from the victim.  No middle men, like pesky credit card companies with 
their pesky anti-fraud systems, ATMs with daily limits. The money is untraceable fight from the start using Bitcoins.

Some types of ransomware not only raise the ransom demand but also delete files as time goes [1].  Worse still, there 
are some [2][3] that simply delete files anyway, even if you pay.
[1]: http://www.theregister.co.uk/2016/04/20/jigsaw_ransomware/
[2]: http://www.theregister.co.uk/2016/07/12/file_deleting_ransomware_scam/
[3]:http://www.theregister co.uk/2016/08/10/hitler_ransomware/



Guess The Tip

As soon as the victim runs it, the Trojan becomes memory resident in the computer and takes the following 
actions:

• Saves itself to a folder in the user’s profile (AppData, LocalAppData)
• Adds a key to the registry to make sure it runs every time the computer starts up.
• creates two processes of itself, One is the main process, whereas the other aims to protect the 

main process against termination.

How to avoid CryptoLocker

This malware spreads via email by using social engineering techniques and we need to following  guidelines

• Being particularly aware of emails from senders you don’t know, especially those with attached files.

• Disabling hidden file extensions in Windows will also help recognize this type of attack.

• Always have a backup of critical data on different media. This will help mitigate the damage caused not 
only by malware infections, but hardware problems or any other incidents as well.

• If your system is infected and don’t have a backup copy of your files, our recommendation is not to 
pay the ransom. This option is NEVER a good solution, as it turns the malware into a highly profitable 
business model and will contribute to the flourishing of this type of attack.

CryptoLocker.F and TorrentLocker

Things had quit down on the BitCoin Ransonmware front when law enforcement agencies managed to 
remove the cancer known as CryptoLocker from the Internet. However, that piece of mind did not last all 
that long, as two new types start appearing by the end of September 2014.

The ransomware spread itself, malicious emails containing a specific website link were to be blamed for 
this problem. Keeping in mind how the emails made mention of a failed parcel delivery, most people simply 
clicked the link to check what this was all about. A big mistake on their end, as thousands of computers 
got infected with CryptoLockerF, a wave of ransomware trojans surfaced those first targeted users in 
Australia, under the names CryptoWall and CryptoLocker (which is, as with CryptoLocker 2.0, unrelated to 

Guess the Tip which best suits 
the cartoon by logging into

Win Prizes
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Concept
the original CryptoLocker). The Trojans spread via fraudulent e-mails claiming to be failed parcel delivery 
notices from Australia Post; to evade detection by automatic e-mail scanners that follow all links on a page 
to scan for malware, this variant was designed to require users to visit a web page and enter a CAPTCHA 
code before the payload is actually downloaded, preventing such automated processes from being able to 
scan the payload. Several variants were made to target several countires. 
While CryptoLocker F was infecting computers left, right, and centre by spreading these fake Australian 
Post emails, TorrentLocker was doing its own thing. However, this type of ransomware had one major 
issue, as it was far less advanced than most people would have assumed. In fact, the developers of 
TorrentLocker had become quite complacent. By using the same keystream for every computer infected 
with TorrentLocker, encryption of the files was rather easy to overcome. Granted, several people still fell 
victim to the TorrentLocker threat and paid the ransom, but security researchers established a free solution 
that could be used regardless of being infected or not.

Prevention

Backup copies
The best way to guarantee the safety of critical data is to have a consistent backup schedule. Backup should 
be performed regularly and, moreover, copies need to be created on a storage device that is accessible 
recovery process (e.g., a removable storage device that is disconnected immediately after backup). Failure 
to follow these recommendations will result in the backed-up files being attacked and deleted or encrypted 
by the ransomware in the same way as the original files.

Antimalware solution
Even with a regular backup schedule the most recent files might be left unprotected and could be lost to a 
ransomware attack. An antimalware solution with up-to-date databases and activated components is not 
only essential to ensure data safety, but also protects the system against other kinds of cyber threats.

Internet safety awareness

Modern malware is often propagated by means of social engineering so it is crucial to be aware of the most 
commonly used tricks, such as fake email notifications from various well-known services and organizations. 
These counterfeit email messages commonly contain malware and they are often hard to distinguish from 
legitimate communications. That is why users should pay attention to every detail, remain constantly alert 
and only open attachments from trusted sources to guard against the risk of infection.

Protect Your Computer from Ransomware

• Make sure you have updated antivirus software on your computer.
• Enable automated patches for your operating system and web browser.
• Have strong passwords, and don’t use the same passwords for everything.
• Use a pop-up blocker.
• Only download software—especially free software—from sites you know and trust (malware can also 

come in downloadable games, file-sharing programs and customized toolbars).
• Don’t open attachments in unsolicited e-mails, even if they come from people in your contact list, and 

never click on a URL contained in an unsolicited e-mail, even if you think it looks safe. Instead, close out 
the e-mail and go to the organization’s website directly.

• Use the same precautions on your mobile phone as you would on your computer when using the 
Internet.

• To prevent the loss of essential files due to a ransomware infection, it’s recommended that individuals 
and businesses always conduct regular system back-ups and store the backed-up data offline.
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Software Affected
• Linux Kernel 4.6 and prior

Overview
A vulnerability has been reported in the Linux kernel which 
could allow a remote attacker to conduct a data injection 
attack or cause a denial of service (DoS) condition on a 
targeted system.

Description
The vulnerability exists in the net/ipv4/tcp_input.c  in  linux
kernel due to the improper determination of the rate of
challenge ACK responses by the global rate limit feature of
affected software which could allow  a remote attacker to
hijack TCP sessions via a blind in-window attack. 

A successful exploitation could allow a remote attacker to
perform data injection attacks or terminate an established

TCP session between two systems, leading to denial of service
( DoS) condition. 

Solution
Apply appropriate patches as mentioned in 
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/com
mit/?id=75ff39ccc1bd5d3c455b6822ab09e533c551f758

Vendor Information
Kernel.org
http://www.kernel.org/

References
Redhat 
https://bugzilla.redhat.com/show_bug.cgi?id=1354708

CVE Name
CVE-2016-5696

CERT-In Vulnerability Note CIVN-2016-0214
Linux Kernel TCP Stack Network Hijack Vulnerability

Systems Affected
• Wireshark versions 2.0.4 and prior to 2.0.0
• Wireshark versions 1.12.12 and prior to 1.12.0

Overview
Multiple vulnerabilities have been reported in Wireshark which could 
allow an unauthenticated, remote attacker to cause denial of service 
conditions on the targeted system.

Description
Multiple vulnerabilities have been reported in CORBA IDL dissector, 
PacketBB, WSP, RLC, LDSS dissector, RLC dissector, OpenFlow, MMSE, 
WAP, WBXML, and WBXML components of Wireshark due improper 
validation of the user-supplied input packets. An unauthenticated, 
remote attacker could exploit these vulnerabilities by executing a 
specially crafted packet on the targeted system or by enticing the user 
to open a specially crafted file containing the malicious software. 

Successful exploitation of these vulnerabilities could cause the target 
dissector to enter into infinite function loop iterations or cause the 
system to crash resulting in denial of service conditions. 

Solution
• Upgrade to the following versions:
 Wireshark 1.12.13
 Wireshark 2.0.5 

Vendor Information
Wireshark
https://www.wireshark.org/security/wnpa-sec-2016-39.html
https://www.wireshark.org/security/wnpa-sec-2016-40.html
https://www.wireshark.org/security/wnpa-sec-2016-41.html
https://www.wireshark.org/security/wnpa-sec-2016-42.html
https://www.wireshark.org/security/wnpa-sec-2016-43.html
https://www.wireshark.org/security/wnpa-sec-2016-44.html

https://www.wireshark.org/security/wnpa-sec-2016-45.html
https://www.wireshark.org/security/wnpa-sec-2016-46.html
https://www.wireshark.org/security/wnpa-sec-2016-47.html
https://www.wireshark.org/security/wnpa-sec-2016-48.html
https://www.wireshark.org/security/wnpa-sec-2016-49.html

References
Wireshark
https://www.wireshark.org/security/wnpa-sec-2016-39.html
https://www.wireshark.org/security/wnpa-sec-2016-40.html
https://www.wireshark.org/security/wnpa-sec-2016-41.html
https://www.wireshark.org/security/wnpa-sec-2016-42.html
https://www.wireshark.org/security/wnpa-sec-2016-43.html
https://www.wireshark.org/security/wnpa-sec-2016-44.html
https://www.wireshark.org/security/wnpa-sec-2016-45.html
https://www.wireshark.org/security/wnpa-sec-2016-46.html
https://www.wireshark.org/security/wnpa-sec-2016-47.html
https://www.wireshark.org/security/wnpa-sec-2016-48.html
https://www.wireshark.org/security/wnpa-sec-2016-49.html

Cisco
http://tools.cisco.com/security/center/viewAlert.x?alertId=48403
Openwall
http://www.openwall.com/lists/oss-security/2016/08/01/4

CVE Name
CVE-2016-6503
CVE-2016-6504
CVE-2016-6505
CVE-2016-6506
CVE-2016-6507
CVE-2016-6508
CVE-2016-6509
CVE-2016-6510
CVE-2016-6511
CVE-2016-6512
CVE-2016-6513

CERT-In Vulnerability Note CIVN-2016-0216
Multiple Vulnerabilities in Wireshark

Alerts

www.cert-in.org.in



USB Pratirodh is a software solution which controls unauthorized usage of portable USB
mass storage devices like pen drive, external hard drives, cell phones, IPods, camera. USB
mass storage devices are registered and binded to users. Only authorized users can access
the registered devices. Solution also supports Data Encryption of USB device content, Auto
run protection, Malware Detection using heuristic analysis and Configurable read / write
privilege protection. This works for Windows operating systems
 
Features List:
 
• USB mass storage device control
• User authentication
• Data Encryption on USB devices
• Malware detection
• Blocks Autorun.inf malware
• Password protected uninstaller
• Configurable read/write privilege protection
• Logging

USB Pratirodh

Tools

http://www.cdac.in/index.aspx?id=dl_free_eps_solutions

M-Kavach is a comprehensive mobile device security solution for Android devices 
addressing threats related to mobile phones. It can be customized for the needs of
various user groups and addresses threats related to malware that steal personal data
& credentials, misuse of resources viz WiFi, Bluetooth, Camera and Mobile Data, lost
or stolen mobile device,  SMS Filter and unwanted/unsolicited incoming calls.

The web based enterprise variant consists of device management features
viz lock & wipe, factory reset and backup & restore. In personal edition
also, users can remotely manage their mobile devices using SMS
 
Features 
• Protects the critical information stored on mobile device
• Prevents the usage of mobile device by unauthorized personnel by changing the SIM
• Allows easy backup & restore of data
• Enables to have remote control on the device such as remote lock & wipe
• Protects access to resources like Bluetooth, WiFi, Camera and Mobile Data
• Blocks unwanted Calls/SMS
• Application Securelisting
• Secure Browsing 
• Web based interface for managing mobile devices 
• Three variants to cater the needs of Personal, Enterprise and Critical User Groups

Mobile Device Security Solution (M-Kavach) by C-DAC

ISEA,Supported by MeitY,Government of India



Tools

 Some of the screenshots of M-Kavach software are shown below

 Google Play Store :  https://play.google.com/store/apps/details?id=org.cdac.mkavachc 
 M-Gov App Store :  https://apps.mgov.gov.in/descp.do?appid=958 
 C-DAC Website : http://cdac.in/index.aspx?id=dl_free_eps_solutions

www.cert-in.org.in



News

Researchers crack open unusually advanced malware that 
hid for 5 years

ecurity experts have discovered 
a malware platform that’s so 
advanced in its design and 
execution that it could probably 
have been developed only with 
the active support of a nation-
state.

The malware—known alternatively as “ProjectSauron” by researchers from Kaspersky Lab 
and “Remsec” by their counterparts from Symantec—has been active since at least 2011 
and has been discovered on 30 or so targets. Its ability to operate undetected for five years 
is a testament to its creators, who clearly studied other state-sponsored hacking groups in 
an attempt to replicate their advances and avoid their mistakes. State-sponsored groups 
have been responsible for malware like the Stuxnet- or National Security Agency-linked 
Flame, Duqu, and Regin. 

http://arstechnica.com/security/2016/08/researchers-crack-open-unusually-advanced-malware-that-hid-for-5-years/

http://www.deccanchronicle.com/nation/crime/080816/hackers-break-into-emails-steal-cash-in-hyderabad.html

Hackers break into emails, steal cash in Hyderabad

Hackers are targeting the emails and smart phones of 
Hyderabad residents and looting money from them. Cyberabad 
cyber crime police has received many complaints from IT 
professionals recently after they lost money to hackers, who 
hacked their emails and pretended to be their relatives. 
Cyber crime police warn that crooks are also targeting smart 
phones and finding out the PIN and OTP of users.  

In one recent case registered at the cyber crime police station, an IT professional alleged that 
cyber criminals had hacked his brother’s account and extracted his bank account details by 
chatting with him using the hacked Gmail account.

ISEA,Supported by MeitY,Government of India
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Cisco confirms NSA-linked zeroday targeted its firewalls 
for years

Cisco Systems has confirmed 
that recently-leaked malware 
tied to the National Security 
Agency exploited a high-
severity vulnerability that had 
gone undetected for years in 
every supported version of the 
company’s Adaptive Security 
Appliance firewall.

The previously unknown flaw 
makes it possible for remote attackers who have already gained a foothold in a targeted 
network to gain full control over a firewall, Cisco warned in an advisory published Wednesday. 
The bug poses a significant risk because it allows attackers to monitor and control all data 
passing through a vulnerable network. 

http://arstechnica.com/security/2016/08/cisco-confirms-nsa-linked-zeroday-targeted-its-firewalls-for-years/

http://www.pcworld.com/article/3109313/security/alleged-nsa-data-dump-contain-hacking-tools-rarely-seen.html

Alleged NSA data dump contains powerful, rarely seen 
hacking tools

A stolen cache of files that may belong to the National Security Agency contains genuine 
hacking tools that not only work, but show a level of sophistication rarely seen, according 
to security researchers.
That includes malware that can infect a device’s firmware and persist, even if the operating 
system is reinstalled.  

“It’s terrifying because it demonstrates a serious level of expertise and technical ability,” said 
Brendan Dolan-Gavitt, an assistant professor at New York University’s school of engineering.

He’s been among the researchers going over the sample files from the cache, after an 
anonymous group called the Shadow Brokers posted them online. 



Workshops

Awareness Workshop at Govt mizo school, Mizoram
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Awareness Workshop for Champhai police

Awareness Workshop at KV School, Champhai



Workshops
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Awareness Workshop at Aizwal

Awareness Workshop for Govt Officials at Champhai

Awareness Workshop  at gandhi memorial scho ol, Champhai 



For any queries on Information Security
Call us on Tollfree No.

Between 10 AM to 6 PM
or give us a missed call,

We will call back within 24hrs

Centre for Development of Advanced Computing (C-DAC), a Scientific Society of Ministry of Electronics 
and Information Technology, Government of India, is primarily an R&D institution involved in design, 
development and deployment of Advanced Electronics and Information Technology Solutions, including 
the celebrated PARAM series of Supercomputers. The C-DAC, Hyderabad is working in R&D with a focus on 
system level programming, web technologies and embedded programming in the application domains of 
Network Security, e-learning, Ubiquitous Computing, India Development Gateway (www.indg.in), Supply 
Chain Management and Wireless Sensor Networks.

To Share Tips / Latest News, mail us to
isea@cdac.in

For more details visit

To conduct Infosec awareness workshop 
at your school, please register at 

“Request for Workshop in the website 
www.isea.gov.in 

https://www.facebook.com/
infosecawareness

https://www.youtube.com/c/
InformationSecurityEducationandAwareness

https://twitter.com/InfoSecAwa

Subscribe us on

Follow us on

Like us on

ISEA Whatsapp Number for 
Incident Reporting

+91 9490771800
Between 9.00 AM to 5.30 PM

1800 425 6235


