
WhatsApp Best 
Practices:  
Tips & Tricks 

Presenter
Presentation Notes
We want people to feel safe.  We don’t  want harassment or bullying or anything that puts people in danger.We also give individuals the tools to control  their experience. You choose exactly who sees what you send, and you have the ability to report any piece of content that you feel doesn’t belong on WhatsApp.  Here are ten simple steps for protecting yourself, family and your friends on WhatsApp.Now before we start I suggest you make sure you have the latest version of the app installed.Just go to your App store and check for updates.Amy of us turn off auto update and often forget to check so we do miss all the new features as they get released.



How to spot false 
news 
Together we can fight false 
information 



You can now see if a message 
is forwarded. 

#1 
Understand when a 

message is 
forwarded. 

Presenter
Presentation Notes
Double check the facts when you are not sure.Let’s take a look at how you can identify messages that have been forwarded.Remember  earlier we talked about trusting content if we can verify it. Not knowing the source is a good signal to make the effort to verify information. 





#2 
Question 

information that 
upsets you. 

 
If you read something that 
makes angry or afraid, ask 
whether it was shared to 

make you feel that way.  If the 
answer is yes then think twice 

before sharing it. 

Presenter
Presentation Notes
Question information that upsets you.Being upset increases our likelihood of reacting quickly maybe before thinking about the message.Why did the content creator send it?If you read something that makes angry or afraid, ask whether it was shared to make you feel that way.  If the answer is yes  think twice before sharing it.



#3 
Check information 

that seems 
unbelievable. 

Stories that are hard to believe 
are often untrue so check 

elsewhere to see if they are 
real. 

Presenter
Presentation Notes
Check information that seems unbelievable.Unbelievable information creates an emotional reaction and is meant to provoke you.Stories that are hard to believe are often untrue so check elsewhere to see if they are real.How many of you have received a message at some stage telling you that you have won  the lottery?If you got a message like this telling you all Fridays are now public holidays in India would you believe it?It would be a nice idea but we all know that’s not likely to happen.
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Many messages containing 
hoaxes or fake news have 

spelling mistakes. 

#4 
Look for messages 
that look different. 

Presenter
Presentation Notes
Look for these signs so you can check if information is accurate.Many messages containing hoaxes or fake news have spelling mistakes or grammatical mistakes



It is easier to believe photos 
and videos but even these can 

be edited to mislead you. 

#5 
Check photos, 

videos and audio 
messages carefully. 

Presenter
Presentation Notes
It is easier to believe photos and videos but even these can be edited to mislead you.Sometimes the photos, videos and audio files  are real and sometimes they are not.We tend to believe photos and videos more because we think what we see must be true. But nowadays people can edit both photos and videos Even if photos and videos are real, people often use old photos and videos and create a story around it that is not related to the images. Look at other news websites to see if they are sharing the same information. If they are not, then the images are most likely not true.



#6 
Look closely at a 

link before clicking 
it. 

It might look like the link to a 
well-known website but if there 

are spelling mistakes and 
unusually characters, it’s a sign 

something is wrong. 

Presenter
Presentation Notes
It might look like the link to a well-known website but if there are spelling mistakes and unusually characters, it’s a sign something is wrong.



#7 
Use other sources. 

Look at verified news sources 
only to see if the story is being 
reported elsewhere.  When a 
story is reported in multiple 
places, it more likely true. 

Presenter
Presentation Notes
Look at verified news sources to see if the story is being reported elsewhere.  When a story is reported in multiple places, it more likely true.



#8 
Be thoughtful about 

what you share. 

If you are not sure of the 
source or are concerned that 

the information may be untrue, 
think twice before sending. 

Presenter
Presentation Notes
The main point really is about being thoughtful about what you share.If you are not sure of the source or concerned that the information may be untrue, think twice before sending.And as we talked about earlier, how would the message make the receiver feel? Think about whether the person will believe the information because it is coming from you?Consider others.Treat others how you like to be treated.Have empathy.



Source: Placeholder text. 

#9 
Fake news often goes viral. 

Don’t pay attention to the number of times you receive a message. Just 
because a message is shared many times doesn’t make it true 

Presenter
Presentation Notes
We have all heard of terrible stories that have been shared and gone viral.Some are trueand some are totally fakeDon’t pay attention to the number of times you receive a message. Just because a message is shared many times doesn’t make it true.



Actions you 
can take 
when you’ve 
spotted a 
problem. 

Presenter
Presentation Notes
Ok so now we have talked about the basics  here are some easy tips to help you decide if something you’re sent on WhatsApp is true.Together We Can Fight False Information.To fight fake news, we all need to work together – technology companies, the government and community groups. If you see something that’s not true, make people aware and help stop the spread. 



You can control 
what you see. 

On WhatsApp you can block 
any number or leave any group 
you want.   Use these features 

to keep control of your 
WhatsApp experience. 

Presenter
Presentation Notes
You can control what you see.On WhatsApp you can block any number or leave any group you want.   Use these features to keep control of your WhatsApp experience.



Identify groups that 
are problematic and 
report them as spam 

Presenter
Presentation Notes
We encourage everyone to report problematic content so we all help to keep WhatsApp a safe space for us to communicate with one another.  When you receive a message from an unknown number for the first time, you'll have the option to report the number as spam directly inside the chat.Can anyone give me an example of spam they have recently received?Depending on what sort of phone you have you will find it under menu or settings then Contact Us.Please provide as much information as possible so the WhatsApp team can deal with if quickly. If you feel that you or someone else is in emotional or physical danger, please contact your local law enforcement authorities. They are better able to help in these cases.Just remember, Spam and hoax messages may or may not come from one of your contacts. These types of messages spread false information and are designed to deceive you and prompt you to act in a certain way. If a message looks suspicious or sounds too good to be true, don't tap on it, share it or forward it. We talked a little earlier about how to identify them.Do we remember the key things to look for?Misspellings or grammatical mistakesThey might also ask you to tap on a linkAsk you to share your personal information (like credit card and bank account numbers, birthdate, passwords, etc.)Ask you to forward the messageAsk you to click on a link to “activate” a new featureOr even ask you to pay to use WhatsApp - we will never ask you to pay to use WhatsApp and you do not have to do anything to use WhatsApp for free.



 
Block unwanted users 

Presenter
Presentation Notes
Now keep in mindThe very first time you get a message from someone outside of your address book it asks if you want to block or report spam.Sometimes this is a legitimate ne contact so check before blocking themHow many of you have been contacted by someone you done know or don’t want to be in contact with?Most of us have at time point.You can stop receiving messages, calls and status updates from certain contacts by blocking them.Simple go into your menu or settings and chose account and then privacy -  in there you will find the Block option where you can chose people or multiple people.Or if you don’t know the person, open the message and tap BLOCK. If you change your mind about blocking someone you can always unblock under your settings.



If a particular chat is 
too noisy, you can 
turn off notifications 

Presenter
Presentation Notes
So what does mute mean?Yip -  make something silent.   I am sure my mother wanted to mute me sometime when I was a young kidSo if you are part of a group you want to mute but not leave you can mute the group conversations – essentially turning off notifications when you receive a new message.The messages will still arrive but you won't be prompted to view them.



Leave groups 

Presenter
Presentation Notes
now Leave a GroupI don’t know about you but I have been added to groups don’t necessarily want to be a part of  so I have opted to leave the group.So you also can leave the group instantly.Either way it’s your choice whether you Mute or Leave



New features to 
help you. 

Presenter
Presentation Notes
Some of you are probably very familiar with the options we have just talked aboutLet’s now take a look at some brand new features to help you.These new features have all be  designed to give you further control over what you send and receive.



Group Description. 

A short description found under 
group info that allows you to set 

the purpose, guidelines, or 
topics for the group.  

When a new person joins a 
group, the description will show 

up at the top of the chat. 

Presenter
Presentation Notes
The first one is the Group Description.It’s simply a short description found under group info that allows you to set the purpose, guidelines, or topics for the group. When a new person joins a group, the description will show up at the top of the chat.Only the admin can write the description for the group.So why have we done this?This provides more context about the purpose of groups you’re added to, which helps you decide to stay or leave.



Announcement Only 
Group. 

The group admin has the 
option to be the only person 

that can send a message to the 
group. 

This means a group can now 
also be used for informational 

purposes and one-way 
messages.  

Presenter
Presentation Notes
How many of you are in a WhatsApp group?I am personally part of several groups.  I have work groups, family groups, friends etc.This one is a great new feature for the Group Admin.The new group admin feature means the admin has the option to be the only persona that can send a message to the group.This means a group can now also be used for informational purposes and one-way messages. This feature can be turned on in any group discussion.



Admin Control. 

Control that allows admins to 
restrict who can change the 
group's subject, icon, and 

description. 
Admin can change permissions 

for each group member.  

Presenter
Presentation Notes
Here is another one for the group adminIn group settings, there's now a control that allows admins to restrict who can change the group's subject, icon, and description. Admins can now remove admin permissions of other group participants, and group creators can no longer be removed from the group they started. This gives more authority to group admins, especially the group creator, to moderate a discussion that’s gotten out of control.



! 

Recap key 
learnings 

Presenter
Presentation Notes
Let take a look at all the things we have covered today



• Make sure you are clear on the 
difference between Facts, Fake, Opinions 
& Rumours. 

• Keep things in perspective. 
• People interpret messages differently. 
• Think about how your messages might make 

others feel. 

 
Fact or False 

Presenter
Presentation Notes
We started off talking about the difference between Facts, Fake, Opinions & Rumours.How to keep things in perspective.The reality that people interpret messages differently.AND TO Think about how your messages might make others feel.



• Be sensitive to the 
environment. 

• Treat everyone as equal. 
• Challenge prejudices &  

stereotypes.  
• Put yourself in others’ 

shoes.  
• Be open. 

 
Empathy 

Presenter
Presentation Notes
W we then talked about empathy -  being more mindful and respectful.Be sensitive to the environment.Treat everyone as equal.Challenge prejudices &  stereotypes. Put yourself in others’ shoes. Be open.



• Understand when a message is forwarded. 

• Question information that upsets you. 

• Check information that seems unbelievable. 

• Look for messages that look different. 

• Check photos, videos and audio messages 
carefully. 

• Look closely at links before clicking. 

• Use other sources to verify. 

• Be thoughtful about what you share. 

• Fake news often goes viral. 

 
 
 
 

Tips & Tricks 

Presenter
Presentation Notes
And we have just covered Understanding when a message is forwarded.The importance of questioning information that upsets you.Check information that seems unbelievable.Look for messages that look different.Check photos, videos and audio messages carefully.Look closely at links before clicking.Use other sources to verify.Be thoughtful about what you share.Fake news often goes viral.And don’t forget to use the new features to help manage group and messages.



Think before 
you send 



Thank you 
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