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Information Security 
 Shortened to InfoSec  
 It is the practice of defending information from  
 Unauthorized access 
 Use 
 Disclosure 
 Disruption 
 Modification 
 Perusal 
 Inspection 
 Recording  
 Destruction 
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Presenter
Presentation Notes
Information security, sometimes shortened to InfoSec, is the practice of defending information from unauthorized access, use, disclosure, disruption, modification, perusal, inspection, recording or destruction. It is a general term that can be used regardless of the form the data may take (e.g. electronic, physical).



Definitions 
 Preservation of confidentiality, integrity and availability of 

information. Note: In addition, other properties, such as 
authenticity, accountability, non-repudiation and reliability can 
also be involved.(ISO/IEC 27000:2009) 

 The protection of information and information systems from 
unauthorized access, use, disclosure, disruption, modification, or 
destruction in order to provide confidentiality, integrity, and 
availability.(CNSS, 2010) 

 Ensures that only authorized users (confidentiality) have access to 
accurate and complete information (integrity) when required 
(availability). (ISACA, 2008) 

 Information Security is the process of protecting the intellectual 
property of an organization. (Pipkin, 2000) 

 Information security is the protection of information and 
minimizes the risk of exposing information to unauthorized 
parties. (Venter and Eloff, 2003) 
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Presentation Notes
The definitions of InfoSec suggested in different sources are summarised below (adopted from).1. "Preservation of confidentiality, integrity and availability of information. Note: In addition, other properties, such as authenticity, accountability, non-repudiation and reliability can also be involved." (ISO/IEC 27000:2009)2. "The protection of information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide confidentiality, integrity, and availability." (CNSS, 2010)3. "Ensures that only authorized users (confidentiality) have access to accurate and complete information (integrity) when required (availability)." (ISACA, 2008)4. "Information Security is the process of protecting the intellectual property of an organisation." (Pipkin, 2000)5. "...information security is a risk management discipline, whose job is to manage the cost of information risk to the business." (McDermott and Geer, 2001)6. "A well-informed sense of assurance that information risks and controls are in balance." (Anderson, J., 2003)7. "Information security is the protection of information and minimises the risk of exposing information to unauthorised parties." (Venter and Eloff, 2003)[9]8. "Information Security is a multidisciplinary area of study and professional activity which is concerned with the development and implementation of security mechanisms of all available types (technical, organisational, human-oriented and legal) in order to keep information in all its locations (within and outside the organisation's perimeter) and, consequently, information systems, where information is created, processed, stored, transmitted and destroyed, free from threats.Threats to information and information systems may be categorised and a corresponding security goal may be defined for each category of threats. A set of security goals, identified as a result of a threat analysis, should be revised periodically to ensure its adequacy and conformance with the evolving environment. The currently relevant set of security goals may include: confidentiality, integrity, availability, privacy, authenticity & trustworthiness, non-repudiation, accountability and auditability." (Cherdantseva and Hilton, 2013)



IT Security 
 Also referred to Computer Security 
 It is information security applied to technology 
 IT security specialists are  responsible for keeping 

all of the technology within the company secure 
from malicious cyber attacks that often attempt to 
breach into critical private information or gain 
control of the internal systems 
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Presentation Notes
IT security Sometimes referred to as computer security, Information Technology security is information security applied to technology (most often some form of computer system). It is worthwhile to note that a computer does not necessarily mean a home desktop. A computer is any device with a processor and some memory. Such devices can range from non-networked standalone devices as simple as calculators, to networked mobile computing devices such as smartphones and tablet computers. IT security specialists are almost always found in any major enterprise/establishment due to the nature and value of the data within larger businesses. They are responsible for keeping all of the technology within the company secure from malicious cyber attacks that often attempt to breach into critical private information or gain control of the internal systems.



Information Assurance 
 It is an act of ensuring that data is not lost when 

critical issues arise 
 These issues include but are not limited to: 
 Natural disasters 
 Computer/server malfunction 
 Physical theft 
 Any other instance where data has the potential of 

being lost 

 An off-site backup of the data in case one of the 
mentioned issues arise  
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Presentation Notes
Information assurance The act of ensuring that data is not lost when critical issues arise. These issues include but are not limited to: natural disasters, computer/server malfunction, physical theft, or any other instance where data has the potential of being lost. Since most information is stored on computers in our modern era, information assurance is typically dealt with by IT security specialists. One of the most common methods of providing information assurance is to have an off-site backup of the data in case one of the mentioned issues arise.



Threats 
 Software Attacks,  
 Theft of intellectual property,  
 Identity theft,  
 Theft of equipment or information,  
 Sabotage, and  
 Information extortion 
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Presentation Notes
ThreatsComputer system threats come in many different forms. Some of the most common threats today are software attacks, theft of intellectual property, identity theft, theft of equipment or information, sabotage, and information extortion. Most people have experienced software attacks of some sort. Viruses, worms, phishing attacks, and trojan horses are a few common examples of software attacks. The theft of intellectual property has also been an extensive issue for many businesses in the IT field. Intellectual property is the ownership of property usually consisting of some form of protection. Theft of software is probably the most common in IT businesses today. Identity theft is the attempt to act as someone else usually to obtain that person's personal information or to take advantage of their access to vital information. Theft of equipment or information is becoming more prevalent today due to the fact that most devices today are mobile. Cell phones are prone to theft and have also become far more desirable as the amount of data capacity increases. Sabotage usually consists of the destruction of an organization′s website in an attempt to cause loss of confidence to its customers. Information extortion consists of theft of a company′s property or information as an attempt to receive a payment in exchange for returning the information or property back to its owner. There are many ways to help protect yourself from some of these attacks but one of the most functional precautions is user carefulness.



Threats 
 Viruses, worms, phishing attacks, and Trojan 

horses are a few common examples of software 
attacks 

 Intellectual property is the ownership of property 
usually consisting of some form of protection 

 Identity theft is the attempt to act as someone 
else usually to obtain that person's personal 
information or to take advantage of their access to 
vital information 
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Presentation Notes
Governments, military, corporations, financial institutions, hospitals and private businesses amass a great deal of confidential information about their employees, customers, products, research and financial status. Most of this information is now collected, processed and stored on electronic computers and transmitted across networks to other computers.



Threats 
 Theft of equipment or information is becoming more 

prevalent today due to the fact that most devices 
today are mobile.  

 Cell phones are prone to theft and have also become 
far more desirable as the amount of data capacity 
increases 

 Sabotage usually consists of the destruction of an 
organization′s website in an attempt to cause loss of 
confidence to its customers 

 Information extortion consists of theft of a company′s 
property or information as an attempt to receive a 
payment in exchange for returning the information or 
property back to its owner 
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Presentation Notes
A key concern for organizations is the derivation of the optimal amount to invest, from an economics perspective, on information security. 



Basic Principles 

The CIA triad of confidentiality, integrity, and availability is at 
the heart of information security 
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Presentation Notes
The CIA triad of confidentiality, integrity, and availability is at the heart of information security. (The members of the classic InfoSec triad — confidentiality, integrity and availability — are interchangeably referred to in the literature as security attributes, properties, security goals, fundamental aspects, information criteria, critical information characteristics and basic building blocks.) There is continuous debate about extending this classic trio. Other principles such as Accountability have sometimes been proposed for addition – it has been pointed out that issues such as Non-Repudiation do not fit well within the three core concepts.



 
Normal Flow 

 

Network Security Issues 
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processes.



 
Normal Flow 

Interruption 

    

Network Security Issues 
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There are denial-of-service attacks, viruses, and non-malicious events such as power failures, buggy software etc.Whilst my slide shows the interruption occurring during transmission, it could equally occur at the source or at the destination.
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Similarly, data modification can occur anywhere in the system.It also has quite a wide spectrum ranging from changing one bit of data to deletion of a complete file.
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Interception of data can also occur at the source, destination or during transmission.In most cases, the sender and receiver are unaware that they have been compromised.
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Spoofing, session hijacking - even simple things like modifying the ‘from’ field in an E-mail.
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Repudiation is denying that you have sent or released a message, or denying that you have received or read a message.This last one is particularly important in electronic commerce.It has often been said in business circles that the main barrier to the broad take up of electronic commerce over the Internet has been the perceived lack of security services.With the Y2K problem now behind us, many players will be keen to embrace electronic commerce, and the demand for security services will rapidly increase.So what are these services?
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Users want a reliable system to do business.
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They want to be assured that the data hasn’t changed.
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They want privacy.
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They want to be assured of the source of the information.
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Users want a reliable system to do business.They want to be assured that the data hasn’t changed.They want privacy.They want to be assured of the source of the information.Finally, they want to be able to prove to a third person that a particular transaction took place at a particular time - like in a court of law.



Security Mechanisms 

Confidentiality        -  Encryption 
 Integrity                   -   Hashing 
Authentication        -   Digital Certificates 
Non-Repudiation    -   Digital Signatures 
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Remaining slides focus on providing the security features like confidentiality, integrity, authentication and non-repudiation using the various mechanisms. Cryptography plays a vital role in providing these services



Branch of maths that studies the 
mathematical foundation of 

cryptographic methods  
 

Basic Terminology 

Art of secret (crypto) 
writing (-graphy) 

Art of breaking ciphers 
Cryptography Cryptanalysis 

Cryptology 
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Cryptology is considered a branch of mathematics  and computer science. It has two braches: Cryptography and Cryptanalysis.Cryptography is the science of keeping data secure. cryptographer will use cryptography to convert plaintext into ciphertext Cryptanalysis is the science of making encrypted data unencrypted. cryptanalyst will use cryptanalysis to attempt to turn that ciphertext back into plaintext. 



Basic Cryptography Terminology 

 Plaintext - the original message  
 Ciphertext - the coded message  
 Cipher - algorithm for transforming plaintext to ciphertext  
 key - info used in cipher known only to sender/receiver  
 Encipher (encrypt) - converting plaintext to ciphertext  
 Decipher (decrypt) - recovering plaintext from ciphertext 
 Cryptography - study of encryption principles/methods 
 Cryptanalysis (code breaking) - the study of principles/ 

methods of deciphering ciphertext without knowing key 
 Cryptology - the field of both cryptography and 

cryptanalysis 
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Presentation Notes
This slide gives details about the terminology used throughout this presentation 



Cryptographic Algorithms 
 Types of Cryptographic algorithms 
 Secret key cryptography or Symmetric Key 
 Public key cryptography or Asymmetric Key 
 Hash functions 
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There are three kinds of cryptographic algorithms – secret key or symmetric keypublic key or asymmetric keyand hash functions



Types of Cryptosystems  
Secret Key or Symmetric Cryptography 
  DES, IDEA, AES etc. 
Advantages: fast, cipher text secure 
Disadvantages: must distribute key in advance, key must 

not be divulged 
 

Public-key or Asymmetric Cryptography 
 RSA, Diffie-Hellman key agreement protocol 
Advantages: public key widely distributable, does digital 

signatures 
Disadvantages: slow 
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In symmetric cryptography or secret key cryptography, both parties must use the same key for encryption and decryption. This means that the encryption key must be shared between the two parties before any messages can be decrypted. These algorithms are faster, so generally preferred for bulk data encryption, but they have a disadvantage in securely distributing the key.In an asymmetric cipher, the encryption key and the decryption keys are separate. In an asymmetric system, each person has two keys. One key, the public key, is shared publicly. The second key, the private key, should never be shared with anyone. These algorithms are slow compared to symmetric algorithms. In these algorithms there is no need for securely transmitting the key.



Secret Key Algorithms 

Encryption  
algorithm 

Decryption  
algorithm 

Shared Secret Key 

Plain text 
input 

Plain text 
output 

Transmitted 
Cipher text 

Confidentiality 
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A Secret key algorithm involves the use of a single key for encrypting and decrypting a message. This key needs to be shared between the two communicating parties. The sender encrypts the message to convert it to cipher text and the receiver decrypts it using the same shared secret key. If the secret key is shared only between the sender and receiver, we are assured that no one else can transform the encrypted message back to original form and view it. Hence data confidentiality can be achieved.



Key Distribution 
 Symmetric schemes require both parties to share 

a common secret key 
 Issue is how to securely distribute this key 
 Often secure system failure due to a break in the 

key distribution scheme  
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This is one of the most critical areas in security systems - on many occasions systems have been broken, not because of a poor encryption algorithm, but because of poor key selection or management. It is absolutely critical to get this right! 



Public Key Algorithms 

Encryption  
algorithm 

Decryption  
algorithm 

Plain text 
input 

Plain text 
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Transmitted 
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The second kind of cryptographic algorithms are public key cryptographic algorithms. These involve the use of two keys or a  key pair known as the private and public key. The owner of the key pair generally distributes the public key to all the people he wishes to communicate with. The private key is retained by himPublic key cryptography can be used for providing data confidentiality. If data is encrypted using the public key it can be decrypted only by the corresponding private key. Any person wishes to send a message to the key pair owner, encrypts the message using the recipients public key. The resulting cipher text can be decrypted only by the key pair owner. So as long as the private key is not compromised that is it is not known to anyone but the owner, the cipher text can be decrypted and viewed only by the intended recipient.



Public Key Cryptography 
 Uses two keys: private & public 
 Used for  
 Confidentiality 
 Authentication  
 Key distribution 
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Public key cryptographic algorithms provide various services like Confidentiality, Authentication and Key Distribution



 
 

 The sender encrypts using public key of receiver  
 Only the receiver can decrypt the cipher message 

with his private key 

Public Key Cryptography 
 

Confidentiality 
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Sender encrypts using the public key of the receiver, since it is publicly available. Once the encrypted message is received, it can be decrypted only with the private key of the receiver.Since the private key required for decryption is available only with the receiver, confidentiality is provided.



Public Key Algorithms 
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Authentication of sender can also be provided by public key cryptography wherein the sender ‘signs’ the message or a small block of it, with his private key and the receiver can verify the sender’s authenticity by decrypting the message using the sender’s public key. If the receiver is able to decrypt the message, he is assured that the message could have been sent only by the owner of the key pair.



Public Key Algorithms 
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Decryption  
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Presentation Notes
As we discussed earlier, secret key algorithms require sharing of a secret key between the two communicating parties. Public key cryptography provides a solution for distribution of the secret key.The symmetric key can be encrypted with the receiver’s public key. The receiver will decrypt it using his private key.  



Integrity 
 Encryption protects only against passive attack.  
 Integrity  
 A message digest is computed which is appended to 

message using hash functions.  
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Encryption protects only from passive attacks. In case if the communication is altered, then those attacks are not recognized by the encryption mechanism. To check for the integrity of the information, third type of cryptography algorithms are used called as Hashing algorithms/functions. A message digest is computed using hash function and appended along with the message. Receiving end can compute the message digest over the received message using the same hash function. In case if the communication is altered then it leads to a different message digest.



Hash Functions 
A public function that maps a plaintext message of  
any length into a fixed length hash value used as the  
authenticator 

Pros 
 One way transformation 
 Offers integrity without the cost of encryption 
 Message can be read when authentication is 

unnecessary 

Cons 
 No Confidentiality 
 Can be altered by attackers to match altered message 
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Hash functions provide for data integrity. Hash functions are a one-way mathematical transformation that take an arbitrary length message and compute a fixed length number called message digest. No two messages can produce the same digest and hence the receiver can detect any modification in data on transit by re-computing the message digest and comparing it with the digest received along with the message.MD5 and SHA-1 are the popular hashing algorithms



Digital Signatures  

 Encrypt a small block of bits that is a function of the 
document (authenticator), using sender’s private key. 

 This serves as signature that verifies origin and 
content. 

Authentication 

• An authentication mechanism which enables the 
creator of a message to attach a code that acts as 
a signature 
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A digital signature is an electronic signature that can be used to authenticate the identity of the sender of a message or the signer of a document, and possibly to ensure that the original content of the message or document that has been sent is unchanged. Digital signatures are easily transportable, cannot be imitated by someone else. The ability to ensure that the original signed message arrived means that the sender cannot easily repudiate it later. A digital signature can be used with any kind of message, whether it is encrypted or not, simply so that the receiver can be sure of the sender's identity and that the message arrived intact. A digital certificate contains the digital signature of the certificate-issuing authority so that anyone can verify that the certificate is real. 



Digital Signature Process 
Illustration 
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This slide as well as the next slide explains different mechanisms through which different security services are provided at the sender’s end for securing the information flow. The process of generation of digital signature is explained in this slide



Encryption Process Illustration 
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Once the digital signature is generated, message as well as digital signature will undergo through encryption process details of which are provided in the slide. At the receiving end, reverse process takes place to get back the plaintext



 An answer to Internet trust problem 
 Trusted 3rd parties issue certificates to people or 

companies who prove their ID 

Digital Certificates 
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In case of public key cryptography, since the public keys are shared with the group members, there is always a possibility that people can project their public key as some one else’s public key. So there is a need for creating the binding of user’s identity with his/her public key by a trusted party, otherwise people can misuse the situation. Public Key Certificate or Digital Certificate is an electronic document which incorporates a digital signature of the trusted party to bind together a public key with an identity — information such as the name of a person or an organization, their address, and so forth. The certificate can be used to verify that a public key belongs to an individual. 



Digital Certificates – Manage key 
 Used for distribution of public keys. 
 Public key certificate consisting of public key and 

user ID of key owner is signed by a trusted third 
party. 

 The third party is called Certificate Authority (CA). 
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Digital certificates are mainly used for distributing the public keys. These certificates consist of public key and user ID of the owner signed by a trusted third party called as Certificate Authority (CA).



Digital Certificates 

 A Digital Certificate typically contains 
 Owner’s public key 
 Owner’s name 
 Expiration date of the public key 
 Name of the issuer (CA that issued the Digital ID) 
 Serial number of the Digital ID 
 Digital signature of the issuer 
 X.509 
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A digital certificate typically contains Owner’s public key, owner’s name, expiration date of the public key, name of the issuer, serial number of the digital ID, digital signature of the issuer. X.509 is the standard format for representing the digital certificate



Deployment of Cryptography 

Network-Layer Encryption 

Application-Layer Encryption 

Link-Layer 
Encryption 

Link-Layer 
Encryption 

Application 
Layers (5-7) 

Transport/Netw
ork 
Layers (3-4) 

Link/Physical 
Layers (1-2) 
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This slide gives details on the possible points of deployment of security features in network protocol stack. In case if security features are provided as part of application, only source and destination need to be deployed with the security solution. But the disadvantage in this case is that only application payload is securedIf  security solution is deployed at transport/network layer, solution becomes transparent to all network applications but the disadvantage is all intermediate routing devices also need to support the security solutionWith security solution at link level, each vulnerable communication  link is equipped  on both ends with device having security solution.  Application payload as well as the headers added by different layers is also secured.  In this case security solution should be available at each packet switch because it has to decrypt the packet to get the address details for routing the packet



Evolution of Security Protocols 
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Various security solutions and protocols which are in use currently  differ mainly in the layer at which they are applied, as illustrated in this slide.As you see the evolution of these security protocols, initial focus was at application layer like SET, PGP, S/MIME etc then gradually focus moved towards transport layer like SSL and then towards IP layer like IPSec. Some of the popular protocols are discussed in detail in the further slides



Defense in Depth 

The onion model of defense in depth 
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A digital certificate typically contains Owner’s public key, owner’s name, expiration date of the public key, name of the issuer, serial number of the digital ID, digital signature of the issuer. X.509 is the standard format for representing the digital certificate



• It is protecting information throughout the life 
span of the information, from the initial 
creation of the information on through to the 
final disposal of the information 

• The information must be protected while in 
motion and while at rest 

• During its lifetime, information may pass 
through many different information processing 
systems and through many different parts of 
information processing systems 
 

Defense in Depth 
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Information security must protect information throughout the life span of the information, from the initial creation of the information on through to the final disposal of the information. The information must be protected while in motion and while at rest. During its lifetime, information may pass through many different information processing systems and through many different parts of information processing systems. There are many different ways the information and information systems can be threatened. 



Defense in Depth 
 To fully protect the information during its lifetime, 

each component of the information processing 
system must have its own protection mechanisms 

 The building up, layering on and overlapping of 
security measures is called defense in depth 
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To fully protect the information during its lifetime, each component of the information processing system must have its own protection mechanisms. The building up, layering on and overlapping of security measures is called defense in depth. The strength of any system is no greater than its weakest link. Using a defense in depth strategy, should one defensive measure fail there are other defensive measures in place that continue to provide protection.



Business Continuity Planning 
 It is a process that helps company to recover one 

of its systems that does not work  
 
 It involves risk assessments and drawing plans, 

policies and procedures to lessen the impact when 
a disaster is prominent to the organization IT 
infrastructure  
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Generally BCP resides in information technology department of most organization so most companies have some disaster recovery alternatives in the place of their IT systems. There must be a planned study from the business point of view. The company must set-up a team to handle the disaster. Once the team is ready, they require to identify resources that are critical for the organization’s ongoing viability and the threats posed to those resources. The next step is to illustrate the goals of plan. One of the  important goal is to ensure continuous operation of the business in face of an emergency.



What are the Disasters that  
Interrupt Business Operation? 

 
 

Earthquake 
 

Bomb Exploding 
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The word immediately brings to mind terrible  events like earthquake , a tornado, a bomb exploding, fire accident and many more. Saving life is the first goal of any response to an emergency or business interruption event.Earthquakes are caused by a shift of seismic plates and can occur almost anywhere in the world without warning Bomb Explosions may result from many sources of man-made actions. Gas leaks can ignite and cause damages to buildings.Fires can start from natural or man-made sources. Businesses need to address fires in their plans.



Why it is Needed? 
• To reduce the operational risks 

like 
– System failure 
– Internal or External Threats 
– Ability to meet the services  
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A business continuity plan make possible critical services to be continually delivered. Instead of focusing on resuming a business after critical operations have come to an end, or recovering after a disaster, a business continuity plan accomplish to ensure that critical operations continue to be availableExample:The effects of September 11, 2001September 11, 2001 verified that although high impact, low probability events could occur, recovery is possible. Even though buildings were destroyed and blocks were affected, businesses and institutions with good continuity plans survived.The lessons learned after the 9/11:Plans must be updated and tested regularlyAll types of threats must be considered Dependencies and interdependencies should be carefully analyzed Telecommunications are essentialAlternate sites for IT backup should not be situated close to the primary site Employee support is importantCopies of plans should be stored at a secure location Great security perimeters may surround the scene of incidents involving national security or law enforcement, and can slow down personnel from returning to buildingsDespite shortcomings, Business Continuity Plans in place pre September 11 were indispensable to the continuity effortIncreased uncertainty  disruption such as terrorism



Who is Responsible  
for BCP? 
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Business personnel are responsible for effective BCP plan since it is a business recovery that should  be driven by business needs and decisions The senior management team is responsible for the oversight, initiation, planning, approval, testing and audit of the BCP. It also implements the business plans, coordinates activities, approves the BIA survey, oversees the creation of continuity plans and reviews the quality assurance activities The crisis management team is responsible to implement the BCP and deal with outside agencies, government offices, and emergency communications. The team should include a cross section of individuals from various departments throughout the financial institution, including senior management , facilities management, human resources, marketing, accounting, and any other area appropriate for the institution. The key to a good crisis management team is in the planning. Each individual must be trained to look the operational risks, building and testing of BCP that are volume in length and in large organization or business each individuals specifically are trained for disruption 



Where Did it Come From? 
• Evolved from data 

centres 
• From centralized 

processors and 
platforms 
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The Planning of Disaster Recovery evolved from Data Centre functions. It is used to focus on centralized processors and platformsThe planning of disaster recovery was realized that the recovery of the computer platform did not mean recovery of the business



Examples – Business Continuity 
Staff wages  

 
 

Call Centre  
 
 

Sales  
 

 
Manufacture  
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It is not need all of your staff to be present immediately after an emergency. For each time span, detail how many staff you would need. For example if you had a problem with a key supplier and no stock was available, you may not need your fork lift truck drivers, quality checkers, etc. within the first 24 hours. The 24 call centre must be provided so that in the case of emergency employees should respond to another employees in case of any disaster occurs. An essential sales leadership role is to establish a sense of purpose or vision and clear direction to get there. It takes its direction from the marketing strategy and is based on thorough research and a considered positioning of the company within the market place. Distribution Management solution empowers you to optimize your distribution mix, broaden market reach, streamline customer service and increase revenues. It is part of integrated solutions portfolio of products and services for passenger management and distribution. For the business continuity planning the company should provide better manufacturing so that its products shall be effective in case of the sale. It should not provide any fault products which slow downs in the business plan.Images at:1) http://www.guardian.co.uk/money/2009/may/06/tips-minimum-wage-ruling                2) http://www.e-clipsblog.co.uk/tag/customer-relationship/                3) http://www.engadget.com/2008/11/03/motorola-to-prevent-secondhand-aura-sales-on-ebay/                4) http://www.himvani.com/news/2009/01/08/himachal-state-disability-policy-to-be-released-soon/2089/                5) http://www.canadapipeline.com/about.html



Business Costs of Data 
• The value of data varies among industries like 

– Size of Industry 
– Application and firms of the company 
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The SLA metrics must be specified by the business application owners and should include the recovery point objective and recovery time objective. The RPO is the amount of data that may be lost and the RTO is the amount of time it takes to perform the recovery 



Costs for Data Protection 
• Acquisition Cost 
• Operational Cost 
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Acquisition cost:The Acquisition cost or capital cost is easy to calculate and often the only cost used to comparison due to the very little work required. Capital cost typically represent only 20% to 40 % of the true cost of acquiring and operating equipment Operational Cost:In this cost model four operational costs should be considered Human costs to operate the equipmentDay to Day maintenance costs to operate the equipmentWarranty costs for the equipmentPower and cooling costs



BCP Goals 
 Protect Your 
People 
Data 
vital communications 
Assets 
brand and reputation. 

 Minimize threats, impacts and  downtime. 
 Mitigate any losses 
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People:  To ensure your organization  continues to operate and to do it in a  cost-effective way then follow the BCP goals. Without your people, you have nothing. People are the most important aspect in BCP. Ensure that their “safety comes first”. Data: Ironically, it wasn’t so long ago that the terms “disaster recovery” and “business continuity” were interchangeable. Today, most industry professionals recognize that business continuity is a broader strategy around uptime, data protection and crisis tough. which is still referred to as “disaster recovery.”  Simply put, disaster recovery means “get the data out of the building” and then plan for how you will access and utilize it. Vital Communications:  It is the primary principal force that supports all efforts to protect your operations from disasters. If not the vital communication the Customer service suffers, production halts, product deliveries fall behind, and vital communication channels are disrupted. These further contribute to lost sales, customers, and eventually, unless remedied, a failed business. As more methodologies emerge to assist companies in achieving increasing rates of uptime, competition intensifies further. Assets: Most of the business men’s start online business without a thought of danger of their personal assets. The type of protection they need depends upon the nature of their business and the amount they spend on the personal assets. If you have no personal assets, then you probably don't need much protection. But if you do have investments, then their will be the danger that some one will probably fraud.Brand and reputation: It is necessary to protect the brand and reputation in order to protect the BCP goal. If the brand is good then it is more sold in the market with a good price then automatically the company reputation will be higher.Minimize threats, impacts and downtime:  With a detailed plan and policies we can minimize threats, impacts and the downtime.Mitigate any losses: A better disaster recovery plan protects a company’s asset along with its revenue. The solution is both cost effective and smart people.



What is BCP? 
 The continuous businesses / Services 
 The process and procedures 
 Maintenance of various Operations 
 Fight against disasters 
 To minimize the loss 
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Business Continuous Planning (BCP) is the process for creating, practicing and validating the plan to recover or restore the critical businesses from interrupted due to the various disasters. The maintenance of continuous operations should be part of BCP plan to minimize the losses against the disruptions of various disasters.BCP also used for Identification of necessary resources that support business continuity, including information, equipment, financial allocations, legal counsel, infrastructure protection and accommodations.



Benefits 

• Protect from natural and man-made 
disasters 

• Prevent the damages 
 

22 September 2015 www.infosecawareness.in 56 

Presenter
Presentation Notes
Benefits include improvement in overall organizational efficiency and identifying the relationship of assets and human and financial resources to critical services .BCP  helps to prevent the damage caused due to power and energy disruptions. In emergency planning works hand in hand to help the company to reduce the effects of the disaster.The BCP is required to cover the any significant business disruption or crisis such as the power failure in Ontario in 2003, Floods in Mumbai in 2005 and ice storm in Quebec



Features 
• Identify critical business processes 
• Receive assessment of current threats  
• To meet specific needs 
• Put effective disaster response in place 
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 Identify the greatest threats to your business by the network security analyst. Also rewriting an older plan in order to reflect today’s threats which also preserve the endurance and effectiveness of your plan. The objective of a threat and risk assessment is to provide recommendations that maximize the protection of confidentiality, integrity and availability of the BCP.To meet the specific needs end to end examination of systems and operations must be performed. In depth planning process includes the execution of the BIA along with project management, assessment recovery and disaster recovery procedures.Put the effective disaster response in the correct place which includes the components such as Application critically analysis, business essentials, recommendations and develop the quickest recovery time.http://www.spohncentral.com/06_services_solutions/services/collateral/consulting/bcdr_services_lo_res.pdf



BCP Challenges 
• Planning  
• Testing 
• Modifying 
• Approving  
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It takes time to create an acceptable business continuity plan for an organization and it is harder to maintain and keep it updated with ever changing  times and situation. The team should be properly equipped and trained for the plan and make sure that an appropriate action is taken for emergency situation. Creating a business continuity planning and the maintenance of the planning can even be more challenging .Once the plan is made it should constantly maintain, audit, test and update regularly. Testing should be done on annual basis or frequently if there is major changes in the plan   Disaster Recovery 100 Success Secrets - IT Business Continuity, Disaster ...  By Gerard Blokdijk



Business Continuity  
Policies 
 Determine the fundamental practices 
  - values and culture throughout the    

 enterprise 
 Linked with information security policies  
 Ensures stability and continuity  
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The business continuity policy provides a framework through which:•  Critical processes are identified•  Assessments of both internal and external risks which may impact on business continuity are made•  Plans are developed to ensure an acceptable level of service can be maintained following disruption•  Procedures are developed to invoke the business continuity plan•  Arrangements are made to test the business continuity plan•  All key personnel are trained to understand their role within the business continuity plan and•  Responsibilities are clearly identified and assigned.Reference: http://www.lancsfire.gov.uk/meetings/displayFile.asp?FTYPE=A&FILEID=1843



BCP Model 

Risk 

Impact 

   Strategy 

Plan 

Test 

    Maintain 
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Risk: Identify ,evaluate and manageImpact: Identify most critical activitiesStrategy: Decide how your business will continue Plan: develop a plan to support your strategyTest: Test your plans and rehearsal Maintain: Keep your plans up to data http://www.garrisoncontinuity.com/dbdocs/doc20060629152059.pdf



Project Management Initiation 
 Establish the need for BCP 
 Establish the Project management work Plan 
 Prepare and present the initial report to the 

management 
 Establish the members of the BCP Team 
 Develop formal meeting schedules 
 Prepare and present status reports  

22 September 2015 www.infosecawareness.in 61 

Presenter
Presentation Notes
Project Management Initiation makes the beginning of the BCP process by creating the scope, need and other elements of BCP to define the various parametersThe main objective of PMI is to establish the need for BCP by performing a focused risk analysis to identifies potential threats, outages to critical systems by getting an approval and support from the management   The reference points for research and compile facts showing possible risks  Past Audit CommentsLegal and Regulatory obligationsPast incidentsBest practicesConsulting recommendationsBenchmarking dataIdentify the purpose and goals for the Business Continuity initiativeReview, finalize and submit for approval a business case that identifies BC readiness requirements•  Define high level roles and responsibilities across the business units impacted by the BC initiative•  Obtain a high level understanding of business environment including products and services•  If available, review existing BCP materials to the influence of the previous workPrepare and Present the initial report to the managementproject proposal with scope, statement of work, mission and vision statementsObjectives document Cost benefit analysis documentIdentification of related tasks, responsibilities, scheduled tasks and completion datesOrganization expectations documentEstablish The members of the BCP TeamIt is necessary to establish a dedicated BCP Team consisting of specialist technicians and operations staff who are charged with implementing the necessary recovery procedures once a serious emergency has occurred. Also required the functional experienced persons from each department should participate in BCP TeamThe roles of BCP will be further divided as 	Management	Project manager/Coordinator or BCP Planner	Recovery Team	Business representatives	System and Network Experts	Information Security Team	Legal consultancy Team 	EmployeesDevelop formal meeting schedules for the status of the project and develop reports accordinglyhttp://www.drj.com/GAP/GAP1.pdf



Risk Management Process 
• How all risks are managed ? 
• Thorough risk management plan 
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Risk management is a general topic that looks at how all risks are managed across the enterprise A thorough risk management plan for each department that handles non public information. Risk management must fit within the financial and time constraints of the company to be viable, in other words, they must be reasonable. It should be clear to you that risk management is a large undertaking at any company and there are risks beyond business continuity and disaster recovery that your company has probably already addressed or is aware of.



Risk Management 

Risk Assessment 

Threat Assessment 

Vulnerability Assessment 

Impact Assessment 

Risk mitigation strategy 
Development 
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Risk Management:The risk management process supports the, assessment of the system implementation against itsrequirements and within its modelled operational environment. Decisions regarding risks identified must be made prior to system operation.Risk Assessment:A Risk Assessment is the essential element of any corporation seeking to protect its information assets. It provides a review of organization’s current implementation of information asset protectionThreat Assessment:In order to perform a thorough threat assessment, you need to look at threats and threat sources both internal and external to the company. It is often helpful to assess risk based on the potential risks to people, process,technology, and infrastructure.Vulnerability Assessment:The vulnerability assessment may include the likelihood of occurrence or it may be a separate rating.The vulnerability assessment analyzes how vulnerable, susceptible, and exposed a business or system is to a particular threat. As long as your risk assessment includes vulnerability and likelihood assessments, you should be in good shape. Clearly, it is useful to know that a system is vulnerable to a threat that has a 90% chance of occurring, a 50% chance of occurring, or a 1% chance of occurring. The vulnerability and the likelihood of the event are closely related and the results are used as inputs to the impact assessment. Certainly, a server that is outside the firewall is far more vulnerable to external attacks than a server inside the firewall.Impact AssessmentThe impact assessment analyzes how great or small the impact of a threat occurrence will be on the business or system. An earthquake has an enormous impact on a business that is in or near the epicentre of the quake, it has a lesser impact on businesses further from the epicentre, it may have a slight impact on other companies around the country if infrastructure fails or if key suppliers or vendors are located in the region impacted by the earthquake. Therefore, impact varies based on numerous factors. Risk Mitigation Strategy DevelopmentRisk mitigation strategy development is the process of deciding which risks you should address and in what manner. The inputs to this are the risk assessment analysis or reports, which delineate which threats exist, how vulnerable your systems are, and how likely the threat is to occur as well as the impact of these occurrences on your business Ref: Business continuity and Disaster recovery planning for IT professional 



Risk Management 
 Process of  
 Understanding 
 Controlling 
 Minimize the impact of unfortunate events  
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Companies that produce or handle hazardous substances as well as those that have danger filled worksites are required by law to have a safety oriented risk management polices. Risk management is the process of understanding the risk and controlling risk through the risk assessment. The objective of the risk management is accurately measure the risk and keep it to a level at or below the security risk tolerance level. Senior management have the ability to analyze the organization’s tolerance for security risk.The organization needs to determine the organizational structure most appropriately to enable the risk management process and decisions have to be implemented through an assignment and placement with in organization and establish the roles and responsibilities and grant of budget and staff. The management must understand their risk responsibilities and ensure that delegated duties are understood as well. The management needs to have an operating knowledge of the security regulations and controls with in their industry.The principles of risk management should create value and be an integral part of organizational process, decision making, and must be systematic and structured based on the best available information, should take into account Human factors, must be dynamic, iterative and responsive to change and should be capable of continual improvement and enhancement  References:The security risk assessment handbook… By Douglas J. LandollManaging risk in organizations…By J. Davidson Frame  Wikipedia



Risk Assessment  
• List assets that might be target  
• Look at the vulnerabilities  
• Communication countermeasures  
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Risk assessment is the process of sitting down with key members of your company and looking at the potential risks your company faces. These risks run from ordinary to extraordinary from a fire or minor flood in a server room to a catastrophic loss such as an earthquake or major hurricane.An risk assessment is a multi process of identifying and quantifying threats to information assets in an effort to determine cost effective risk management solutions. In an organization risk assessment is done before disaster and should make of list of asset that might be target and check for the vulnerabilities and should plan the countermeasuresDisaster Recovery and Business Continuity It Planning, Implementation ...By Gerard Blokdijk, Jackie Brewster, Ivanka Menken



Threat Assessment 
 Undesired Impact 
 Quantitative  
 Qualitative  
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The total process of identifying, controlling, and eliminating or minimizing uncertain events that may affect businesses. It includes risk analysis, cost benefit analysis, selection, implementation, and testing of selected strategies, and maintenance of those strategies over time. risk could be viewed as the combination of the threat itself, the likelihood of that threat occurring, the vulnerability of the organization or system to that threat, and the relative or absolute impact of that threat on the organization or systemQuantitative Threat AssessmentA quantitative assessment can be defined as observations that involve measurements and numbers. They are specific and measurable. If you say, “The server costs $850 more than the desktop system,” you are making a quantitative statement. In contrast, if you say,“ The server is more expensive than the desktop system,” you are making a qualitative assessment since “more” is not specific and measurableQualitative Threat AssessmentQualitative assessments use words or relative values to express risk, cost, and impact. The first step in using a qualitative system is to define the scale you want to use and then use it consistently. Reference:Business continuity and disaster recovery plan for IT professional



Vulnerability Assessment 
 Exploit vulnerabilities 
 Prioritize list of threats 
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Based on likelihood and vulnerability, prioritize list of threats to company. A vulnerability is defined as the weakness, susceptibility, or exposure to hazards or threats The vulnerability assessment analyzes how vulnerable, susceptible, and exposed a business or system is to a particular threat. It should include an assessment of how vulnerable a particular system is to a threat as well as the likelihood of that threat occurring. The likelihood portion of the assessment can be part of the vulnerability assessment, though you could also break it out as a separate process if desired. Vulnerabilities can be exploited intentionally or triggered unintentionally. As you know, a change to a security setting in one area of the operating system can create a vulnerability elsewhere in the system without the IT administrator even being aware of it. The analysis of vulnerabilities in BC/DR planning must include IT systems, but it should not be limited to IT systems. People, processes,technology, and infrastructure are vulnerable to the threats.Example:Suppose your processes may not be very vulnerable at all, as might be the case in a brief power or server outage. You already have processes in place for normal IT operations and minor outages and equipment failures are probably covered in your standard operating procedures. Other processes might be very vulnerable, such as is the case when a natural disaster occurs. In those cases, it’s typical that all business and IT processes are vulnerable because there is nothing about a disaster that is “business as usual.”Reference:Business continuity and disaster recovery plan for IT professional 



Steps in vulnerability analysis 

 Identifying and classifying network or system resources 
 Prioritizing levels of importance of the resources 
 Identifying potential threats to each resource 
 Dealing the most serious potential problems first 
 Taking steps to minimize the consequences if an attack 

occurs 
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Vulnerability analysis consists of several steps: Defining and classifying network or system resources Assigning relative levels of importance to the resources Identifying potential threats to each resource Developing a strategy to deal with the most serious potential problems first Defining and implementing ways to minimize the consequences if an attack occurs. Reference: http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci1176511,00.html



Impact Assessment 
 Impact on business due to disruption  
 Indirect Impact  
 Upstream losses 
 Downstream losses  
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The impact assessment analyzes how great or small the impact of a threat occurrence will be on the business or system. An earthquake has an enormous impact on a business that is in or near the epicenter of the quake; it has a lesser impact on businesses further from the epicenter, it may have a slight impact on other companies around the country if infrastructure fails or if key suppliers or vendors are located in the region impacted by the earthquake.Upstream losses: Upstream losses are those you will suffer if one of your key suppliers is affected by a disaster. If your company relies on regular deliveries of products or services by another company, you could experience upstream losses if that company cannot deliver. If you run a manufacturing company that relies on raw materials arriving on a set or regular schedule, any disruption to that schedule will impact your company’s ability to make and sell its products. This is how a disaster elsewhere can impact you, even if your company is unharmed.Downstream losses:Downstream losses occur when key customers or the lives in your community are affected. If your business supplies parts to a major manufacturer that is shut down due to a hurricane or earthquake, your sales will certainly suffer. Similarly, if your company provides any type of noncritical service to your community and there is a flood or landslide, your sales could take a hit while residents of the community deal with the disaster. If you operate a chain of restaurants or movie theatres or golf courses, residents will be more focused on dealing with the disaster than on entertainment and leisure pursuits. These are considered downstream losses even if your business, itself, has not taken the direct impact of a disaster.Reference:Business continuity and disaster recovery plan for IT professional



Risk Mitigation strategy 
 Gather your recovery data  
 Compare cost of each category  
 Reduce adverse effects  
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Risk mitigation is defined as taking steps to reduce adverse effects. Risk mitigation is a commonly used process within traditional business risk management. Risk mitigation strategy development is the process of deciding which risks you should address and in what manner. The inputs to this are the risk assessment analysis or reports, which delineate which threats exist, how vulnerable your systems are, and how likely the threat is to occur as well as the impact of these occurrences on your business. The compilation of this data will help drive sound business decisions because you’ll be able to look at your entire risk profile and decide how to proceed. Since there are rarely perfect solutions in business, your job during this phase is to make intelligent decisions and trade-offs in light of the data collected.The steps in developing your risk mitigation strategy are these1. Gather your recovery data.2. Compare cost, capability, and service levels of options in each category.3. Determine if the options remaining are risk acceptance, avoidance, limitation, ortransference and which, if any, are more desirable.4. Select the option or options that best meet your company’s needsReference:Business continuity and disaster recovery plan for IT professional



 Types of  
Risk Mitigation Strategy 
 Risk Acceptance 
 Risk avoidance 
 Risk Limitation 
 Risk Transference 
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Risk Acceptance:Risk acceptance is a strategy in which the company accepts the potential consequences of a given risk. The company chooses to do nothing to avoid, limit, or transfer the risk. Acceptance usually has a very low cost associated with managing the risk (or zero cost), but can have a very high cost in the aftermath of a disruption.Risk Avoidance:Risk avoidance is a strategy in which the risk is completely avoided. This might include shutting down critical systems and moving them in advance of a hurricane. Avoidance takes the risk to zero but often has a high cost associated with it. Therefore, the cost of managing the risk is very high but the cost of recovery is very lowRisk Limitation:Risk limitation is a strategy that falls in between acceptance and avoidance. Most companies choose a risk limitation strategy, especially for IT systems where complete acceptance or avoidance are too costly on either side of a disruption. Steps such as secure, off-site backups can go a long way in reducing various organizations risks without being too expensive in implementation or recovery phases.Risk Transference :Risk transference is where the exposure to the risk is transferred to a third party,usually as part of a financial transaction. Purchasing insurance is the most common risk transference method, though others exist.



Risk Acceptance  
 Accepts Potential consequences  
 It is a part of risk management 
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Risk AcceptanceRisk acceptance is a strategy in which the company accepts the potential consequences of a given risk .Risk acceptance is not really a mitigation strategy because accepting a risk does not reduce its effect. However, risk acceptance is part of risk management. There are various reasons why companies may choose risk acceptance in certain situations. The most common reason is that the cost of other risk management options, such as avoidance or limitation, may outweigh the cost of the risk itself. Insurance companies are notorious for risk acceptance in the sense that they will allow a damaged tree limb to fall on your car and then pay for the repair of the car rather than pay to avoid the car repair expense and cut the limb down before it causes damage. In their case, they know that the limb may not fall down or that your car may not be present when the limb falls. They’re taking their chances because if they paid to cut down every damaged tree limb reported to them by their customers, they’d spend a lot of money avoiding risks that were not actually going to occur. These companies spend millions of dollars each year analyzing the odds and are therefore able to make highly sophisticated risk management decisions.



Risk Avoidance  
 Completely avoids risk  
 It is a kind of risk bearing 
 Expensive strategy 
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Risk AvoidanceRisk avoidance is a strategy in which the risk is completely avoided. This might include shutting down critical systems and moving them in advance of a hurricane. Avoidance takes the risk to zero. Risk avoidance is the opposite of risk acceptance because it’s an all-or-nothing kind of stance. To continue with the insurance example, cutting down the tree limb would be risk voidance. The insurance company would be avoiding the risk that the tree limb would fall on your car, on the house, or on a passer by. In business continuity and disaster recovery plans, risk avoidance is the action that avoids any exposure to the risk whatsoever. If you want to avoid data loss, you have fully redundant data systems or you manually shut down systems and move them in advance of an oncoming hurricane. Risk avoidance is usually the most expensive of all risk mitigation strategies, but it has the result of reducing the cost of downtime and recovery significantly



Risk Limitation  
 Limit the risks 
 Safe business 
 Cost of Implementation is finite  
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Risk LimitationRisk limitation is the most common risk management strategy employed by businesses. You choose to limit your exposure through taking some action. For example, performing daily backups of critical business data is a risk limitation strategy. It doesn’t stop a disk drive from crashing, it doesn’t ignore the potential for disk failure, it accepts that drives fail and when they do, having backups helps you recover in a timely manner. Risk limitationsinclude installing firewalls to keep networks safe, creating backups to keep data safe, practicing fire drills to keep employees safe, and more. With risk limitation, you typically put some system in place, such as a firewall or redundant system. T he cost of that implementation is finite and known and usually ends at some point in time



Risk Reduction 
• Minimising the effects of disasters  
• Protect against earth quakes 
• Reduce the likelihood of disaster occurring   
• Bridging the gaps between ideas and audience  

22 September 2015 www.infosecawareness.in 75 

Presenter
Presentation Notes
Involves methods that reduce the severity of the loss or the likelihood of the  loss from occurring. The relative risk reduction can be more useful than the  absolute risk reduction in determining an appropriate treatment plan in case of  earthquake, because it accounts not only for the effectiveness of a proposed  treatment, but also for the relative likelihood of an incident (positive or  negative) occurring in the absence of treatment. Like many other  epidemiological measures, the same equations can be used to measure a  benefit or a harm. This way, the company can concentrate more on business  development without having to worry as much about the manufacturing  process, managing the development team, or finding a physical location for a  call centre.



Risk Transfer 
• Burden of risk to someone else 
• Transfer of risk to another organization  
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Shift the burden of risk events someone else. It is concerned with dealing with impacts of risk events once untoward events arise. The contractual transfer of risk to another organization through outsourcing or insurance.In other words Risk transfer is where the exposure to the risk is transferred to a third party, usually as part of a financial transaction. Purchasing insurance is the most common risk transference method, though others exist.The security risk assessment handbook  …..By Douglas J. Landoll



Ways of Risk Transfer  
• Insurance 
• Contracts 
• Warranties 
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Insurance:With Insurance pay a premium to protect yourself and your assets from unfortunate circumstances.Eg: Direct loss of Property caused by floods, fire and earthquakesIndirect loss of property caused by loss of income tied to interrupted business operations and costs associated with implementing the disaster recovery proceduresLiability like lawsuits from the public for personal injury or property damagePersonal related losses like expenses incurred in relation to injuries suffered by employees on the jobContracts:Contracts rank among the oldest risk management tools employed by humans Warranties:Warranties are a type of contract ,will perform according to specifications for a defined period of time. The warranty agreement specifies the obligations of the seller in the event that the goods or services do not perform properly



Risk Evaluation 
 

 

Identify Key Risks 

Vulnerability analysis 

Prioritize threats 
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There are many areas to concern, when determining departmental risk. Identify and list all areas of concerned IT risk within your company.Each company needs and processes vary. Once you have identified all key risks, you must now analyze and document the vulnerability of each. Completely analyze each process and all of it’s components like Data Loss, efficiency, training, test restore. Check How long will it take to completely restore all of its components. There are Various ways to Prioritize threats like Data loss: 1 server, 1 hard drive Security breach: Old firewall and router with  no administration, no existing security policy. Possibility currently exists of system being hacked and brought down.Virus attack: Latest and updated software from ISP or firewall and internal solution.SPAM: ISP or firewall solution and Internal protection so double protection needed File Server down: No spare hub/switch, outside tech ,no immediate spare parts on hand.Power Outage:  UPS on servers and workstations must be tested quarterlyLoss of phones: SLA with local vendor, but Telco less than stellar (recent outages)Loss of Internet: Only one source to internet access, ADSL provider questionable. No backup line to internet currently installed.Data Loss / Corrupt -  (backup procedures)Security Breach -  (internal / external security risk analysis)Virus Attack-  (software-updates-verification)SPAM Attack-  (filter process-updates)File Server / Network Down -  (PM-MTBF)Power Outage -  (UPS – power generator – location- seasonal)Loss of Phones / Fax -  (Telco – spares - SLA)Loss of Internet –  (ISP - data line – equipment)



Disaster Recovery Planning 
• Precautions to be taken to minimize effects of 

– Natural calamities  
– Man-made Disaster  

• Analysis on  
– Business process 
– Continuity needs  
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A disaster recovery plan consists of precautions to be taken so that the effects of disaster will be minimized and the company will be able to maintain critical functions. DRP involves an analysis of business process and continuity needs and focus on disaster prevention. It is a process of recovery technology to an organization after a natural or man made disaster. A DRP can be done by understanding the organization activities and how all the resources are interconnected , how the company will be affected in the disasters. The main goal of DRP is to resume normal computing capabilities in as little time as possible.Disaster recovery is becoming an increasingly important aspect of enterprise computing. As devices, systems, and networks become ever more complex, there are simply more things that can go wrong. As a consequence, recovery plans have also become more complex. Appropriate plans vary from one enterprise to another, depending on variables such as the type of business, the processes involved, and the level of security needed. Disaster recovery planning may be developed within an organization or purchased as a software application or a service. DRP also defines a contingency plan covering how a business must recover from potential disasters and continue functioning   



Creating DRP 
• Step by step procedure that includes 

• Recovery procedure 
• List of required database 
• Backup details 
• Instructions that you define  
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You need to develop step-by-step procedures for getting a computer or network back online after a disaster Test your plan for recovering and restoring your organization's critical data and should create a multiple copies of plan for safekeeping like store it in CD, take print outs, store on remote servers etc. Determine the total cost of rebuilding or replacing the data your organization uses. The plan must spell out the titles and functions of each team member involved in the disaster recovery process. The individuals who will compose the team or teams should be identified by title or position and name, the entire staff may become the Disaster Recovery Team with one person designated to lead the recovery effort. The plan must provide for both major and minor disasters, and must address individual and natural disasters such as tornados and general flooding. Your plan should also define in terms of business disruption what constitutes a disaster.



Disasters in Varied Forms 
        Earthquake                            Drought 

Flood 
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The above figure shows the disaster in varied forms like earthquake, drought, Flood and these are the real scenarios 



Why Disaster Management  
Important? 
• Sustainable Livelihoods 
• Protection 
• Long lasting 
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Disaster management is the promotion of sustainable livelihoods and their protection and recovery during disasters and emergencies. If goal is achieved, people have a greater capacity to deal with disasters and their recovery is more rapid and long lasting. In a development oriented disaster management approach, the objectives are to reduce hazards, prevent disasters, and prepare for emergencies.Prevention is better than cure. Once disaster occurred, it is very difficult to handle and control it. Hence proper management and planning will always handle and lessen the various kinds of disasters successfully, There is a need for systematic identification, preparation, prediction, assessment, evaluation of disaster events and incorporation of mitigate measures. The important elements which are to be considered at all stages during the disaster management are:Disaster management system and standards Disaster resource planning Disaster impact assessment investigation of disaster Disaster management plans Corporate disaster preparedness programmes,Emergency response plans, identification of proactive measuresCost analysisEnvironmental impact assessment Research and development, Loss assessment, Recovery, Relief, Reconstruction and Rehabilitation activities, Computer aided methodsThe disaster management should  involve management activities about disaster events with all participatory sectors namely, all levels of central and state government, districts administration, municipalities, corporations, medical and health administration including industrial disaster and safety administration, occupational health hazard and safety administration and etc.Ref:http://portal.acm.org/citation.cfm?id=1369458



Disaster Management 
 Disaster Management generally focus to  
 Reduce losses from hazards 
 Assure 100% assistance to victims  
 Achieve effective recovery  
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The disaster management generally provides the technical support to catalyze and facilitate the disaster management policy so that a national agreement can be achieved concerning roles, responsibilities for disaster management. To conduct a disaster management capacity needs assessment in the disaster hit areas. The needs assessment will result in practical recommendations to establish disaster management offices, as well as strategies to transition from annual relief appeals to multi-annual programs that deal with baseline humanitarian risk. To build-up humanitarian needs and relief operations in order to provide an estimate of the chronic emergency needs.



Data Storage  
  IT recovery storage is done as follows  
 Offsite  
 Hot site 
 Warm site 
 Cold site 
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The most common disaster alternative is offsite data storage in which complete data is backed up on a tape based or disk and kept it in a remote location. The other alternative technology for IT recovery are hot site, warm site, cold sites, electronic vaulting, shadowing, mirroring, and disk to disk remote copy .Hot Sites:It is a working site, operational with the necessary computer systems and communication lines. The data from the primary site is constantly been updated to servers on site. This type of storage is expensive, downtime is shorter.Warm Sites:It is almost same as hot site. The site has standby servers and some minimal communication lines. To fully operate the site, a recent backup tape is needed from the main site. This type of storage combines hot and cold sites options.Cold Sites:Cold sites have minimum support. There are no computer systems, and only open space is available for work group, as well as some telephone lines. This option is inexpensive, downtime is longer. 



Reactive Disaster Management  
 Background  
 Objective  
 Strategies 
 Policy 
 Program 
 Expected Outcomes  
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Natural disasters like floods, earthquakes, drought and landslide are creating the destruction of development infrastructures like road, electricity irrigation, etc. In addition to this, thousands of people have lost their lives and countless cattle have been destroyed, lots of agricultural land and crops have been damaged. In order to minimize the damages caused by earthquake and other natural disasters in a country lying in the earthquake zone, it is necessary for them to prepare a comprehensive plan beforehand.   The main challenges to disaster management are the absence of adequate co-ordination among agencies involved in it; the reactive, not proactive nature of disaster management efforts, the absence of a modern technology to give prior information and warn us of disasters and the absence of making the maps of disaster prone areas. Similarly the lack of disaster evaluation at the time of project selection, absence of sufficient co-operation and rehabilitation programs and non-compliance with building code at the time of constructing high rise buildings are some important disaster management problems. http://saarc-sdmc.nic.in/pdf/nepal/file4.pdf



Proactive Disaster Management  

By knowing which countries 
are most disaster-prone 

The poor are most 
vulnerable  

Cost of disasters  
Reducing the risk of disasters 
New thinking by 

governments 
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Governments, aid agencies and local authorities should work alongside poor communities in vulnerable countries to identify and reduce the risks they face by the various disasters. 98% of those killed and affected by natural disasters come from developing countries, underlining the link between poverty and vulnerability to disaster. Factors increasing the vulnerability of the poor to disasters include climate change, urbanization, poor buildings and poor land use, environmental destruction and political, social and geographical marginalization. Hurricane Mitch was one of the worst natural disasters to hit Central America. In Honduras, around 10,000 died and 3 million people were left dependent on aid.  The cost of the damage in Honduras was put at $3.6 billion by the United Nations Development Programme – around 60% of the Honduras annual GDP.  The UK Government’s Department for International Development (DFID) reported that 60% of bridges, a quarter of schools and half of agricultural production was destroyed. Decades of development work was destroyed overnight. There is strong evidence to show that equipping vulnerable communities to anticipate and reduce risks, can reduce the impact of disasters or even prevent them from happening. If disaster does strike, a well-prepared community is better equipped to cope and recover from it, hence saving lives and increasing cost-effectiveness from every aid dollar. All governments have, for example, agreed to:  'Reduce the risks of flooding and drought in vulnerable countries and 'Provide financial and technical assistance to strengthen the capacities of African countries for effective disaster management, including observation and early warning systems, assessments, prevention, preparedness, response and recovery.Reference:  http://www.tearfund.org/webdocs/Website/Campaigning/Policy%20and%20research/beforedisasterstrikes.pdf



DM cycle 

Recovery 

Mitigation 

Preparedness 

Response 
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Mitigation - Minimizing the effects of disaster.�Examples: building codes and zoning; vulnerability analyses; public education. Preparedness - Planning how to respond.�Examples: preparedness plans; emergency exercises/training; warning systems. Response - Efforts to minimize the hazards created by a disaster.�Examples: search and rescue; emergency relief . Recovery - Returning the community to normal.�Examples: temporary housing; grants; medical care. http://www.gdrc.org/uem/disasters/1-dm_cycle.html



Mitigation 
 Reduce the Disaster occurrence 
 Vulnerability analysis  
 Information on hazards 
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Mitigation actions essentially reduce or lessen the probability of disaster occurrence, or reduce the effects of unavoidable disasters. Mitigation  include building codes, vulnerability analyses updates, zoning and land use management, building use regulations and safety codes, preventive health care, and public education. Mitigation will depend on the merging of appropriate process in national and regional development planning. Its efficiency will also depend on the availability of information on hazards, emergency risks, and the countermeasures to be taken. The mitigation in disaster management cycle, includes the shaping of public policies and plans that either modify the causes of disasters or lessen their effects on people, property, and infrastructure. 



Preparedness 
 Preparedness includes: 
 Emergency kits  
 Development of long term plan 
 Training and awareness 
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Deeds and process for ensuring an effective response to the impact of risk are classified as Preparedness like emergency drills and public awareness. Preparedness includes preparation of hazard maps, kits with food and material supply, conduct emergency drills, construction of early warning systems, emergency communication systems, emergency contact lists. The goal of preparedness programs is to accomplish a satisfactory level of readiness to respond to any emergency situation through programs that strengthen the technical and managerial capacity of governments, organizations, and communities. Preparedness can also take the form of ensuring that strategic reserves of food, equipment, water, medicines and other essentials are maintained in cases of national or local catastrophes. Preparedness activities depend on the incorporation of appropriate measures in national and regional development plans. In addition, their success depends on the availability of information on hazards, emergency risks and the countermeasures to be taken, and on the degree to which government agencies, non-governmental organizations and the general public are able to make use of this information. 



Response 
 Response includes basic needs  
 First aid 
 Fire fighting 
 Temporary shelter  
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Response includes activities as rescue efforts, first aid, fire fighting, evacuation and also involves in monitoring of secondary disaster, construction of temporary housing and establishing of tent villages The plan of emergency response is to provide instant assistance to maintain life, improve health and support the morale of the affected population. Such assistance may range from providing specific but limited aid, such as assisting refugees with transport and food, to establishing semi-permanent settlement in camps and other locations. It also may involve initial repairs to damaged infrastructure. The focus in the response plan is on meeting the basic needs of the people until more permanent and sustainable solutions can be found. 



Recovery Plan  
 Restore lives and infrastructure 
 Recover of business  
 Continue until normal operations  
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The focus of a Recovery Plan  is to restore the lives and infrastructure ,operability of systems that support mission-critical and critical business processes. The aim is for the organization to return to normal operations as soon as possible. Since many mission-critical and critical business processes depend on a technology infrastructure consisting of applications, data, and IT hardware, the DRP should be an IT focused plan. Every organization should develop a Disaster Recovery Plan for all applications. Restoration of systemsdoes not necessarily imply technology redundancy. The DRP may call for some procedures to be completed manually. Having a DRP in place reduces the risk that the length of time that a disruption in a business process does not go beyond what has been determined to be acceptable by management in the organization.During the recovery time, the focus is on establishing controls over occurring events to limit the risk of any additional loses.In recovery process, both short and long term, include returning vital life-support systems to minimum operating standards, temporary housing, public information, health and safety education, reconstruction, counselling programs, and economic impact studies. Information resources and services include data collection related to rebuilding. There will be many opportunities during the recovery period to enhance prevention and increase preparedness, thus reducing vulnerability. Ideally, there should be a smooth transition from recovery to on-going development



Disaster DM Team 
 Early Warning team 
 Event Organizing team 
 First aid team 
 Security Team 
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The issues that security engineers face is the need to quickly gain of the potential threats to their networks and systems and then prioritize. By the time they receive the information, it might no longer be useful. What security teams really need is an early warning solution that allows them to manage threats and ensure business continuity. It is an important process for the growth of a corporate establishment which involves a series of activities partaking to methods that result in increased communication between the participants. If you want to organize a great team-building event. The First Aid team is to confirm the roles and responsibilities which includes activation procedures and identifies resources to support a medical response to a major emergency.



The Major Areas Concern 
 Awareness if Disaster 
 Disaster Management 
 Safety from natural Hazards 
 Preparation of Disaster Plans  
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The major disaster area which are prone to the disaster requires the awareness so that the government will come to know. Roles of schools in the event of disasters and enhancement of disaster prevention system. There should be disaster management team for Inspecting on the particular focus on: Roles of schools in the event of disasters, Focus on promotion of “New Disaster Prevention Education, Focus on expansion of mental health care. We have to prepare the advance safety plans when an disaster strikes what steps we have to take etc. For the safety of the natural hazards the building should be constructed in such a way that it should be Safety from all the Natural Hazards etc.



Incident Response Plan 
 Based on the underlying 

concepts 
 When Problem occurs how to 

respond it 
 How to overcome when incident 

occurs 
 Function appropriately in a time 

of incident  
 Should consider positive and 

negative steps for building 
proper incident response plan 
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Responding to such an incident would be deemed Incident response and you need to know the underlying concepts to run your network efficiently. Incident response is when a problem occurs, it is identified and then you need to respond to it. When an incident occurs we have the Communicate the incident you get this fact to the leader of the team so that the incident plan can become reality, Containing the damage and then minimizing the risk, Identifying the type and severity of the compromise, Recovering systems. An incident response plan is a plan that allows you to function appropriately in a time of ‘incident’ so that you can resolve issues, get back up and running and contain the incident all in one fall swoop. Making an initial assessment: Making an initial assessment is critical to the plan. You need to know how to see an incident and assess if it is an incident or not. Take initial steps to determine if you are dealing with an actual incident or a false positive. Your initial assessment should be very brief. Reference: http://www.windowsecurity.com/articles/Make_an_Incident_Response_Plan.html



Incident Response  
 To provide immediate assistance  
 Support the affected People  
 Initials repairs to damaged Infrastructure  
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In case of the various problems caused by the disasters, particularly with regard to relief to the victims. Immediate care and organized relief, and some guidelines are given for the immediate care of the victims by rescue workers, for first aid by trained teams. It is stressed that the acquisition of emergency professionalism by ordinary people is a reflection of the civil progress of society. Using a Police Casualty Bureau and help lines to enquire about someone who might have been involved in a major incident and the Foreign and Commonwealth Office which is a key source of information on what you can do and who to contact if you're affected by an emergency abroad. If any disaster occurs in the form of earthquake immediate theirs should be an team for the initial repair of the damaged things and the rescue workers should also help if the incident response team will not arrive at the right time.



 
Determining your Recovery needs 
 

• Determine the business needs 
• Determine recovery Objective  
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It is the business that needs to determine the requirements of the systems,  it is essential that the business determines the objectives as it is ultimately a reflection of the organizations risk profile.Depending on the system and the organization,  transactions will most likely need to be recaptured and the business needs to plan for how the information required to recapture the transactions will be determined.The primary values that need to be determined by the business for development of the Disaster Recovery plan are RECOVERY POINT OBJECTIVEAmount of data loss acceptableThe point to which data must be restoredRECOVERY TIME OBJECTIVEAmount of time it takes to come back onlineThe time by which data must be restored



How to Prevent Disasters  
• Protecting the Equipment 
• Providing continues Power supply 
• Protecting Internet Access 
• Practice the Disaster Plans 
• Alternative Communication 
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In order to prevent from the disasters the equipments which shows the alert in  case of any disaster like flood, earthquakes should be kept in the proper place  without leaving them aside and it should be tested regularly, by doing this we  can easily prevent any type of disasters that come. There should be continues  power supply in the organization if any over voltage occurs it should checked  at that time only don’t delay. There should be continuous internet access for  the so that in case of any type of disaster occurs you can contact immediately  to our higher authority for the guidance.  The disasters plans should be  practiced and updated regularly and every team member should give eth idea  for the update of the plans and policies. There must be 24/7 communication in  case of any disaster occurs.



Steps to Take Before Disaster 
• Plan reinforced regularly in staff meetings 
• Update at least annually. 
• Reassign duties 
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Have a team, develop a disaster plan which assigns roles to each staff member.  The plan should contain the specific cause which will begin the plan’s implementation. Each staff handling an aspect of the disaster plan can have a coordinator who reports to the agency’s president/CEO.  The plan can be reinforced regularly in staff meetings, and the staff can suggest regarding possible disasters and the steps that should be taken in each situation.  The plan should be reviewed and updated at least once a year.  When a staff member leaves the agency’s employ, his/her duties under the disaster plan need to be reassigned.



Steps to Take When Disaster 
Looming 
• Do not delay  
• Confirm employees know their role 
• Safety of employees and office  
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Do not delay if triggers to activate the disaster plan are met Disaster during work day, and have warning. Assure the safety of your employees and office. Be sure your data is backed-up and secure.Make sure your data is properly backed-up with your agency management system vendor or third party you developed a relationship with prior to the disaster. Have at least two backups that are kept securely in separate off-site locations. Be sure your list of active clients is complete and printed. Run an expiration list of policies to be processed for the next six months and contact those renewals that are coming up for action around the time of the predicted disaster. Update insurance company addresses, phone numbers and fax numbers. Be sure vendor list is current for assisting you after the disaster.



Contd 
• Use your phone tree. 
• Recorded message  
• Backup number 
• What staff should do if they are unable to meet their 

assignment 
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Disaster after-hours or employees who telecommute or work from remote locations Activate the central number employees can call after disaster to get instructions and learn about next steps.Activate the central number employees can call after the disaster to get instructions and to learn about next steps.  This line can include a recorded message with this information.  A secondary backup number can be added, further mitigating the chance of lost communications.  Direction should include what staff should do if they are unable to meet their assignment. Communicate with customers as to what they should do if a disaster strikes and how they should communicate with you in such an event.  Include toll-free numbers provided by insurance carriers for claims and/or customer service and numbers for back-up call services if the agency has contracted for this resource. 



Steps to Take After Disaster 
• Do an assessment 
• Assist them as you can  
• Alternative location 

 

22 September 2015 www.infosecawareness.in 101 

Presenter
Presentation Notes
Do an assessment of the damage to your office to see what will be needed to bring it back on-line. Assist them in any way that you are able, since they are your number one asset. Make your office area as safe as possible to accommodate walk-in traffic.If it is not safe, identify another location to meet policyholders and post a sign to direct them.  Have the alternative location information posted on your website and included on a message callers hear. Assess the personal and financial impact of the disaster on your employees, and make sure their needs are being met, so they can focus on agency operations
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