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Objective  



• Web browser is used to gain and access the 
information and also resources on the 
World Wide Web. 

 
• It is a software application used to trace and 

display the web pages  



 Today, web browsers such as Internet Explorer, Mozilla 
Firefox, and Apple Safari (to name a few), are installed on 
almost all computers.  

 Because web browsers are used so frequently, it is vital to 
configure them securely.  

Often, the web browser that comes with an operating 
system is not set up in a secure default configuration.  

 Not securing your web browser can lead quickly to a variety 
of computer problems: 
Spyware being  

Why Secure Your Browser 
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• Ideally, computer users should evaluate the risks 
from the software they use.  

 
• Many computers are sold with software 

already loaded.  
 
• Whether installed by a computer manufacturer, 

operating system maker 
 
• The first step in assessing the vulnerability of 

your computer is to find out what software is 
installed and how one program will interact with 
another.  
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Various Threats from software 
attacks 
• Many users have a tendency to click on links without 

considering the risks of their actions. 
• Web page addresses can be disguised or take you to an 

unexpected site. 
• Many web browsers are configured to provide increased 

functionality at the cost of decreased security. 
• New security vulnerabilities may have been discovered 

since the software was configured and packaged by the 
manufacturer. 

• Computer systems and software packages may be bundled 
with additional software, which increases the number of 
vulnerabilities that may be attacked. 
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• Third-party software may not have a mechanism 
for receiving security updates. 

• Many websites require that users enable certain 
features or install more software, putting the 
computer at additional risk. 

• Many users do not know how to configure their 
web browsers securely. 

• Many users are unwilling to enable or disable 
functionality as required to secure their web 
browser. 
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Web Browser Features and Risks 

• Attackers focus on exploiting client-side 
systems (your computer) through various 
vulnerabilities.  

• They use these vulnerabilities to take control 
of your computer, steal your information, 
destroy your files, and use your computer to 
attack other computers.  

• A low-cost way attackers do this is by 
exploiting vulnerabilities in web browsers.  

• An attacker can create a malicious web page 
that will install Trojan software or spyware 
that will steal your information 
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• Rather than actively targeting and attacking 
vulnerable systems, a malicious website can 
passively compromise systems as the site is 
visited.  

• A malicious HTML document can also be 
emailed to victims. In these cases, the act of 
opening the email or attachment can 
compromise the system. 



The URL represents 
http://www.infosecawareness.in 

Each URL is divided into different sections  

http://www.infosecawareness.in/


Web browser is a software application that runs 
on internet and allows viewing the web pages, as 
well as content, technologies, videos, music, 
graphics, animations and many more.  

Usage of Web browsers  



There are different types of web browsers 
available with different features.  

A web browser is a tool used not only on 
the personal computers but it also used on 
mobile phones to access the information. 
 

Types of web browsers 



Internet Explorer 
Mozilla Fire fox  
Google Chrome  
Safari 
Many More 

Popular web browsers  



There are increased threats from software 
attacks taking advantage of vulnerable web 
browsers. 

 The vulnerabilities are exploited and directed 
at web browsers with the help of 
compromised or malicious web sites  

Risks towards web browser  



Security zone 
Trusted sites 
In private browsing 
Tracking options 
Many more  

How to secure your web browser  



Browse in in private mode 
Smart screen filter 
ActiveX filter  
Tracking protection 
Delete browsing history  

IE security Features  



Tracking 
Security zone 
Block forged websites 
Many more  

Firefox Security features  



• ActiveX is a technology used by Microsoft 
Internet Explorer on Microsoft Windows 
systems.  

• ActiveX allows applications or parts of 
applications to be utilized by the web browser.  

• A web page can use ActiveX components that 
may already reside on a Windows system, or a 
site may provide the component as a 
downloadable object.  

• This gives extra functionality to traditional web 
browsing, but may also introduce more severe 
vulnerabilities if not properly implemented. 
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• ActiveX has been plagued with various 
vulnerabilities and implementation issues.  
 

• One problem with using ActiveX in a web 
browser is that it greatly increases the attack 
surface, or “attack ability,” of a system.  
 

• Installing any Windows application introduces 
the possibility of new ActiveX controls being 
installed. 
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• Java is an object-oriented programming 
language that can be used to develop active 
content for websites.  

• A Java Virtual Machine, or JVM, is used to 
execute the Java code, provided by the 
website.  

• Some operating systems come with a JVM, 
while others require a JVM to be installed 
before Java can be used.  

• Java applets are operating system 
independent. 
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• Plug-ins are applications intended for use in the web 
browser. 

• Netscape has developed the NPAPI standard for 
developing plug-ins, but this standard is used by 
multiple web browsers, including Mozilla Firefox and 
Safari.  

• Plug-ins are similar to ActiveX controls but cannot be 
executed outside of a web browser.  

• Adobe Flash is an example of an application that is 
available as a plug-in. 

• Plug-ins can contain programming flaws such as buffer 
overflows 



22 September 2015 www.infosecawareness.in 22 

• Cookies are files placed on your system to 
store data for specific websites.  

• A cookie can contain any information that a 
website is designed to place in it.  

• Cookies may contain information about the 
sites you visited, or may even contain 
credentials for accessing the site.  

• Cookies are designed to be readable only by 
the website that created the cookie.  

• Session cookies are cleared when the 
browser is closed, and  

• Persistent cookies will remain on the 
computer 
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JavaScript, also known as ECMAScript, is 
a scripting language that is used to make 
websites more interactive.  
 
There are specifications in the JavaScript 
standard that restrict certain features such as 
accessing local files. 
 
VBScript is another scripting language that is 
unique to Microsoft Windows Internet Explorer.  
 
VBScript is similar to JavaScript, but it is not as 
widely used in websites because of limited 
compatibility with other browsers. 



Here are steps to disable various features in Internet Explorer 
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How to Secure Your Web Browser 

• Microsoft Internet Explorer (IE) is a web browser 
integrated into the Microsoft Windows operating 
system 

In order to change settings for Internet Explorer, select Tools 
then Internet Options… 



• Web Browser 
– It is a software application used to trace and display the web 

pages.  
 



• Search engines provide information with fast, easy access 
to any kind of material on the internet. 
– Google 
– Yahoo 
– Bing 
– Many more 
 



• It can be easy to access the inappropriate material on the 
internet. 

• Accidentally you may be redirected to unsecured sites. 



Risk by Web Searches 



• Safe search filtering 
 
 





 



 



• Non of these filtering are 100% accurate –sometimes 
unsuitable content may still slip through. 

 



• ActiveX 
– Used on Microsoft Windows systems. ActiveX allows applications or 

parts of applications to be utilized by the web browser.  
• Cross-Site Scripting 

– Referred as XSS, is a vulnerability in a web site that permits an attacker 
to leverage the trust relationship that you have with that site.  

• Cookies 
– Contains the information about the sites you visited.  

• Pop-up 
– It is a form of online advertisements  when  a web site is open by web 

browser.  
• Unsecured sites 

– Not all the sites are legitimate sites  
 
 
 



 





 



Browser History In IE 8 

 



Browser History in Firefox 

 



Browser History in Chrome 

 



Temporary Files in IE 8 

 



Contd.. 
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