
CERT-InadvisorytohostsecureZoom meetingswhileworkingfrom home

Manyorganizationshavealloweditsstafftoworkfrom hometostopthespreadof

coronavirus.ThesepeopleareusingonlinecommunicationplatformssuchasZoom,

Microsoft's Teams,and Teams forEducation,Slack,Cisco's WebEx forremote

meetingsandwebinars.Withamajorityofemployeesusingtheseplatforms,ithas

becomeparamounttousetheseappssecurely.

ZOOM isoneamongwidelyusedgo-tovideoconferencingplatform.Cybercriminalsare

tryingtoexploitthisplatform toharvestsensitiveinformationsuchasmeetingdetails

andconversations.ThefollowingmeasureswillincreasethesecurityofyourZoom

sessionsandreducesecurityrisks-

1.KeepyourZoom softwarepatchedandup-to-date.

2.Alwayssetstrong and uniquepasswords(makeyourpassword atleasteight

characters long and use atleastthree ofthe following types ofcharacters:

lowercase letters,uppercase letters,numbers,symbols)forallmeetings and

webinars.This is especiallyrecommended foranymeetings where sensitive

informationmaybediscussed.

PasswordDefaultforMeetingandWebinar

3.Enable"WaitingRoom"Featuresothatcallmanagerwillhaveabettercontrolover

participants.Allparticipantscanjoinavirtual“WaitingRoom”buttheywillbe

approvedbycallmanagertobepartoftheactualmeeting.



4.DisableJoinBeforeHostFeature: The“JoinBeforeHost”optionletothersto

continuewithameetingintheabsenceofactualhost,butwiththisoptionenabled,

thefirstpersonwhojoinsthemeetingwillautomaticallybemadethehostandwill

havefullcontroloverthemeeting.Alternatively,"SchedulingPrivilege"maybegiven

toatrustedparticipanttohostthemeetingintheabsenceofanactualhost.



5.Ifnotrequiredrestrict/disablefiletransfers.

6.From settings and controls,ensure removed participants are unable to rejoin

meetings.

7.IfnotrequiredonecanlimitScreenSharingtotheHostonly.

8.Lockthemeetingsessiononceallyourattendeeshavejoined.



9.Restrictthecallrecordfeature"AllowRecord"totrustedparticipantsonly.
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